Retainer Contract for IT Professional Services Contract # 40280
Rolta Advizex Technologies LLC

STANDARD CONTRACT

1. Parties. This is a contract (hereinafter “Retainer Contract”) between the State of Vermont, through
its Department of Buildings and General Services, Office of Purchasing & Contracting (“State”),
and Rolta Advizex Technologies LLC with principal place of business at Burlington, MA
(“Contractor”). Contractor’s form of business organization is Corporation. It is the Contractor’s
responsibility to contact the Vermont Department of Taxes to determine if, by law, the Contractor
is required to have a Vermont Department of Taxes Business Account Number.

2. Subject Matter. This Retainer Contract authorizes and establishes requirements for State Agencies
to procure from Contractor certain information technology professional services in the categories
set forth in Attachment A1 hereto. Contractor services shall only be provided pursuant to Statement
of Work Agreement executed with a State Agency. Contractor agrees to provide its services at or
below the established rates and subject to and in accordance with all requirements of this Retainer
Contract, and Contractor understands and agrees that the terms and conditions of this Retainer
Contract shall apply to the Contractor’s performance of services under any Statement of Work
Agreement.

3. Maximum Amount. Statement of Work Agreements under this Retainer Contract are not
authorized to include a maximum amount payable greater than $500,000.00, provided however,
the State Chief Information Officer shall have sole and exclusive discretion to waive this restriction
for any specific Statement of Work Agreement.

4, Contract Term. The term of this Retainer Contract shall begin on July 7, 2020 and end on July 6,
2022. The term of this Retainer Contract may be extended for up to twenty-four months at the
discretion of the State. Upon the termination of this Retainer Contract, no new SOW Agreements
may be issued, any outstanding SOW Agreements shall continue unless or until terminated in
accordance with the terms of the SOW Agreement, and the Parties acknowledge and agree that the
terms of this Retainer Contract shall survive and apply to each outstanding SOW Agreement.

5. Prior Approvals. In accordance with current State law, bulletins, and interpretations, this Retainer
Contract shall not be binding until it has been approved by the Vermont Attorney General’s Office,
the Secretary of Administration, and the State’s Chief Information Officer.

6. Amendment. No changes, modifications, or amendments in the terms and conditions of this
Retainer Contract shall be effective unless reduced to writing, numbered and signed by the duly
authorized representative of the State and Contractor. The parties acknowledge and agree that the
SOW Agreement process set forth herein shall not be used to effectuate any changes, modifications,
or amendments in the terms and conditions of this Retainer Contract, and that any provision in a
SOW Agreement purporting to modify the terms and conditions established by this Retainer
Contract shall be null and void.



7. Termination for Convenience. This Retainer Contract may be terminated by the State at any time
by giving written notice at least thirty (30) days in advance.

8. Attachments. This Retainer Contract consists of 35 pages including the following attachments
which are incorporated herein and shall apply to each SOW Agreement executed pursuant to this
Retainer Contract:

Attachment A: General Scope of Work
Attachment Al: IT Service Categories, Roles and Rates
Attachment B: Payment Provisions

“Attachment C: Standard State Provisions for Contracts and Grants” a preprinted form
(12/15/17). The term “Agreement” as used in Attachment C shall be deemed to refer to this
Retainer Contract and each SOW Agreement entered into by Contractor hereunder. The
term “State” as used in Attachment C shall be deemed refer to the State and any Agency
of the State that enters into a SOW Agreement with Contractor.

Attachment D: Information Technology Professional Services Terms and Conditions
(3/21/19). The term “State” as used in Attachment D shall be deemed refer to the State
and any Agency of the State that enters into a SOW Agreement with Contractor.

9. Order of Precedence. Any ambiguity, conflict or inconsistency among the documents comprising
this Master Agreement shall be resolved according to the following order of precedence:

1)
2)

Standard Contract (pages 1 and 2 of this document)
Attachment D (Technology Terms and Conditions)

Attachment C (Standard Contract Provisions for Contracts and Grants)
Attachment A

Attachment Al
Attachment B

WE THE UNDERSIGNED PARTIES AGREE TO BEBOUND BY THIS MASTER AGREEMENT.

State of Vermont Rolta Advizex Technologies LLC
By: By:

Name: Name:

Title: Title:

Date: Date:




ATTACHMENT A: GENERAL SCOPE OF WORK

1. This Retainer Contract is executed pursuant to the State’s IT retainer services
program under which Contractor has been pre-qualified by the State to provide
professional services in one or more of the categories identified and described in
Attachment A1 of this agreement (the “Services”).

2. Contractor agrees to provide, when requested by an agency, department, office,
commission, board or other authority of the State of Vermont (“Agency”), its
Services subject to and consistent with all requirements set forth herein.

3. Contractor Services shall only be performed if and to the extent required in a
Statement of Work (SOW) Agreement executed directly with an Agency. Services
performed under a SOW Agreement shall be subject to and governed by the terms
and conditions of this Retainer Contract.

4. The State’s process for an Agency to procure IT retainer services from pre-qualified
vendors is set forth online at
https://bgs.vermont.gov/purchasing%20and%?20contracting/current%20contrats/infor
mation-technology , which information is hereby incorporated by reference as if set
forth fully herein. Contractor agrees that it must follow the State’s process to obtain
and execute SOW Agreements against this Retainer Contract.

5. SOW Agreements executed against this Retainer Contract shall specify, at a
minimum:

A. The detailed description of the Service(s) necessary to meet the Agency’s
business requirements, consistent with any one or more of the categories of
service authorized by this Retainer Contract;

B. The place and time period for performance;

C. The Contractor roles and rates, or other pricing elements consistent with this
Retainer Contract;

D. The Agency’s billing address;

E. The name and contact information for the Agency’s primary contact and the
Contractor’s primary contact for the project;

F. The maximum amount payable by the Agency to Contractor under the SOW
Agreement;

G. A unique identifier for the SOW Agreement; and
H. The State of Vermont Contract Number.

6. SOW Agreements may include additional terms as necessary to comply with local,
state or federal laws or regulations applicable to the Agency. By way of information,
and without limitation:

A. When required in a SOW Agreement, Contractor’s security controls shall
conform to the Health Insurance Portability and Accountability Act of 1996


https://bgs.vermont.gov/purchasing%20and%20contracting/current%20contrats/information-technology
https://bgs.vermont.gov/purchasing%20and%20contracting/current%20contrats/information-technology

(“HIPAA”) including the Standards for the Privacy of Individually
Identifiable Health Information at 45 CFR Parts 160 and 164 (“Privacy
Rule”), the Security Standards at 45 CFR Parts 160 and 164 (“Security
Rule”), as amended by subtitle D of the Health Information Technology for
Economic and Clinical Health Act and the Federal Information Security
Management Act (“FISMA”), 44 U.S.C. 3541 et seq. and Family Education
Rights and Privacy Act, 20 U.S.C. § 12329 (FERPA), as applicable.

B. When required in a SOW Agreement, the terms and conditions of the State of
Vermont Business Associate Agreement, revised May 2019 (available online at:
https://bgs.vermont.gov/purchasing-contracting/forms) will be executed by
Contractor and Agency and will be incorporated and apply to Contractor Services
provided under the SOW Agreement.

C. When required in a SOW Agreement, the State of Vermont Agency of Human
Services’ Customary Contract Provisions dated May 2018 (available online at:
https://bgs.vermont.gov/purchasing-contracting/forms) shall be apply to a SOW
Agreement.

D. Any additional assurances required by federal or state law, such as, but not
limited to, the above, shall be noticed in the Agency’s SOW-RFP and
required by the SOW Agreement resulting therefrom.

7. General Requirements: The following requirements shall apply to all Contractor Services
performed in any SOW Agreement executed against this Retainer Contract.

A. CONTRACTOR RESOURCES: Contractor shall obtain approval in advance from
the Agency, of all Contractor employees, independent contractors or agents
proposed for each SOW-RFP Project (“Key Personnel”). Key Personnel shall be
identified in each SOW Agreement. Contractor shall use reasonable efforts to
make available all Key Personnel for the entire life of the SOW RFP Project.
Contractor shall not change Key Personnel without providing the Agency written
justification and obtaining prior written approval of the Agency. Agency
approvals for replacement of Key Personnel will not be unreasonably withheld.
The replacement of Key Personnel shall have comparable or greater skills and
applied experience than being replaced and be subject to reference and
background checks described above. If Contractor removes Key Personnel for
any reason, Contractor agrees to provide replacement Key Personnel and shall
provide the first thirty (30) days of such replacement resource(s) with equivalent
skill at no charge.

Notwithstanding the foregoing, the State acknowledges that Key Personnel may
become unavailable due to termination of employment for any reason, through
disability or death, illness, or through leave of absence such as FMLA or National
Guard duty for example. In such circumstances, Contractor shall promptly notify
the Agency in writing of the impending or actual departure of any Key Personnel
and of the qualifications and identity of proposed replacement Key Personnel.


https://bgs.vermont.gov/purchasing-contracting/forms
https://bgs.vermont.gov/purchasing-contracting/forms

The Agency shall have the right to reasonably disapprove of any replacement Key
Personnel.

If Key Personnel does not perform up to acceptable or professional standards as
required in this Retainer Contract and the SOW Agreement, Contractor shall, when
notified by the Agency, either replace the employees, independent contractors or
agents with approved employees, independent contractors or agents or take
remedial action agreed by Agency to ensure that Contractor Resources are
acceptable to the Agency for the SOW Agreement. An Agency’s right to request
replacement of Contractor personnel hereunder relates solely to the removal of
individuals from work on the particular SOW Agreement and does not create any
employment or principal-agent relationship with the Agency or the State. Nothing
in this Retainer Contract or any SOW Agreement entered into hereunder authorizes
the Agency or the State to direct the Contractor’s termination of, or other adverse
action related to, the employment of any individual.

. SOW AGREEMENT: Based upon an evaluation of SOW Proposals, if
Contractor is selected, a specific SOW Agreement will be entered into between
the Agency and the Contractor, which will bind the Contractor to the terms of the
SOW Agreement, including Project-specific payment terms. All SOW
Agreements shall be subject to the terms of this Retainer Contract.

The Agency representative identified in the SOW Agreement may perform
administrative functions, issue written directions; monitor Contractor compliance
with the terms and conditions of this Retainer Contract and the SOW Agreement;
and approve project deliverables.

Contractor shall be responsible for achieving on budget/on time/on target (e.g.,
within scope) completion of the applicable SOW Agreement.

. CERTIFICATION OF SOW AGREEMENT: All SOW Agreements valued at
$25,000 or more per year shall be submitted to the State of Vermont Office of the
Attorney General for a determination in accordance with 3 V.S.A. § 342 that such
engagement is not contrary to the spirit and intent of the classification plan and
merit system principles and standards provided by Chapter 13 of Title 3 of the
Vermont Statutes. Certification when required shall be indicated in the space
provide within the SOW Agreement.

. NON-DISCLOSURE AGREEMENT: In some cases, Contractor may be required
to sign a Non-Disclosure Agreement in a form acceptable to the Agency in order
to protect confidential State data to which the Contractor, its employees,
subcontractors or agents may have access.

. CONTRACT MANAGEMENT OVERSIGHT ACTIVITIES: The State’s

Enterprise Project Management Office (EPMO) or designee may monitor the
progress of any or all of the SOW Agreements in order to ascertain whether the
Contractor is completing its work in accordance with this Retainer Contract and



the applicable SOW Agreement. In all cases, Contractor shall remain solely
responsible for achieving on-budget/on-time completion of the applicable SOW
Agreement.

. REQUIRED PROJECT POLICIES, GUIDELINES AND METHODOLOGIES:
The Contractor shall be required to comply with all applicable laws, regulations,
policies, standards and guidelines affecting information technology projects,
which may be created or changed periodically. It is the responsibility of the
Contractor to ensure adherence and to remain abreast of new or revised laws,
regulations, policies, standards and guidelines affecting specific project execution.
The most recent version of the following State policies can be found online at

https://digitalservices.vermont.gov/working-us/policies

Information Security

Policy https://digitalservices.vermont.gov/sites/digitalservices/files/documents/
policy/SoV Information Security Standard.pdf

Cybersecurity Directive 2019
https://digitalservices.vermont.gov/sites/digitalservices/files/documents/policy/A
DS Cybersecurity Directive 19-01.pdf

Physical Security for Computer

Protection https://digitalservices.vermont.gov/sites/digitalservices/files/document
s/policy/ADS-Physical-Security-for-Computer-Protection.pdf

Third-Party

Connectivity https://digitalservices.vermont.gov/sites/digitalservices/files/docum
ents/policy/ADS-Third-Party-Network-Connectivity.pdf

Mobile Device Policy

System/Service Password Policy
https://digitalservices.vermont.gov/sites/digitalservices/files/documents/policy/A
DS-InformationSecurityPolicies FINAL.pdf

User Password Policy and

Guidelines https://digitalservices.vermont.gov/sites/digitalservices/files/documen
ts/policy/ADS-InformationSecurityPolicies FINAL.pdf

Digital Media and Hardware Disposal Policy, Standard and

Procedure https://digitalservices.vermont.gov/sites/digitalservices/files/document
s/policy/ADS-Digital-Media-and-Hardware-Disposal-Policy.pdf

Phishing and Incident Response Policy
https://digitalservices.vermont.gov/sites/digitalservices/files/documents/policy/A
DS-Phishing%20Incident-Response-Process-9-19-17.pdf

Vermont Accessibility

Standard https://digitalservices.vermont.gov/sites/digitalservices/files/documents
/web-policy/ADS-VermontAccessibilityStandard2017.pdf

. SOW PROGRESS REPORTING TO THE AGENCY: The Contractor and each
Agency shall conduct progress meetings as set forth in the applicable SOW
Agreement. Contractor shall submit a project progress report to the Agency
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representative identified in the SOW Agreement via email and each progress
report shall contain, at a minimum, the following information:

e E-mail subject line: Contracting Agency name, IT service category name,
reporting period and “Progress Report.”

e Work accomplished during the frequency period and all tasks planned for the
upcoming frequency period.

e Deliverable progress, as a percentage of completion.

e Problem areas, including scope creep, deviation from the work plan; tasks
incomplete, or behind schedule in the previous week (with reasons given for
those behind schedule); and the status of any corrective actions undertaken
and other unresolved issues and requirements to resolve unresolved issues.

e Planned activities for the next reporting period.

e Gantt chart updated from the original to show actual progress; as applicable,
explanations for variances and plan for completion on schedule.

e An accounting report for the current reporting period and a cumulative
summary of the totals for both the current and previous reporting periods. The
accounting report shall include amounts invoiced-to-date and paid-to-date.

e Significant changes to Contractor’s organization or method of operation or to
the Project management team, where applicable.

. MONTHLY REPORTING TO THE STATE: Contractor shall submit monthly
reports to the State detailing all SOWSs issued to it under this Retainer Contract for
the reporting period. Reports shall be submitted as an email attachment to:
SOV.ITContractingandProcurement@vermont.gov and
SOV.ThePathForward@vermont.gov .

Each report must contain the contract number for this Retainer Contract and detail
for each SOW Agreement, the following information: Agreement #, Amount,
Date of SOW Agreement, and an accurate description of the services procured,
including IT Service Category(ies), each Contracting Agency’s address, contact
name, and telephone number; SOW Title(s); and price charged per SOW
Agreement, with totals for each SOW Agreement in each reporting period. The
State reserves the right to request additional information or to modify the
following reporting periods.

If there is no activity during the reporting period, Contractor’s reporting shall
state "no activity". Reports are due by the 15" of every month.

State shall promptly notify Contractor of any changes to the above email
addresses for purposes of submitting reports under this section.

Failure submit complete reports in a timely manner and in the format required
may result in suspension or termination of this Retainer Contract and any SOW
Agreements in place.


mailto:SOV.ITContractingandProcurement@vermont.gov
mailto:SOV.ThePathForward@vermont.gov

WORK LOCATION: Unless otherwise specified by the Agency in a SOW
Agreement, all project work will be performed in Vermont at the site(s) identified
by the Agency and the Contractor will be responsible for using its own mode of
transportation for travel to and between designated sites.

Where applicable, the Agency will provide desks, telephone, LAN connections,
and printers. Unless otherwise specified in the SOW RFP, the Agency will not
provide desktop PCs and/or laptops to Contractor for use during the project.

If specific laptop computers or other mobile peripheral devices are required by
Contractor, then the Contractor must provide its own compatible equipment and
will be given the appropriate support by the Agency.

Contractor will be provided support by the Agency in setting up any accounts or
connections required (i.e. Agency email system, network connectivity, network
printing etc.). Contractor will have access to State phones for use in business
calls related to performance of the services. Agencies will not pay Contractor’s
cell phone bills.



Attachment Al: IT Service Categories, Roles and Rates
Vendor Name:_Rolta Advizex Technologies,

IT Service Category Title of Positions Hourly Rate

On-Site Remote

A. Business Analyst & Project Management Services
Contractor shall provide business analysis and project management services necessary to ensure technical
projects successfully meet the objectives for which they were undertaken. Following are characteristics of

this Service:
1. Business Analysis: Contractor shall evaluate, document and recommend changes to business processes Business Analyst $ $
and the development, implementation and support of process improvements to eliminate redundancy Engagement Manager 210 210

and increase productivity and reduce cost; interview subject matter experts and others to develop
requirements for engineered or commercial off the shelf software and systems.

2. Project Management: Project Management Institute (PMI) certified project manager executing any or Sr. Project Manager $ $
all of the following: 185 185

Development of Project Charter

Development of project plan and schedule

Coordination and scheduling of project activities across customer and functional areas
Consultation on operational and infrastructure requirements, standards and configurations
Facilitate project status meetings

Timely project status reporting

Address project issues with functional areas and management

Escalation of significant issues to customers and executive management

Manage project scope and deliverable requirements

Document changes to project scope and schedule

Facilitate and document project closeout

B. Infrastructure (Physical/Virtual) Support Services Virtual Consultant $ $
Contractor shall provide expert technical services in all aspects of infrastructure design, setup, installation, 185 185
diagnosis, repair and maintenance. Contractor may be required to support enterprise class storage, blade and
server technologies; and perform inter connectivity, performance, failover, deployment and/or
administration of VMware product suite. Services range from advance system administrative functions in a
VMware environment to various complex blade and storage (SAN/ISCSl/etc.) to ongoing support of Citrix
and Windows Server environments.

Following are Requirements and Capabilities for this Service:
o Installation, procurement and maintenance of storage sub systems and processing capacity (blade
and standard servers)




Attachment Al: IT Service Categories, Roles and Rates

e Technical support of associated infrastructure necessary for the quality, security, performance,
availability, recoverability, and reliability of the system

e  Ensure scheduled preventive maintenance for equipment is properly and promptly performed

e Maintain the maintenance records on the equipment

o Develop operations, administrative, and quality assurance back-up plans and procedural
documentation.

C. Online Collaboration Support Services Collaboration Consultant $ $
Contractor shall provide a range of SharePoint support and/or development services. This could be anything 185 185
from building custom sites using out-of-the-box features to full System Development Life Cycle (SDLC) of
custom SharePoint business applications that will be installed in the State of Vermont SharePoint
environment. This will also include assisting ADS with maintaining, supporting, enhancing and/or
modifying the Enterprise SharePoint Environment. Agencies may need assistance with building an Agency-
wide intranet portal site or any subset thereof. Agencies may also need assistance with process definition;
requirements management (project planning, quality assurance, project tracking and oversight,
organizational process focus). Agencies will also need advice and guidance on SharePoint best practices,
along with how to leverage and configure SharePoint technology to meet their specific business
requirements.

Following are Requirements and Capabilities for this Service:

e Develop, support and maintain large farm SharePoint deployments in an enterprise environment

e  Support SharePoint in a large multi-forest Active Directory environment

e  SharePoint

o  Successful Microsoft Office SharePoint Online site development, application development or
custom configurations

e  Successful SharePoint site development, application development or custom configurations,
Enterprise Content Management (ECM) and using SharePoint as a component of anenterprise
ECM framework

e Web Content Management (WCM) and using SharePoint as a WCM platform

e Develop information architectures and utilizing metadata and content types in an enterprise
environment

e Solid understanding of SharePoint tools and best practices for records and information management
in the context of enterprise records management

e Implement Best Practices for WCM

o Develop and deliver custom or standard SharePoint training to technical staff and/or to end users
who publish departmental Web content

e Migrate data from a wide variety of legacy data sources into SharePoint

e Relocate thousands of pages of Web Content




Attachment Al: IT Service Categories, Roles and Rates

Perform SharePoint upgrades in an enterprise environment
Information Technology Infrastructure

D. Network Consulting LAN/WAN Support Services
Contractor shall provide consulting services for LAN/WLAN network Services; functional specifications,
network design, network management, data conversion, interfaces, integration, network testing/QA,
implementation, training, documentation, and maintenance including version control, support, and issue
tracking.

Following are Requirements and Capabilities for this Service:

Provide ongoing system, network maintenance and troubleshooting;

Analyze and document complex network requirements;

Interpret network requirements, design specifications, manage network development and, integrate
and test network components;

Estimate network development costs and schedules;

Network integration of multiple complex systems;

Review existing networks and assist in making refinements, performance improvements, and
improving current techniques.

Network Consultant

185

185




Attachment Al: IT Service Categories, Roles and Rates

F. Hardware/Software/Application Security Support
Contractor shall provide strategies and solutions to defend hardware and software IT and
telecommunications resources against adversaries such as viruses, worms and hackers for operating systems
and applications, penetration testing and related IT security activities.

Following are Requirements and Capabilities for this Service

Provide operational and analytical support related to security for computing platforms (e.g. PC,
servers, mainframe) and networks;

Analyze and evaluate new and emerging security technologies as well as vendor security products
for their applicability and feasibility of use in securing hardware/software IT and
telecommunications resources;

Support Agency security operations, including assisting Agencies with analyzing, developing and
implementing security methodologies and safeguards to protect their IT and telecommunications
assets;

Provide technical training for all aspects of information security relative to personal computers, file
servers, and networks;

Perform security audits and/or penetration testing of IT systems and applications.

Provide Security as a Service supporting the State with vendor management. Examples of work
include 24/7 incident response assistance, vulnerability management or policy/procedure
development;

Provide technical or compliance training for all aspects of information security. Examples of work
include security awareness training, secure programming best practices or threat analysis;
Analyze and evaluate new and emerging security technologies as well as vendor security products
for their applicability and feasibility of use in securing hardware/software IT and
telecommunications resources;

Perform security audits and/or penetration testing of IT systems and applications in the context of
security standards such as NIST, IRS 1075, CJIS and HIPAA;

Provide operational and analytical support related to security for computing platforms (e.g. PC,
servers, and mainframe) and networks.

Security Consultant

199

199




Attachment Al: IT Service Categories, Roles and Rates

G. Strategic Planning Assistance Strategic Business Analyst $ $
Contractor shall provide assistance in developing long-range information technology plans, 1T-enabled 199 199
business plans, and program effectiveness measures related to proposed IT investments. Assistance with
agency-level strategic planning for IT to ensure consistency with State-level (i.e., enterprise) plans and
initiatives.

Following are Requirements and Capabilities for this Service:

e Analyze customer and citizen demand for IT-enabled services;

e Evaluate current and emerging technologies and assist agencies with planning the tactical and
strategic migration of business services to these technologies in accordance with enterprise
strategy;

e Analyze existing and planned systems and platforms at the Agency and Department level and
develop enterprise architectures aligned with applicable strategic goals and policies.

e Develop IT strategic plans that align agency business and technology plans with State business
technology and goals and objectives; and,

e Perform strengths, weaknesses, opportunities, and threats (SWOT) analyses, critical success factor
analyses, strategic business planning, strategic information systems planning, electronic
government assessments, and other techniques used to establish strategic information technology
plans.

H. Independent Review Principal Consultant $ $
Contractor shall provide the Secretary of ADS/CIO an independent expert review of any Agency 199 199

recommendation for any information technology activity when its total cost is $1,000,000.00 or greater or
when CIO requires one.

The State has identified two sub-categories for Independent Reviews, Standard and Complex. The State
will identify in the SOW RFP the sub-category they are seeking. State shall not consider bids greater than
the maximum value indicated below for this category.

Standard Independent Review $25,000 Maximum
Complex Independent Review $50,000 Maximum

Per Vermont statute 3 V.S.A. 2222, The Secretary of Administration shall obtain independent expert
review of any recommendation for any information technology initiated after July 1, 1996, as information
technology activity is defined by subdivision (a) (10), when its total cost is $1,000,000 or greater or when
required by the State Chief Information Officer. Documentation of this independent review shall be
included when plans are submitted for review pursuant to subdivisions (2)(9) and (10) of this section. The
independent review shall include:




Attachment Al: IT Service Categories, Roles and Rates

An acquisition cost assessment

A technology architecture review

An implementation plan assessment

A cost analysis and model for benefit analysis

A procurement negotiation advisory services contract

An impact analysis on net operating costs for the agency carrying out the activity

In addition, from time to time special reviews of the advisability and feasibility of certain types of IT
strategies may be required.

Following are Requirements and Capabilities for this Service:

o Identify acquisition and lifecycle costs;

e  Assess wide area network (WAN) and/or local area network (LAN) impact;

e  Assess risks and/or review technical risk assessments of an IT project including security, data
classification(s), subsystem designs, architectures, and computer systems in terms of their impact
on costs, benefits, schedule and technical performance;

Assess, evaluate and critically review implementation plans, e.g.:

Adequacy of support for conversion and implementation activities

Adequacy of department and partner staff to provide Project Management

Adequacy of planned testing procedures

Acceptance/readiness of staff

Schedule soundness

Adequacy of training pre and post project

Assess proposed technical architecture to validate conformance to the State’s “strategic

direction.”

o Insure system use toolsets and strategies are consistent with State Chief Information Officer
(C10) policies, including security and digital records management;

e Assess the architecture of the proposed hardware and software with regard to security and
systems integration with other applications within the Department, and within the Agency, and
existing or planned Enterprise Applications;

e Perform cost and schedule risk assessments to support various alternatives to meet mission need,
recommend alternative courses of action when one or more interdependent segment(s) or
phase(s) experience a delay, and recommend opportunities for new technology insertions;

e  Assess the architecture of the proposed hardware and software with regard to the state of the art
in this technology.

e Assess a project’s backup/recovery strategy and the project’s disaster recovery plans for
adequacy and conformance to State policy.
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Evaluate the ability of a proposed solution to meet the needs for which the solution has been
proposed, define the ability of the operational and user staff to integrate this solution into their
work.

Enterprise Content Management

Contractor shall provide services to establish or maintain electronic document imaging, document
management, document workflow, and associated technologies in the context of enterprise strategy,
records management policies, and existing assets. The Association for Information and Image
Management (AllM) defines ECM as the technologies used to capture, manage, store, preserve, and
deliver content and documents related to organizational processes.

Following are Requirements and Capabilities for this Service:

Accomplish workflow analysis;

Develop/implement document indexing schemes and workload management;

Provide implementation and support services;

Develop system interfaces;

Develop/implement system migration strategies;

Provide document conversion services (hardcopy to electronic or electronic to electronic);
Provide performance monitoring/measurement;

Accomplish system stress testing/benchmarking; and,

Implement document and records retention/archiving strategies/plans.

Provide software maintenance and support activities, including staff training

Digital Document Management Response Requirements:

Migrating data from network shares and/or other document repositories to repositories including
SharePoint, Documentum or OnBase.

Optical Character Recognition (OCR)

Zonal OCR

Batch processing

Multiple formats

Large format Engineering documents in color
Microfilm

Record/archival

Presentation

Certified mail receipts — postcards

Medical records

Other non-standard sizes

Resolution options/standards

Sr. ECM Consultant

199

199
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Integrating document intake with workflow

Indexing

Developing taxonomies and metadata

Working with existing taxonomy and metadata standards

Interface to applications such as SharePoint, Documentum, OnBase.

De-speckling - Example. The "Despeckle™ filter is used to smoothen an image which has been

scanned in from a magazine, newspaper, etc.; reduce the image resolution and contrast, thereby

reducing the di- agnostic value of this imaging modality.

Method of transmittal/transmittal issues

Chain of custody

Turn-around time

Location requirements — Where the imaging is being accomplished

Offsite or on site for records that cannot leave government control

Document preparation requirements, i.e. what do you need the State to do for preparation of

documents, and/or what can vendor do?

Ask vendor to provide analysis/consulting on requirements for H/W & S/W

e Vendor should provide QA/QC practices and processes, e.g. 100% inspection or statistical
QClerror sampling rates; independent QC services

e Estimates for storage requirements

o Lifecycle costs

e  Scale preservation (1:1)

J.

DBA/SQLDBA/Relational Database Support
Contractor shall provide services to support the function of database administration.

Following are Requirements and Capabilities for this Service:
e  Support of Oracle Software

Upgrades

Complex Query

Understanding Database Rules

Metadata

Online Transactional (OLATP)

Online Analytical (OLAP)

Database Administration

Data Warehousing

Master Data Management

DBA

199

199
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L. Agile Coaching Services
Contractor shall provide Agile development services, using such methodologies as Scrum.

Contractor will help State project teams properly use an Agile project management framework such as
Scrum or Kanban, increasing the likelihood of a project's overall success. When providing Scrum-specific
services, Contractor shall use Certified Scrum Masters (CSMs) who will have an understanding of Scrum
values, practices, and applications and provide a level of knowledge and expertise above and beyond that
of typical project managers. CSMs will act as "servant leaders," helping the rest of the Scrum team work
together and learn the Scrum framework.

When asked to perform Scrum Training, only a licensed Certified Scrum Trainer (CST), will teach
Certified Scrum Master and Certified Scrum Product Owner curriculum to individuals and groups of State
employees. Contractor’s CST will help State employees understand the principles and values that form
the foundation of Scrum. The CST will find creative ways to help State Contracting Agencies adopt this
Agile framework and capitalize on its benefits.

The intent is to establish three (3) contract categories that support the Agile process. Vendors may choose
to submit a bid for any, or all of the three categories.

All three (3) categories are intended to build the state’s capacity to think and perform in an Agile way. All
categories include a component of coaching, mentoring, and training state employees to become internal
Agile practitioners.

Sr. BA Consultant
Program Manager

199

199

e Category 1: Leadership and Cultural Change: This category includes services related to
coaching, mentoring, and training leaders to help organizations change their culture to become
an Agile organization. This category includes a planning component.

Sr. BA Consultant

199

199

e Category 2: Training: This category includes services related to training state employees to
understand and apply Agile concepts and tools.

BA Consultant

185

185

e Category 3: Facilitating Agile Process Improvement: This category includes the implementation,
deployment, measurement, and follow up to Agile process improvement efforts and events as
well as project management and facilitation experience and approach.

BA Consultant

185

185
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O. Delivery Manager Services Engagement Manager 3 3
Contractor shall provide services in accordance with the following requirements and capabilities: 199 199
Experience setting up teams for successful delivery by removing obstacles (or blockers to progress),
constantly helping the team to become more self-organizing, and enabling the work the team does rather
than impose how it’s done.

Manages one or more agile projects, typically to deliver a specific product or transformation via a multi-
disciplinary, high-skilled digital team. Adept at delivering complex digital projects, breaking down
barriers to the team, and both planning at a higher level and getting into the detail to make things happen
when needed.
Defines project needs and feeds these into the portfolio/program process to enable resources to be
appropriately allocated.
Primarily responsible for:
e Delivering projects and products using the appropriate agile project management methodology,
learning & iterating frequently
e Working with the Product Manager to define the roadmap for any given product and translating
this into user stories
e Leading the collaborative, dynamic planning process — prioritizing the work that needs to be
done against the capacity and capability of the team
e  Matrix-managing a multi-disciplinary team
e Ensuring all products are built to an appropriate level of quality for the stage
(alpha/beta/production)
e Actively and openly sharing knowledge of best practices.
P. DeVOpS Engineer Services DevOps Consultant $ $
175 175

Contractor shall provide services in accordance with the following requirements and capabilities:

Experience serving as the engineer of complex technology implementations in a product-centric
environment. Comfortable with bridging the gap between legacy development or operations teams and
working toward a shared culture and vision. Works tirelessly to arm developers with the best tools and
ensuring system uptime and performance.

Primarily responsible for:
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e Deploying and configuring services using infrastructure as a service providers (e.g., Amazon
Web Services, Microsoft Azure, Google Compute Engine, RackSpace/OpenStack)
Configuring and managing Linux-based servers to serve a dynamic website

Debugging cluster-based computing architectures

Using scripting or basic programming skills to solve problems

Installation and management of open source monitoring tools

Configuration management tools (e.g., Puppet, Chef, Ansible, Salt)

Architecture for continuous integration and deployment, and continuous monitoring
Containerization technologies (e.g., LXC, Docker, Rocket).

S. Product Manager Services

Contractor shall provide services in accordance with the following requirements and capabilities:

Experience managing the delivery, ongoing success, and continuous improvement of one or more digital
products and/or platforms.

Primarily responsible for:

. Lead one or more multi-disciplinary agile delivery teams to deliver excellent new products and/or
iterations to existing products to meet user needs

. Gather user requirements based on a communicable understanding of diverse audience groups

. Define and get stakeholder buy-in for product definition and delivery approach

. Create effective, prioritized product descriptions, and delivery plans to meet user needs in a cost-
effective way

. Interpret user research in order to make the correct product decisions, noting that users do not
always know what they want

. Continually keep abreast of changes to user habits, preferences, and behaviors across various
digital platforms and their implications for successful delivery of government digital services

. Underpin the delivery and iteration of digital services through effective analysis of qualitative and

quantitative user data
. Communicate credibly with a wide range of digital delivery disciplines and talent.

Sr. Project Manager

185

185
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T. Security Engineer Services

Contractor shall provide services in accordance with the following requirements and capabilities:

Experience serving as the security engineer of complex technology implementations in a product-centric
environment. Comfortable with bridging the gap between legacy development or operations teams and
working toward a shared culture and vision. Works tirelessly to ensure help developers create the most
secure systems in the world while enhancing the privacy of all system users. Experience with white-hat
hacking and fundamental computer science concepts strongly desired.

Primarily responsible for:
e  Performing security audits, risk analysis, application-level vulnerability testing, and security
code reviews
o Develop and implement technical solutions to help mitigate security vulnerabilities
e Conduct research to identify new attack vectors.

Security Consultant
Security Subject Matter Expert

185

185

U. Technical Architect Services

Contractor shall provide services in accordance with the following requirements and capabilities:

Experience serving as the manager of complex technology implementations, with an eye toward constant
reengineering and refactoring to ensure the simplest and most elegant system possible to accomplish the
desired need.

Understands how to maximally leverage the open source community to deploy systems on infrastructure
as a service providers. Comfortable with liberally sharing knowledge across a multi-disciplinary team and
working within agile methodologies. A full partner in the determination of vision, objectives, and success
criteria.

Primarily responsible for Architecting the overall system, by using prototyping and proof of concepts,
which may include:
e modern programming languages (e.g., Ruby, Python, Node.js) and web frameworks (e.g.,
Django, Rails)
e modern front-end web programming techniques (e.g., HTML5, CSS3, RESTful APIs) and
frameworks (e.g., Twitter Bootstrap, jQuery)
e relational databases (e.g., PostgreSQL), and “NoSQL” databases (e.g., Cassandra, MongoDB)
e automated configuration management (e.g., Chef, Puppet, Ansible, Salt), continuous
integration/deployment, and continuous monitoring solutions
e Use of version control systems, specifically Git and GitHub
o  Ensuring strategic alignment of technical design and architecture to meet business growth and
direction, and stay on top of emerging technologies
o Decomposing business and system architecture to support clean-interface multi-team

Platform / Technical Architect

185

185
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development
e Developing product roadmaps, backlogs, and measurable success criteria, and writing user
stories (i.e., can establish a path to delivery for breaking down stories)

Clearly communicates and works with stakeholders at every level.

as a service providers. Comfortable with liberally sharing knowledge across a multi-disciplinary team and
working within agile methodologies. A full partner in the determination of vision, objectives, and success
criteria.

Primarily responsible for Architecting the overall system, by using prototyping and proof of concepts,
which may include:
e modern programming languages (e.g., Ruby, Python, Node.js) and web frameworks (e.g.,
Django, Rails)
e modern front-end web programming techniques (e.g., HTMLS5, CSS3, RESTful APIs) and
frameworks (e.g., Twitter Bootstrap, jQuery)
o relational databases (e.g., PostgreSQL), and “NoSQL” databases (e.g., Cassandra, MongoDB)
e automated configuration management (e.g., Chef, Puppet, Ansible, Salt), continuous
integration/deployment, and continuous monitoring solutions
e Use of version control systems, specifically Git and GitHub
e Ensuring strategic alignment of technical design and architecture to meet business growth and
direction, and stay on top of emerging technologies
e Decomposing business and system architecture to support clean-interface multi-team
development
e Developing product roadmaps, backlogs, and measurable success criteria, and writing user
stories (i.e., can establish a path to delivery for breaking down stories)

Clearly communicates and works with stakeholders at every level.
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Z. Software License Optimization
Contractor shall provide services in accordance with the following requirements and capabilities:
Description - Service category to provide Information gathering and consultation regarding license
position to include: discovery, accounting, tracking, compliance, costs analysis and/or cost projection.

Category Requirements

Services may include the use of a software solution in addition to consultative services.

The Supplier is able to advise and provide experienced, strategic advice to the State through an
audit process.

The Supplier has the ability to produce license position reports for software by merging supplied
software license purchase, contract and entitlement information with assets, including software
usage and hardware information as required.

The Supplier has the ability to identify unused or infrequently used software and recommend
harvesting or eliminating such licenses, thus facilitating software acquisition and disposal
decisions that reduce costs.

Supplier has the ability to provide visualizations of software license utilization.

The Supplier has the ability to suggest alternative licensing and/or configuration entitlements,
such as upgrade/downgrade, named versus concurrent users, reassignment/right of seconduse,
multiple versions, capacity and sub capacity, processor and cores, virtual machine (VM) use
rights and cloud services.

The Supplier can demonstrate past experience in producing license optimization reports that
specific software vendors have accepted as valid license accounting.

The Supplier has the ability to provide what-if analysis capabilities that would allow the State to
determine the impact of hardware and software changes on license position (before the changes
are actually made). Actions such as modifying hardware properties, moving virtual machines
across hosts or installation of a new software can be simulated, providing an estimated license
position and financial impact that reflects these changes.

Examples of Potential Statements of work:

Evaluation and consultation regarding:
o compliant and effective license utilization and maximization, especiallywithin
virtualized environments (can include roadmaps)
o Legal considerations regarding software licensure
Evaluations may include the following software:
o Microsoft Products
IBM Products
SAP Products
Adobe Products
Oracle Products
Citrix Products
ESRI Products
Hyland Products

O 0O O O O O O

License Compliance Consultant

175

175




ATTACHMENT B - PAYMENT PROVISIONS

Payment obligations shall only arise if and to the extent agreed in a Statement of Work
Agreement between Contractor and an Agency executed against this Retainer Contract.
Contractor will be paid for services actually performed and accepted by the Agency, up
to the maximum amount payable specified in the applicable SOW Agreement.

The Agency shall pay the Contractor upon satisfactory completion of the services and
acceptance thereof by the Agency for all work identified in the applicable SOW
Agreement. Rates established in a SOW Agreement may be on the basis of either fixed
price deliverables or time and materials.

a. For Services performed on a time and materials basis, Contractor shall be paid
based on documentation and itemization of work performed and included in
invoicing. Invoicing must contain a detail of services including a summary of
work performed, location, dates, hours of work performed, work completed, and
rates of pay, which may not exceed the hourly rates set forth in Attachment Al.

b. For fixed price deliverables, Contractor shall be paid in accordance with the
payment schedule included in the applicable SOW Agreement.

c. All rates shall be inclusive of any and all Contractor fees and expenses, including
mileage.

Contractor rates in a SOW Agreement may not exceed the rates set forth in Attachment
Al. Further, roles not specified in Attachment Al are not authorized to be provided in a
SOW Agreement.

If the Agency approves in writing in advance Contractor Personnel working remotely, at
a location other than as directed by the Agency, all Contractor Personnel hours worked
remotely must be clearly reported as remote and invoiced at the appropriate remote rate.

Contractor will be paid for actual hours worked (no overtime). Contractor shall not bill for
travel time.

Invoicing. Payment will only be made upon completion and acceptance of the
deliverables as defined in the applicable SOW Agreement. The Contractor shall submit
invoices for payment upon acceptance of separately priced deliverables, or on a time and
materials basis, as the case may be, following written acceptance from the Contracting
Agency that the deliverable is complete. A copy of the notice(s) of acceptance shall
accompany all invoices submitted for payment. Invoices shall be sent to the Contracting
Agency at the address provided in the SOW Agreement.

Payment of invoices shall be Net 30 from the date the Agency receives an error-free
invoice with full and complete supporting documentation.

Retainage. Contractor agrees that any SOW Agreement may provide, in the discretion of
the Agency, that the Agency withhold a percentage, determined in the discretion of the
Agency, of the total amount payable for each SOW Agreement deliverable, to be payable
only after satisfactory completion and the State’s final acceptance of the SOW Project.
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ATTACHMENT C: STANDARD STATE PROVISIONS

FOR CONTRACTS AND GRANTS
REVISED DECEMBER 15, 2017

“Attachment C: Standard State Provisions for Contracts and Grants” revised December 15, 2017
constitutes part of this Agreement and is hereby incorporated by reference as if fully set forth herein
and shall apply to the purchase of all good or services made under this Agreement. A copy of this
document is available online at: https://bgs.vermont.gov/purchasing-contracting/forms.
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ATTACHMENT D:
INFORMATION TECHNOLOGY PROFESSIONAL SERVICES
TERMS AND CONDITIONS (rev. 3/21/19)

1. OWNERSHIP AND LICENSE IN DELIVERABLES

1.1 Contractor Intellectual Property. Contractor shall retain all right, title and interest in and
to any work, ideas, inventions, discoveries, tools, methodology, computer programs, processes and
improvements and any other intellectual property, tangible or intangible, that has been created by
Contractor prior to entering into this Contract (“Contractor Intellectual Property”’). Should the
State require a license for the use of Contractor Intellectual Property in connection with the
development or use of the items that Contractor is required to deliver to the State under this
Contract, including Work Product (“Deliverables”), the Contractor shall grant the State a royalty-
free license for such development and use. For the avoidance of doubt, Work Product shall not be
deemed to include Contractor Intellectual Property, provided the State shall be granted an
irrevocable, perpetual, non-exclusive royalty-free license to use any such Contractor Intellectual
Property that is incorporated into Work Product.

1.2  State Intellectual Property. The State shall retain all right, title and interest in and to (i)
all content and all property, data and information furnished by or on behalf of the State or any
agency, commission or board thereof, and to all information that is created under this Contract,
including, but not limited to, all data that is generated under this Contract as a result of the use by
Contractor, the State or any third party of any technology systems or knowledge bases that are
developed for the State and used by Contractor hereunder, and all other rights, tangible or
intangible (“State Data”); and (ii) all State trademarks, trade names, logos and other State
identifiers, Internet uniform resource locators, State user name or names, Internet addresses and e-
mail addresses obtained or developed pursuant to this Contract (collectively, “State Intellectual

Property™).

Contractor may not use State Intellectual Property for any purpose other than as specified in this
Contract. Upon expiration or termination of this Contract, Contractor shall return or destroy all
State Intellectual Property and all copies thereof, and Contractor shall have no further right or
license to such State Intellectual Property.

Contractor acquires no rights or licenses, including, without limitation, intellectual property rights
or licenses, to use State Intellectual Property for its own purposes. In no event shall the Contractor
claim any security interest in State Intellectual Property.

1.3 Work Product. All Work Product shall belong exclusively to the State, with the State
having the sole and exclusive right to apply for, obtain, register, hold and renew, in its own name
and/or for its own benefit, all patents and copyrights, and all applications and registrations,
renewals and continuations thereof and/or any and all other appropriate protection. To the extent
exclusive title and/or complete and exclusive ownership rights in and to any Work Product may
not originally vest in the State by operation of law or otherwise as contemplated hereunder,
Contractor shall immediately upon request, unconditionally and irrevocably assign, transfer and
convey to the State all right, title and interest therein.
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“Work Product” means any tangible or intangible ideas, inventions, improvements, modifications,
discoveries, development, customization, configuration, methodologies or processes, designs,
models, drawings, photographs, reports, formulas, algorithms, patterns, devices, compilations,
databases, computer programs, work of authorship, specifications, operating instructions,
procedures manuals or other documentation, technique, know-how, secret, or intellectual property
right whatsoever or any interest therein (whether patentable or not patentable or registerable under
copyright or similar statutes or subject to analogous protection), that is specifically made,
conceived, discovered or reduced to practice by Contractor, either solely or jointly with others,
pursuant to this Contract. Work Product does not include Contractor Intellectual Property or third
party intellectual property.

To the extent delivered under this Contract, upon full payment to Contractor in accordance with
Attachment B, and subject to the terms and conditions contained herein, Contractor hereby (i)
assigns to State all rights in and to all Deliverables, except to the extent they include any Contractor
Intellectual Property; and (ii) grants to State a perpetual, non-exclusive, irrevocable, royalty-free
license to use for State’s internal business purposes, any Contractor Intellectual Property included
in the Deliverables in connection with its use of the Deliverables and, subject to the State’s
obligations with respect to Confidential Information, authorize others to do the same on the State’s
behalf. Except for the foregoing license grant, Contractor or its licensors retain all rights in and to
all Contractor Intellectual Property.

The Contractor shall not sell or copyright a Deliverable without explicit permission from the State.
If the Contractor is operating a system or application on behalf of the State of Vermont, then the
Contractor shall not make information entered into the system or application available for uses by
any other party than the State of Vermont, without prior authorization by the State. Nothing herein
shall entitle the State to pre-existing Contractor Intellectual Property or Contractor Intellectual
Property developed outside of this Contract with no assistance from State.

CONFIDENTIALITY AND NON-DISCLOSURE; SECURITY BREACH REPORTING

2.1  For purposes of this Contract, confidential information will not include information or
material which (a) enters the public domain (other than as a result of a breach of this Contract);
(b) was in the receiving party’s possession prior to its receipt from the disclosing party; (c) is
independently developed by the receiving party without the use of confidential information; or
(d) is obtained by the receiving party from a third party under no obligation of confidentiality to
the disclosing party.

2.2  Confidentiality of Contractor Information. The Contractor acknowledges and agrees
that this Contract and any and all Contractor information obtained by the State in connection with
this Contract are subject to the State of Vermont Access to Public Records Act, 1 V.S.A. § 315 et
seq. The State will not disclose information for which a reasonable claim of exemption can be
made pursuant to 1 V.S.A. § 317(c), including, but not limited to, trade secrets, proprietary
information or financial information, including any formulae, plan, pattern, process, tool,
mechanism, compound, procedure, production data, or compilation of information which is not
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patented, which is known only to the Contractor, and which gives the Contractor an opportunity
to obtain business advantage over competitors who do not know it or use it.

The State shall immediately notify Contractor of any request made under the Access to Public
Records Act, or any request or demand by any court, governmental agency or other person
asserting a demand or request for Contractor information. Contractor may, in its discretion, seek
an appropriate protective order, or otherwise defend any right it may have to maintain the
confidentiality of such information under applicable State law within three business days of the
State’s receipt of any such request. Contractor agrees that it will not make any claim against the
State if the State makes available to the public any information in accordance with the Access to
Public Records Act or in response to a binding order from a court or governmental body or agency
compelling its production. Contractor shall indemnify the State for any costs or expenses incurred
by the State, including, but not limited to, attorneys’ fees awarded in accordance with 1 V.S.A. §
320, in connection with any action brought in connection with Contractor’s attempts to prevent or
unreasonably delay public disclosure of Contractor’s information if a final decision of a court of
competent jurisdiction determines that the State improperly withheld such information and that the
improper withholding was based on Contractor’s attempts to prevent public disclosure of
Contractor’s information.

The State agrees that (a) it will use the Contractor information only as may be necessary in the
course of performing duties, receiving services or exercising rights under this Contract; (b) it will
provide at a minimum the same care to avoid disclosure or unauthorized use of Contractor
information as it provides to protect its own similar confidential and proprietary information; (c)
except as required by the Access to Records Act, it will not disclose such information orally or in
writing to any third party unless that third party is subject to a written confidentiality agreement
that contains restrictions and safeguards at least as restrictive as those contained in this Contract;
(d) it will take all reasonable precautions to protect the Contractor’s information; and (e) it will
not otherwise appropriate such information to its own use or to the use of any other person or
entity.

Contractor may affix an appropriate legend to Contractor information that is provided under this
Contract to reflect the Contractor’s determination that any such information is a trade secret,
proprietary information or financial information at time of delivery or disclosure.

2.3  Confidentiality of State Information. In performance of any SOW Agreement made
under this Retainer Contract, Contractor acknowledges that certain State Data, to which the
Contractor may have access may contain individual federal tax information, personal protected
health information and other individually identifiable information protected by State or federal law
or otherwise exempt from disclosure under the State of Vermont Access to Public Records Act, 1
V.S.A. 8 315 et seq. In addition to the provisions of this Section, the Contractor shall comply with
the requirements set forth in the State’s HIPAA Business Associate Agreement when applicable
and attached to a SOW Agreement made under this Retainer Contract. Before receiving or
controlling State Data, the Contractor will have an information security policy that protects its
systems and processes and media that may contain State Data from internal and external security
threats and State Data from unauthorized disclosure, and will have provided a copy of such policy
to the State.

34



State Data shall not be stored, accessed from, or transferred to any location outside the United
States.

The Contractor agrees that (a) it will use the State Data only as may be necessary in the course of
performing duties or exercising rights under this Contract; (b) it will provide at a minimum the
same care to avoid disclosure or unauthorized use of State Data as it provides to protect its own
similar confidential and proprietary information; (c) it will not publish, reproduce, or otherwise
divulge any State Data in whole or in part, in any manner or form orally or in writing to any third
party unless it has received written approval from the State and that third party is subject to a
written confidentiality agreement that contains restrictions and safeguards at least as restrictive as
those contained in this Contract; (d) it will take all reasonable precautions to protect the State’s
information; and (e) it will not otherwise appropriate such information to its own use or to the use
of any other person or entity. Contractor will take reasonable measures as are necessary to restrict
access to State Data in the Contractor’s possession to only those employees on its staff who must
have the information on a “need to know” basis. The Contractor shall not retain any State Data
except to the extent required to perform the services under this Contract.

Contractor shall not access State user accounts or State Data, except in the course of data center
operations, response to service or technical issues, as required by the express terms of this
Contract, or at State’s written request.

Contractor may not share State Data with its parent company or other affiliate without State’s
express written consent.

The Contractor shall promptly notify the State of any request or demand by any court,
governmental agency or other person asserting a demand or request for State Data to which the
Contractor or any third party hosting service of the Contractor may have access, so that the State
may seek an appropriate protective order.

SECURITY OF STATE INFORMATION.

3.1  Security Standards. To the extent Contractor has access to, processes, handles, collects,
transmits, stores or otherwise deals with State Data, the Contractor represents and warrants that it
has implemented and it shall maintain during the term of this Contract the highest industry standard
administrative, technical, and physical safeguards and controls consistent with NIST Special
Publication 800-53 (version 4 or higher) and Federal Information Processing Standards
Publication 200 and designed to (i) ensure the security and confidentiality of State Data; (ii) protect
against any anticipated security threats or hazards to the security or integrity of the State Data;
and (iii) protect against unauthorized access to or use of State Data. Such measures shall include
at a minimum: (1) access controls on information systems, including controls to authenticate and
permit access to State Data only to authorized individuals and controls to prevent the Contractor
employees from providing State Data to unauthorized individuals who may seek to obtain this
information (whether through fraudulent means or otherwise); (2) industry-standard firewall
protection; (3) encryption of electronic State Data while in transit from the Contractor networks to
external networks; (4) measures to store in a secure fashion all State Data which shall include
multiple levels of authentication; (5) dual control procedures, segregation of duties, and pre-
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employment criminal background checks for employees with responsibilities for or access to State
Data; (6) measures to ensure that the State Data shall not be altered or corrupted without the prior
written consent of the State; (7) measures to protect against destruction, loss or damage of State
Data due to potential environmental hazards, such as fire and water damage; (8) staff training to
implement the information security measures; and (9) monitoring of the security of any portions
of the Contractor systems that are used in the provision of the services against intrusion on a
twenty-four (24) hour a day basis.

3.2 Security Breach Notice and Reporting. The Contractor shall have policies and
procedures in place for the effective management of Security Breaches, as defined below, which
shall be made available to the State upon request.

In addition to the requirements set forth in any applicable Business Associate Agreement as may
be attached to the SOW Agreement, in the event of any actual security breach or reasonable belief
of an actual security breach the Contractor either suffers or learns of that either compromises or
could compromise State Data (a “Security Breach”), the Contractor shall notify the State within
24 hours of its discovery. Contractor shall immediately determine the nature and extent of the
Security Breach, contain the incident by stopping the unauthorized practice, recover records, shut
down the system that was breached, revoke access and/or correct weaknesses in physical security.
Contractor shall report to the State: (i) the nature of the Security Breach; (ii) the State Data used
or disclosed; (iii) who made the unauthorized use or received the unauthorized disclosure; (iv)
what the Contractor has done or shall do to mitigate any deleterious effect of the unauthorized use
or disclosure; and (v) what corrective action the Contractor has taken or shall take to prevent future
similar unauthorized use or disclosure. The Contractor shall provide such other information,
including a written report, as reasonably requested by the State. Contractor shall analyze and
document the incident and provide all notices required by applicable law.

In accordance with Section 9 V.S.A. 8§2435(b)(3), the Contractor shall notify the Office of the
Attorney General, or, if applicable, Vermont Department of Financial Regulation (“DFR”), within
fourteen (14) business days of the Contractor’s discovery of the Security Breach. The notice shall
provide a preliminary description of the breach. The foregoing notice requirement shall be
included in the subcontracts of any of Contractor’s subcontractors, affiliates or agents which may
be “data collectors” hereunder.

The Contractor agrees to fully cooperate with the State and assume responsibility at its own
expense for the following, to be determined in the sole discretion of the State: (i) notice to affected
consumers if the State determines it to be appropriate under the circumstances of any particular
Security Breach, in a form recommended by the AGO; and (ii) investigation and remediation
associated with a Security Breach, including but not limited to, outside investigation, forensics,
counsel, crisis management and credit monitoring, in the sole determination of the State.

The Contractor agrees to comply with all applicable laws, as such laws may be amended from time
to time (including, but not limited to, Chapter 62 of Title 9 of the Vermont Statutes and all
applicable State and federal laws, rules or regulations) that require notification in the event of
unauthorized release of personally-identifiable information or other event requiring notification.

In addition to any other indemnification obligations in this Contract, the Contractor shall fully
indemnify and save harmless the State from any costs, loss or damage to the State resulting from
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a Security Breach or the unauthorized disclosure of State Data by the Contractor, its officers,
agents, employees, and subcontractors.

CONTRACTOR’S REPRESENTATIONS AND WARRANTIES

4.1

General Representations and Warranties. The Contractor represents, warrants and

covenants that:

(i)

(i)

(iii)
(iv)

(V)
(vi)

4.2
that:

(i)

(i)

The Contractor has all requisite power and authority to execute, deliver and perform its
obligations under this Contract and the execution, delivery and performance of this
Contract by the Contractor has been duly authorized by the Contractor.

There is no pending litigation, arbitrated matter or other dispute to which the Contractor
is a party which, if decided unfavorably to the Contractor, would reasonably be expected
to have a material adverse effect on the Contractor’s ability to fulfill its obligations under
this Contract.

The Contractor will comply with all laws applicable to its performance of the services
and otherwise to the Contractor in connection with its obligations under this Contract.
The Contractor (a) owns, or has the right to use under valid and enforceable agreements,
all intellectual property rights reasonably necessary for and related to delivery of the
services and provision of the services as set forth in this Contract; (b) shall be responsible
for and have full authority to license all proprietary and/or third party software modules,
including algorithms and protocols, that Contractor incorporates into its product; and (c)
none of the services or other materials or technology provided by the Contractor to the
State will infringe upon or misappropriate the intellectual property rights of any third
party.

The Contractor has adequate resources to fulfill its obligations under this Contract.
Neither Contractor nor Contractor’s subcontractors has past state or federal violations,
convictions or suspensions relating to miscoding of employees in NCCI job codes for
purposes of differentiating between independent contractors and employees.

Contractor’s Performance Warranties. Contractor represents and warrants to the State

Each and all of the Services shall be performed in a timely, diligent, professional and
skillful manner, in accordance with the highest professional or technical standards
applicable to such services, by qualified persons with the technical skills, training and
experience to perform such services in the planned environment.

Any time software is delivered to the State, whether delivered via electronic media or the
internet, no portion of such software or the media upon which it is stored or delivered
will have any type of software routine or other element which is designed to facilitate
unauthorized access to or intrusion upon; or unrequested disabling or erasure of; or
unauthorized interference with the operation of any hardware, software, data or
peripheral equipment of or utilized by the State. Without limiting the generality of the
foregoing, if the State believes that harmful code may be present in any software
delivered hereunder, Contractor will, upon State’s request, provide a new or clean install
of the software. Notwithstanding the foregoing, Contractor assumes no responsibility for
the State’s negligence or failure to protect data from viruses, or any unintended
modification, destruction or disclosure.
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(ili)  To the extent Contractor resells commercial hardware or software it purchased from a
third party, Contractor will, to the extent it is legally able to do so, pass through any such
third party warranties to the State and will reasonably cooperate in enforcing them. Such
warranty pass-through will not relieve the Contractor from Contractor’s warranty
obligations set forth herein.

5. PROFESSIONAL LIABILITY AND CYBER LIABILITY INSURANCE COVERAGE

In addition to the insurance required in Attachment C to this Contract, before commencing work
on this Contract and throughout the term of this Contract, Contractor agrees to procure and
maintain (a) Technology Professional Liability insurance for any and all services performed under
this Contract, with minimum third party coverage of $1,000,000.00per claim, $2,000,000.00
aggregate. To the extent Contractor has access to, processes, handles, collects, transmits, stores or
otherwise deals with State Data, Contractor shall maintain first party Breach Notification Coverage
of not less than $1,000,000.00.

Before commencing work on this Contract the Contractor must provide certificates of insurance
to show that the foregoing minimum coverages are in effect.

With respect to the first party Breach Notification Coverage, Contractor shall name the State of
Vermont and its officers and employees as additional insureds for liability arising out of this
Contract.

6. REMEDIES FOR DEFAULT. Inthe event either party is in default under this Contract, the non-
defaulting party may, at its option, pursue any or all of the remedies available to it under this
Contract, including termination for cause, and at law or in equity.

7. TERMINATION

7.1  Contractor shall reasonably cooperate with other parties in connection with all services to
be delivered under this Contract, including without limitation any successor provider to whom
State Data, State Intellectual Property or other State information and materials are to be transferred
in connection with termination. Contractor shall assist the State in exporting and extracting any
and all State data, in a format usable without the use of the Services and as agreed to by State, at
no additional cost. Any transition services requested by State involving additional knowledge
transfer and support may be subject to a contract amendment for a fixed fee or at rates to be
mutually agreed upon by the parties.

If the State determines in its sole discretion that a documented transition plan is necessary, then no
later than sixty (60) days prior to termination, Contractor and the State shall mutually prepare a
Transition Plan identifying transition services to be provided.

7.2 Return of Property. Upon termination of this Contract for any reason whatsoever,
Contractor shall immediately deliver to State all State Intellectual Property and State Data
(including without limitation any Deliverables for which State has made payment in whole or in
part), that are in the possession or under the control of Contractor in whatever stage of development
and form of recordation such State property is expressed or embodied at that time.
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8. DESTRUCTION OF STATE DATA. Atany time during the term of this Contract within thirty
days of (i) the State’s written request or (ii) termination or expiration of this Contract for any
reason, Contractor shall securely dispose of all copies, whether in written, electronic or other form
or media, of State Data according to National Institute of Standards and Technology (NIST)
approved methods, and certify in writing to the State that such State Data has been disposed of
securely. Further, upon the relocation of State Data, Contractor shall securely dispose of such
copies from the former data location according to National Institute of Standards and Technology
(NIST) approved methods and certify in writing to the State that such State Data has been disposed
of securely. Contractor shall comply with all reasonable directions provided by the State with
respect to the disposal of State Data.

9. IRS TERMS IF FEDERAL TAX INFORMATION WILL BE PROCESSED OR STORED
(Per IRS Publication 1075)

To the extent Contractor’s performance under this Contract involves the processing or storage of
Federal tax information, then, pursuant to IRS Publication 1075, the following provisions shall
apply in addition to any other security standard or requirements set forth in this Contract:

A. PERFORMANCE

In performance of this Contract, the Contractor agrees to comply with and assume responsibility
for compliance by its employees with the following requirements:

1. All work will be done under the supervision of the Contractor or the Contractor's
employees.

2. The Contractor and the Contractor’s employees with access to or who use Federal tax
information must meet the background check requirements defined in IRS Publication
1075.

3. Any return or return information made available in any format shall be used only for the
purpose of carrying out the provisions of this Contract. Information contained in such
material will be treated as confidential and will not be divulged or made known in any
manner to any person except as may be necessary in the performance of this Contract.
Disclosure to anyone other than an officer or employee of the Contractor will be prohibited.

4. All returns and return information will be accounted for upon receipt and properly stored
before, during, and after processing. In addition, all related output will be given the same
level of protection as required for the source material.

5. The Contractor certifies that the data processed during the performance of this Contract
will be completely purged from all data storage components of his or her computer facility,
and no output will be retained by the Contractor at the time the work is completed. If
immediate purging of all data storage components is not possible, the Contractor certifies
that any IRS data remaining in any storage component will be safeguarded to prevent
unauthorized disclosures.

6. Any spoilage or any intermediate hard copy printout that may result during the processing
of IRS data will be given to the State or his or her designee. When this is not possible, the
Contractor will be responsible for the destruction of the spoilage or any intermediate hard
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copy printouts, and will provide the State or its designee with a statement containing the
date of destruction, description of material destroyed, and the method used.

7. All computer systems processing, storing, or transmitting Federal tax information must
meet the requirements defined in IRS Publication 1075. To meet functional and assurance
requirements, the security features of the environment must provide for the managerial,
operational, and technical controls. All security features must be available and activated to
protect against unauthorized use of and access to Federal tax information.

8. No work involving Federal tax information furnished under this Contract will be
subcontracted without prior written approval of the IRS.

9. The Contractor will maintain a list of employees authorized access. Such list will be
provided to the State and, upon request, to the IRS reviewing office.

10. The State will have the right to void the Contract if the Contractor fails to provide the
safeguards described above.

B. CRIMINAL/CIVIL SANCTIONS:

1. Each officer or employee of any person to whom returns or return information is or may
be disclosed will be notified in writing by such person that returns or return information
disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein, and that further disclosure of any such returns or return information for
a purpose or to an extent unauthorized herein constitutes a felony punishable upon
conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both,
together with the costs of prosecution. Such person shall also notify each such officer and
employee that any such unauthorized further disclosure of returns or return information
may also result in an award of civil damages against the officer or employee in an amount
not less than $1,000 with respect to each instance of unauthorized disclosure. These
penalties are prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR
301.6103(n)-1.

2. Each officer or employee of any person to whom returns or return information is or may
be disclosed shall be notified in writing by such person that any return or return information
made available in any format shall be used only for the purpose of carrying out the
provisions of this Contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner to any person except
as may be necessary in the performance of the Contract. Inspection by or disclosure to
anyone without an official need to know constitutes a criminal misdemeanor punishable
upon conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or
both, together with the costs of prosecution. Such person shall also notify each such officer
and employee that any such unauthorized inspection or disclosure of returns or return
information may also result in an award of civil damages against the officer or employee
in an amount equal to the sum of the greater of $1,000 for each act of unauthorized
inspection or disclosure with respect to which such defendant is found liable or the sum of
the actual damages sustained by the plaintiff as a result of such unauthorized inspection or
disclosure plus in the case of a willful inspection or disclosure which is the result of gross
negligence, punitive damages, plus the costs of the action. These penalties are prescribed
by IRC section 7213A and 7431, and set forth at 26 CFR 301.6103(n)-1.
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3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of
the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.
Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors by 5 U.S.C.
552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her
employment or official position, has possession of or access to State records which contain
individually identifiable information, the disclosure of which is prohibited by the Privacy
Act or regulations established thereunder, and who knowing that disclosure of the specific
material is prohibited, willfully discloses the material in any manner to any person or
agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than
$5,000.

4. Prior to Contractor having access to Federal tax information, Contractor shall certify that
each Contractor employee or other individual with access to or who use Federal tax
information on Contractor’s behalf pursuant to this Contract understands the State’s
security policy and procedures for safeguarding Federal tax information. Contractor’s
authorization to access Federal tax information hereunder shall be contingent upon annual
recertification. The initial certification and recertification must be documented and placed
in the State's files for review. As part of the certification, and at least annually afterwards,
Contractor will be advised of the provisions of IRCs 7431, 7213, and 7213A (see IRS
Publication 1075 Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil
Damages for Unauthorized Disclosure). The training provided before the initial
certification and annually thereafter must also cover the incident response policy and
procedure for reporting unauthorized disclosures and data breaches (See Publication 1075,
Section 10). For both the initial certification and the annual certification, the Contractor
must sign a confidentiality statement certifying its understanding of the security
requirements.

C. INSPECTION:

The IRS and the State, with 24 hours’ notice, shall have the right to send its officers, employees,
and inspectors into the offices and plants of the Contractor for inspection of the facilities and
operations provided for the performance of any work under this Contract. for compliance with the
requirements defined in IRS Publication 1075. The IRS’s right of inspection shall include the use
of manual and/or automated scanning tools to perform compliance and vulnerability assessments
of information technology assets that access, store, process or transmit Federal tax information.
On the basis of such inspection, corrective actions may be required in cases where the Contractor
is found to be noncompliant with Contract safeguards.

10. SOV Cybersecurity Standard 19-01

All products and service provided to or for the use of the State under this Contract shall be in
compliance with State of Vermont Cybersecurity Standard 19-01, which Contractor acknowledges
has been provided to it, and is available on-line at the following URL.:

https://digitalservices.vermont.gov/cybersecurity/cybersecurity-standards-and-directives

11.  No effect of Click-Through or Other Additional Terms and Conditions. Where the State
is required to click-through or otherwise accept or made subject to any electronic terms and
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conditions to use or access any product or service purchased hereunder, such terms and conditions
are not binding and shall have no force or effect as to the product or service, this Agreement, or
the applicable order for the product or service. Further, any terms and conditions of a Party’s
invoice, acknowledgment, confirmation, or similar documents, shall not apply to any order under
this Agreement, or to this Agreement, and any such terms and conditions on any such document
are objected to without need of further notice or objection.
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