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1 Overview and General Information
1.1 Overview

The Vermont Judiciary (Judiciary) is soliciting competitive sealed, fixed price proposals (Proposals) from
qualified vendors for its Court Security Surveillance Video and Duress Alarm Upgrade project (the
Work). The Judiciary is seeking proposals from vendors for design, implementation and support
services.

If the Judiciary receives a suitable vendor response to this Request for Proposal (RFP), the Judiciary may
enter into a contract (the Contract) to have the selected Vendor (or Contractor) perform all or part of
the Work. This RFP defines what is required to submit a Proposal (i.e., response) for this RFP, how the
Judiciary will evaluate the Proposal, and what will be required of the Contractor in performing the Work.

1.2 Background and Scope

The Vermont Judiciary is a unified court system, operated by the Supreme Court in accordance with
the Vermont Constitution, Ch. Il, Section 4, which provides that “the judicial power of the State shall
be vested in a unified judicial system...”

This system consists of the Supreme Court, the Superior Court, and the Judicial Bureau:

* The Supreme Court is the court of final appeal in Vermont. The court hears appeals from the
Vermont Superior Court and from certain administrative agency proceedings. The five justices
of the Supreme Court render decisions in approximately 450 cases per year.

* The Superior Court is the statewide trial court of general jurisdiction. There is a unit of the
Superior Court in each county. The Superior Court has five divisions: criminal, family, civil,
probate, and environmental. [The environmental division operates statewide and is not
organized into county units.] Each unit of the Vermont Superior Court is managed by a Superior
Court Clerk appointed by the Court Administrator and a Presiding Judge [chosen from among
the Superior Judges] appointed by the Chief Superior Judge. Court Operations Managers in each
unit, who report to the Superior Court Clerk, manage court staff. Approximately 45,000 cases
are filed each year in the Superior Court.

* The Judicial Bureau has statewide jurisdiction over civil violations. Police and other government
officials have authority to charge civil violations, such as traffic violations, municipal ordinance
violations, fish and wildlife violations, and various other civil violations set forth in Vermont
statutes. The Judicial Bureau processes approximately 80,000 civil violation complaints per
year.
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Vermont has a centralized Court Administrator’s office (CAQ). This includes the Planning and Court
Services division, Trial Court Operations division, Finance and Administration, and the Research and
Information Services (RIS) division, which is responsible for the support of Technology at the Judiciary.

The Judiciary acts as a crucial hub of information for over 20 separate governmental and
nongovernmental entities, including tightly defined integrations of process and data, inbound and
outbound interfaces of data, regular outputs to information consumers, and ad-hoc information
portals.

The high-level scope of this RFP is follows, across all 24 Judiciary sites:

1. Design and installation of security cameras, duress alarms, and all required ancillary
equipment and services;

2. Development of security-related policies and procedures related to monitoring, alert
notification, and video recording usage and management.

3. Development of security-related operations and maintenance plan for all ancillary equipment
and services;

1.3 Current Video and Alarm Operations

A report to the Legislature by the Vermont Judiciary in January 2016 identified significant security-
related infrastructure needs and deficiencies across the Judiciary’s 24 court buildings, based on
recommendations made by the National Center for State Courts (NCSC) in January 2015, and
assessments submitted by the Senior Assistant Judge from each county (refer to Appendix L — Final
Report). Of the various needs and deficiencies in this report, the replacement of outdated and obsolete
security camera and duress alarm equipment in all court buildings represented the highest priority. In
response to these reports and assessments, the Legislature appropriated capital funds to engage a
vendor to plan, design and install security cameras and duress alarms at Vermont’s courthouses across
the State. While these security reports contained additional findings and recommendations, the focus
of this project is on installation of security cameras and duress alarms.

The Judiciary aims to engage an experienced, full-service security firm to design, install and support the
required equipment across all courthouses. The project approach will encompass People, Process and
Technology to ensure that as the equipment is installed, necessary policies and procedures are
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implemented to improve security conditions at all courthouses. The project team will work across
multiple disciplines within the Judiciary, and partners outside the Judiciary, including:

* Judiciary — Security and Safety Program Manager

* Judiciary Research & Information Division (RIS)

* Judiciary Finance

* Judiciary — Superior Court Clerks, Court Operations Managers, and local court staff
* Vermont Department of Information and Innovation (DIlI)

* Vermont Department of Buildings and General Services (BGS)

* County Assistant Judges (County)

* Local security/screening providers (primarily Sheriffs but other arrangements apply in
Brattleboro and Chittenden Civil)

Court security is a statutory responsibility of the Judiciary’s Court Administrator. However, the Judiciary
does not own the buildings in which the Judiciary operates. As indicated in the list above, in all instances
the Judiciary is a building tenant; in some cases, the owner is the State’s Department of Buildings and
General Services; in other cases, the applicable county owns the building. Thus, the following critical
success factors will be essential for a successful outcome:

* Where installation work will take place at county-owned courthouses, successful partnering with
Assistant Judges (the local elected officials responsible for maintaining county-courthouses) will
be critical. Many of the county owned courthouses are designated historical landmarks.

* Where installation work will take place in state-owned courthouses, successful partnering with
the Department of Building and General Services will be critical.

* It will be critical to have an effective, working relationship with DIl as it relates to the Judiciary’s
network and data storage.

* It will be critical to have effective partnerships with the Judiciary’s local staff responsible for court
operations, including the respective Superior Court Clerks, Court Operations Managers, and
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others who may have a role in local court security (for instance, via the local court security
committees).

* It will be critical to include County Sheriffs and/or other entities that provide court screening and

other security services as contracted with the Vermont Judiciary.

With that background on general operating conditions and needs, the following (text and figure) is a
representative description of today’s operations model throughout the Judiciary:

1)

2)

3)

4)

5)

6)

7)

court sites contain one or more surveillance devices (e.g., video - most of which are not IP-
based) and security contact methods (e.g., telephone or email);

court sites have one central location (i.e., site security console) where surveillance device
information is presented to, and managed by, court security staff;

court site’s IP network is generally a shared resource with court operations, staff desktop
operations, and security operations;

court site’s network, computing, surveillance and security-related elements are co-monitored
and co-managed by Court IT (i.e., Judiciary) and Central IT (i.e., DIl);

some court site card access methods (e.g., doors) and systems such as HVAC, are managed,
provisioned and monitored by the site’s property manager. In most cases, the property manager
is the State’s Buildings and Grounds organization (BGS);

at the enterprise level (i.e., looking across multiple court sites) the Judiciary uses compute and
storage resources hosted and managed by the Central IT organization (DII), and Judiciary IT staff
participate in the monitoring of those resources;

at the enterprise level (i.e., looking across multiple court sites) the Judiciary’s Security Director
oversees security systems and actions across courts and within a given court site;

Figure-1

Representative Operations Model

State
Judiclary

Security Director IT Operations

()

| Court Site

 Security System

Property Manager [BGS]
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2 Schedule of Events

The expected timetable, including the Proposal Due date and other important dates, are set forth
below. The name of any Vendor submitting a proposal shall be a matter of public record on the
Proposal Due Date.

DATE POSTED November 16, 2016

BIDDERS CONFERENCE November 28, 2016 at 2pm EST
QUESTIONS DUE December 1, 2016 at 4pm EST
RESPONSES POSTED December 7, 2016 at 4pm EST

PROPOSALS DUE (see section below for detailed | December 22, 2016 at 4pm EST
instructions on Proposal Format and submission
instructions)

VENDOR DEMONSTRATIONS January 16, 2017 to January 20, 2017
VENDOR SELECTION January 24, 2017

CONTRACT NEGOTIATION January 25, 2017 to February 8, 2017
PROJECT START February 15, 2017

2.1 Single Point of Contact

All communications concerning this Request RFP are to be addressed in writing, via email, to the
attention of: William Gerke, Security and Safety Program Manager (william.gerke@vermont.gov) is
the sole contact for this proposal. Actual contact with any other party or attempts by bidders to contact
any other party could result in the rejection of their proposal.

2.2 Bidder Conference

Vendors may optionally participate in a bidder conference where they can ask questions to the Judiciary
team. The bidder conference is a call-in only meeting, and is scheduled for November 28, 2016 at 2pm
EST. The phone number for the bidder conference is 1-877-273-4202, #183612338.

2.3 Questions and Answers

Vendors seeking clarification on content of this proposal or comment on the RFP must submit specific
guestions or comments in writing, no later than December 1, 2016 at 4pm EST. Questions must be e-
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mailed to william.gerke@vermont.gov. Objections to the RFP, or to any provision of the RFP, that are
not submitted in writing on or before the last day of the Question period is waived.

At the close of the Question period, the Judiciary will post a copy of all questions and comments, along
with the Judiciary’s responses at https://www.vermontjudiciary.org/cssvda.aspx. Every effort will be
made to have these available as soon after the question period ends, contingent on the number and
complexity of the questions.

2.4 Finalist Demonstrations and Presentations

The Judiciary may request an in-person (or web meeting) presentation or demonstration by vendors it
selects as finalists. Information presented during Finalist meetings and demonstrations will be a factor

in the selection of a finalist. Vendors are responsible for all costs associated with Finalist presentations
and demonstrations.
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3 Project Management

A selected vendor shall agree to follow project management methodologies that are consistent with
the Project Management Institute’s (PMI) Project Management Body of Knowledge (PMBOK) Guide. All
staff and subcontractors proposed to be used by a Vendor shall be required to follow a consistent
methodology for all Contract activities.

The Contractor will provide a project manager ("PM") and his/her effort will incorporate all the tasks
necessary to successfully implement the project. These tasks will include, among others consistent with
the PMBOK methodology updating Project Plans, assigning staff, scheduling meetings, reviewing status
reports, addressing project issues and change orders, and preparing presentations for Judiciary
stakeholders. A successful Vendor’s Project Manager shall have overall responsibility for the project
deliverables, schedule, and successful implementation of the project as planned and all activities of
Contractor’s resources.

The Judiciary’s Project Manager shall monitor the Contractor’s performance to the extent necessary to
ensure that the Contractor meets performance expectations and standards. A selected vendor’s
Project Manager shall work closely with the Judiciary’s Project Manager on a day to day basis. A
selected vendor’s Project Manager shall be on-site in Vermont as the Judiciary may require during the
entire project based upon an agreed project schedule. A selected vendor’s Project Manager shall be
required to schedule and facilitate weekly project team status meetings either onsite in Vermont or via
teleconference.

A selected vendor’s Project Manager shall provide weekly written Status Reports to the Judiciary Project
Manager. Status Reports shall include, at a minimum: all tasks accomplished, incomplete, or behind
schedule in the previous week (with reasons given for those behind schedule); all tasks planned for the
coming two weeks, an updated status of tasks (entered into the Project Plan and attached to the Status
Report — e.g., % completed, completed, resources assigned to tasks, etc.), and the status of any
corrective actions undertaken. The report will also contain items such as the current status of the
project’s technical progress and contractual obligations, achievements to date, risk management
activities, unresolved issues, requirements to resolve unresolved issues, action items, problems,
installation and maintenance results, and significant changes to Contractor’s organization or method of
operation, to the project management team, or to the deliverable schedule where applicable. The
Judiciary PM and the Contractor PM will come to agreement on the exact format of the report
document at or before the project kickoff meeting.

The Judiciary shall require, at a minimum, the following Project Management Deliverables:

* Contractor PM to work with Judiciary project team to finalize a detailed project work plan
(using industry standard tool). The selected vendor shall maintain and update the project plan
on a regular basis (at least weekly, if not daily).

*  Project kickoff meeting.
* Weekly project status reports as defined above.
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* Up-to-date project issues log.

* Up-to-date risk log.

*  Weekly project team meetings which shall include meeting agendas and meeting discussion
log, action items and update issues and risk logs accordingly.

* Deployment/rollout plan.

3.1 Project Governance

The Judiciary has established a Steering Committee for this project, comprised of key stakeholders. This
Steering Committee will meet as needed during the project. In addition, a project team will be formed
from across the Judiciary and will include a Judiciary Project Manager.

3.2 Change Orders

Any change to the Contract that alters one or more aspects of the Project scope, schedule, deliverables,
or cost, may require a Change Request. While such changes may typically incur additional costs and
possible delays relative to the project schedule, some changes may result in less cost to the Judiciary
(i.e.; the Judiciary decides it no longer needs a deliverable in whole or part) or less effort on the part of
a selected vendor. Project Change Orders shall define the effort involved in implementing the change,
the total cost or associated savings to the Judiciary, of implementing the change, and the effect, if any,
of implementing the change on the project schedule.

Change Orders will be developed jointly and every effort will be made to adhere to the approved Project
Plan. The Project Manager for the Judiciary and the Project Manager for the Contractor will decide
whether a Change Request is necessary. If a Change Request is necessary, the Project Manager for the
requesting party will prepare a Change Request detailing the impacts on scope, schedule, deliverables,
resources, and cost. Once completed, the Change Request will be submitted to the non-requesting
party for review. The non-requesting party will make its best efforts to either approve or deny the
Change Request in writing within (10) business days. In no event, shall any delay in the approval or
denial of a Change Request constitute a deemed approval by the Judiciary.

All Change Requests that are mutually agreed upon in writing will be forwarded to the Project Sponsor
and shared with the Steering Committee for approval. Once approved, change requests will be
considered an amendment to a Contract.

The Judiciary will not pay for the effort involved in developing a change order. The Contractor shall
bear the cost of estimating the cost or savings, time, and manpower required to implement all change
requests forthcoming from the Judiciary during the course of the Project. The Judiciary and the selected
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Vendor will work together to outline a change control process which will be used to manage changes
to the scope of work being performed.

3.3 Staffing

The selected Vendor shall obtain approval in advance by the Judiciary of all staff proposed for the
project. If any Contractor staff does not perform up to acceptable or satisfactory standards, as
determined by the Judiciary in its sole discretion, the Contractor shall replace the staff member(s) with
Judiciary-approved staff or take remedial action to ensure the Contractor is performing at an acceptable
level.
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4 Scope of Work
4.1 Future Goals and Approach

All court buildings used to conduct judicial operations will undergo work that leads to updated video
and duress security systems. The Judiciary expects to achieve this in a pattern of continuous, long-term
improvements, and normal end-of-life maintenance. To achieve this, the Judiciary is seeking a proven,
security solution partner with the following characteristics:

e Design, installation, training, and support services;
e Provides lowest cost, highest value total solution;

e Contains key technologies that are open, industry standard solution elements (i.e., cameras,
servers) that contribute to the Judiciary’s maximization of its ROI;

e State of the art, feature-rich and user friendly software;

e High reliability solution elements (i.e., before replacement or repair is required);

e Track record of successful solution deliveries;

e Designs that present the latest features and at the same time decrease the Judiciary’s
technology footprint and overall expense;

e Think outside-the-box and propose cost-effective, innovative solutions.

The Judiciary envisions the work being performed in a phased manner. The intent of the phasing is to
establish a baseline security services improvement roadmap, advance its security initiative, realize
measurable outcomes, and create a commercial framework that is suitable for the Judiciary. Given that,
the expected phases are:

e Phase 1 Survey & Design

e Phase 2 Implementation

e Phase 3 Maintenance and Support
4.2 Phase 1 - Survey & Design
4.21 Key Activities

1. Vendor shall work with the Judiciary to establish a baseline of the security needs, opportunities,
and challenges, for each site identified in Appendix F — Judiciary Requirements, worksheet “02-
CourtSitesPublic”.

2. Vendor shall work with the Judiciary to document the security-related infrastructure (e.g.,
power, cooling, wired LAN and WAN, wireless WAN and LAN, and computing/network
equipment locations) conditions, challenges and opportunities, for each site identified in
Appendix F —Judiciary Requirements, worksheet “02-CourtSitesPublic”.
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4.2.2

Vendor shall work with the Judiciary to establish a Security Solution Design and Security Solution
Roadmap that is aligned with the Judiciary’s current and future requirements and objectives.
Vendor shall use the work from #1 and #2 above as input to this.

Vendors’ deliverable work shall be informed by the Judiciary’s superset of requirements defined
in Appendix F — Judiciary Requirements, worksheet “01-RequirementsPublic”. At this point in
the Judiciary’s planning lifecycle for this initiative, the primary objectives of these requirements
are to establish scope and assist Vendors in establishing system design boundaries from a
requirements perspective. As well as provide sufficient details for Vendors to develop sound
and competitive commercial responses to this RFP.

Note: The Judiciary understands that some requirements in worksheet “01-
RequirementsPublic” may be mutually exclusive.

Vendor shall work with the Judiciary to establish an Implementation plan that realizes the
Security Solution Design and the initial objectives of the Security Solution Roadmap

Major Deliverables

Vendor shall produce a detailed Security Solution Implementation Plan that is reviewed and
approved by the Judiciary PM. The Security Solution Implementation Plan is a detailed project
management schedule and plan that defines the who-does-what-when and all known
dependencies and risks.

Vendor shall produce a Security Solution Design (that is approved by the Judiciary PM)
document resulting from the Activities in section 4.2.1 and is bounded by the Judiciary’s
requirements (refer to section Appendix F — Judiciary Requirements, worksheet “01-
RequirementsPublic” of this document). The Security Solution Design document defines, in
detail, the following information per Court site:

0 All computing hardware and software required to achieve an operational security
Command Control center function incorporating all security device streams (video,
duress alarms, intrusion alarms, fire and communication, dispatch), and recording
those streams.

All video camera makes, models, and building placement location.

All duress alarm makes, models, and building placement location.

All network services, along with hardware and software and building placement.
Recommended spares strategy.

Any assumptions.

O O o0 oo

The Security Solution Design document also defines in detail, the architectural, organizational,
and operational information, at the enterprise-level of the Judiciary. For example, it defines the
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4.2.3

42.4

storage resources of recorded content, overall management and monitoring systems, network
resources, compute resources, backup locations.

Vendor shall produce a detailed Security Solution Maintenance & Support Plan that is reviewed
and approved by the Judiciary PM. The Security Solution Maintenance & Support Plan defines
the detailed approach for maintaining all Security Solution surveillance and duress devices and
all Security Solution hardware and software. This plan defines the Vendor’s service processes
and levels (i.e., agreements) for all support services — such as parts, support requests.
Performance targets (such as uptime) are also defined, along with all necessary IT and
management operational performance reports (e.g., hardware malfunctions, storage
thresholds).

Vendor shall produce project management-type progress (e.g., weekly and monthly status)
reports using Judiciary project management templates, and that at a minimum address schedule
progress, effort tracking, budget tracking, and risks along with their mitigation.

Pricing Model
Vendor pricing for Phase 1 “Survey & Design” will be firm-fixed price.

Assumptions
Vendor can assume unfettered access to all court sites, when needed, along with all court site
and Judiciary contacts. Access will be enabled and coordinated by the Judiciary PM.

Vendor can assume that time-forward, throughout the Judiciary, all security video is IP-based.

Vendor does not have to migrate existing video recordings (i.e., storage) to the Solution
system.

Vendor can assume that wireless (versus wired) is an alternative IP transport that the Judiciary
would consider, provided it meets the Judiciary’s requirements, and is compelling in one or
more ways.

Vendor can assume that a managed service model is an alternative operations approach that
the Judiciary would consider, provided it meets the Judiciary’s requirements and is compelling

in one or more ways.

Vendor can assume that cloud technology and services would be considered by the Judiciary,
provided it meets the Judiciary’s requirements and is compelling in one or more ways.
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4.3 Phase 2 - Implementation

4.3.1
1.

4.3.2

4.3.3

Key Activities

The Vendor shall be responsible for organizing, performing, and managing all equipment and
service-related work, as identified in the Security Solution Implementation Plan (produced in
the previous project phase) and according to the Security Solution Design (produced in the
previous project phase).

Major Deliverables
Vendor shall deliver all required functioning Security systems to the Judiciary, for acceptance,
as per the Security System Implementation plan.

Vendor shall update the Security System Solution Design documentation for all variances from
actual installation/design versus what was approved from the previous project phase.

Vendor shall maintain the Security Solution Implementation Plan as the project’s primary
project schedule, effort and budget tracking tool.

Vendor shall maintain other Judiciary-required project management deliverables, documents
and artifacts.

Pricing Model

Vendor pricing for Phase 2 “Implementation” should be informed from all information in this
RFP.

Vendor will provide firm estimates for Implementation work, and use a not-to-exceed of 15%
from their firm estimate.

4.3.4 Assumptions

1.

Vendor can assume that any dependencies on Judiciary-related staff or infrastructure will be
managed on-time and as needed by the Judiciary PM.

4.4 Phase 3 — Maintenance and Support

441
1.

Key Activities
Vendor shall perform all maintenance and support, as previously identified in the Solution
Maintenance & Support Plan.

Vendor shall maintain any existing Security Solution documentation, as a result of significant
changes during the Maintenance and Support phase.
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4.4.2 Major Deliverables

1. Vendor shall produce performance reports, as contained in Vendor’s Security Solution
Maintenance & Support Plan, and others as agreed to by Vendor PM and the Judiciary PM.

4.4.3 Pricing Model

1. Vendor pricing for Phase 3 “Maintenance and Support” will be firm fixed price, on an annual
basis, for a contract period of 5 years.

4.4.4 Assumptions
1. None at this time.

4.5 Value-added Features

Vendors should include details on all value-added features provided by their organization and products
that may not be included in the Judiciary’s requirements, and where there may be benefit to the
Judiciary.

4.6 Support and Training

Vendor proposals should contain a complete description of its standard support offerings for end users
and technical staff. Vendors should provide a copy of their standard service level agreement covering
these services if applicable.

4.7 Hardware and Software

Vendor proposals should include recommendations for software, hardware, and supporting
infrastructure (e.g., power, network) required to host the system or a proposal to host the Solution.
The Judiciary may elect to host the Solution on Judiciary servers, utilize the State of Vermont
Department of Information and Innovation (DII) servers, or obtain hosting services with the Vendor or
third-party hosting service provider.

All  hardware/software purchases must be compatible with statewide and applicable
Agency/Department IT architecture policies and standards and be approved in accordance with State
bulletins and statutes. A Vendor may propose to provide hardware and software as part of its proposal
but the Judiciary reserves the right to procure hardware and software from other sources when it is in
the best interest of the Judiciary to do so.

4.8 Intellectual Property/Work Product Ownership

Vendors shall retain all right, title and interest in and to any work, ideas, inventions, discoveries, tools,
methodology, computer programs, processes and improvements and any other intellectual property,
tangible or intangible, that has been created by the vendor prior to entering into a Contract with
Judiciary (“Contractor Intellectual Property”). Should the Judiciary require a license for the use of
Contractor Intellectual Property in connection with the development or use of the items that a vendor
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is required to deliver to the Judiciary under a contract, including Work Product, the vendor shall grant
the Judiciary a royalty-free license for such development and use.

The Judiciary shall retain all right, title and interest in and to all data content provided by the Judiciary,
and to all information that is created under a Contract, including, but not limited to, all data that is
generated under a Contract as a result of the use by a Contractor, the Judiciary or any third party of any
technology systems or knowledge bases that are developed for the Judiciary and used by a Contractor
(“Judiciary Information”), and all other rights, tangible or intangible (collectively, “Judiciary Intellectual
Property”). A Contractor may not use Judiciary Intellectual Property for any purpose other than as
specified in a Contract. Upon expiration or termination of a Contract, Contractor shall return or destroy
all Judiciary Intellectual Property and all copies thereof, and Contractor shall have no further right or
license to such Judiciary Intellectual Property. The Judiciary reserves the right to negotiate ownership
or licensing of “Work Product.”

“Work Product” shall mean any tangible or intangible work product, creation, material, item or
deliverable, documentation, information and/or other items created by a vendor, either solely or jointly
with others, and which are developed, conceived of, prepared, procured, generated or produced by the
vendor in the performance of the Judiciary contract. Work Product may include ideas, inventions,
improvements, discoveries, methodologies or processes, or writings, designs, models, drawings,
photographs, reports, formulas, algorithms, patterns, devices, compilations, databases, computer
programs, specifications, operating instructions, procedures manuals, or other documentation,
whether or not protectable under Title 17 of the U.S. Code and whether or not patentable or otherwise
protectable under Title 35 of the U.S. Code, that are developed, conceived of, prepared, arise, procured,
generated or produced in connection with a Contract, whether as individual items or a combination of
components and whether or not the services or the deliverables are completed or the same are reduced
to practice during a Contract term. For the avoidance of doubt, Work Product shall not be deemed to
include Contractor Intellectual Property, provided the Judiciary shall be granted a license to any such
Contractor Intellectual Property that is incorporated into Work Product.

4.9 Open Standards

The Vendor proposal should clearly identify whether the Solution is fully functional using Open
Standards and if not, the Vendor solution must specifically identify any proprietary or closed
specification standards for which they do not support as a fully functional open alternative. The
Judiciary may give preference to proprietary solutions that implement Open Standards over proprietary
solutions.

4.10 Proposed Architecture

The Vendor proposal should include a description of the proposed application, database, other key
architectural subsystems. If the Solution will include software or hardware to be licensed from the
vendor, the Vendor shall include licensing requirements and anticipate volume. The Vendor shall
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propose the licensing options available and recommend the advantages of each option. For example,
licensing options may include:

*  Named user

* Perserver

* Per device

* Per work team

* Concurrent User

* Enterprise (unrestricted)

4.11 Project Policies, Guidelines and Methodologies

The Contractor shall be required to comply with all applicable laws, regulations, policies, standards and
guidelines affecting information technology projects, which may be created or changed periodically. It
is the responsibility of the Contractor to insure adherence and to remain abreast of new or revised

Laws, regulations, policies, standards and guidelines affecting project execution. State agency-specific
confidentiality and privacy policies may apply.

4.12 Hosted System Requirements

This section is included in the event the vendor recommended or preferred option is for the Solution
to be hosted at a site other than at the Judiciary. A selected vendor shall be required to agree to terms
acceptable to the Judiciary regarding the confidentiality and security of Judiciary data. These terms
may vary depending on the nature of the data to be stored by the vendor. If applicable, the Judiciary
may require compliance with Judiciary security standards, IRS requirements, HIPAA, HITECH and/or
FISMA compliance and/or compliance with Judiciary law relating to the privacy of personally
identifiable information, specifically Chapter 62 of the Vermont Statutes.

Further, a selected vendor hosting a Judiciary system may be a “data collector” for purposes of State
law and shall be required to (i) comply with certain data breach notification requirements; (ii) agree to
pay the costs of all data breach notifications; and (ii) indemnify the Judiciary for any third-party claims
against the Judiciary which may occur as a result of any data breach.

* The selected Vendor must agree to host the Judiciary’s Solution within the continental United

States of America (USA) and agree to maintain all backups and copies of the data within the
USA.

* The Judiciary reserves the right to periodically audit the Contractor (or subcontractor)
application infrastructure to ensure the physical and network infrastructure meets the

configuration and security standards and adheres to relevant Judiciary policies governing the
system.
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The Judiciary reserves the right to run non-intrusive network audits (basic port scans, etc.)
randomly, without prior notice. More intrusive network and physical audits may be conducted
on or off site with 24 hours’ notice.

The Contractor will have a third party perform methodology-based (such as OSSTM)
penetration testing quarterly and will report the results of that testing to the Judiciary.

A selected vendor shall agree to cause an SSAE 16 SOC 2, Type 2 audit certification to be
conducted annually. The audit results and the Contractor’s plan for addressing or resolution
of the audit results shall be shared with the Judiciary.

A selected vendor shall agree to terms acceptable to the Judiciary regarding system backup,
disaster recovery planning and access to Judiciary data.

A selected vendor shall be required to agree to disclose the hosting provider which shall be
acceptable to the Judiciary for purposes of the data to be stored and shall not change the
hosting provider without the prior written consent of the Judiciary.

A selected vendor shall be required to guarantee the service level terms of any hosting
provider.

A selected vendor shall agree to apply service level credits for the failure to meet service level
terms.

4.13 Application Security Standards

The Contractor will review the solution and certify it meets the following:

Identify the key risks to the important assets and functions provided by the application and
conduct an analysis of the Top 25 software errors (http://cwe.mitre.org/top25 ), or most
common programming errors, and document in writing that they have been mitigated.

Ensure all application software meets or exceeds the OWASP Application Development
Security Standards, refer to

https://www.owasp.org/images/4/4e/OWASP _ASVS 2009 Web App Std Release.pdf) and
document in writing to the Judiciary that they have been met.
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5 General Terms and Conditions
5.1 Invoicing

All invoices shall be rendered by a Contractor on the Contractor’s standard billhead and forwarded to
the Judiciary Project Manager. Details such as name and address will be determined during Contract
negotiations. The bidder’s proposal must clearly specify the address for submitting payments. All
payments are to be based on Vermont Judiciary’s acceptance of agreed to, fixed price deliverables or
time and materials terms, as the case may be.

5.2 Retainage

The Judiciary will hold back 10% of each deliverable payment as retainage subject to satisfactory
performance. Upon completion of all deliverables for “Phase 1 — Survey & Design” and “Phase 2 —
Implementation” to the satisfaction of the Judiciary, all retainage will be paid to Vendor in full, subject
to the terms and conditions of the Contract.

5.3 Confidentiality

The successful response will become part of the contract file and will become a matter of public record,
as will all other responses received. If the response includes material that is considered by the bidder
to be proprietary and confidential under 1 VSA, Chapter 5, the bidder shall clearly designate the
material as such, explaining why such material should be considered confidential. The bidder must
identify each page or section of the response that it believes is proprietary and confidential with
sufficient grounds to justify each exemption from release, including the prospective harm to the
competitive position of the bidder if the identified material were to be released. Under no
circumstances can the entire response or price information be marked confidential. Responses so
marked may not be considered. A redacted copy should be included for portions of submittal that are
considered proprietary.

5.4 Contract Requirements

The selected Vendor will sign a contract with the Judiciary to provide the items named in its response,
at pricing agreed by the Judiciary. Minimum support levels, and terms and conditions derived from this
RFP and the Vendor’s response, will be included in the contract as requirements. The contract will be
subject to review throughout its term. VENDOR MAY HAVE STANDARD TERMS AND CONDITIONS
WHICH ARE REQUIRED TO BE SUBMITTED WITH A VENDOR'’S BID, HOWEVER PLEASE NOTE THAT THE
JUDICIARY WILL REQUIRE NEGOTIATION OF CONTRACTOR’S TERMS AND CONDITIONS AND WILL NOT
ACCEPT THE VENDOR'’S STANDARD FORM IN LIEU OF THE STANDARD JUDICIARY PROVISIONS FOR
CONTRACTS AND GRANTS.

5.5 Terms and Conditions

The Judiciary will consider cancellation upon discovery that a Vendor is in violation of any portion of its
contract with the Judiciary, including an inability by the Vendor to provide the products, support, and/or
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service offered in its response. The Judiciary reserves the right to purchase hardware or software
recommended in the Vendor’s proposal from any source. Vendors planning to submit a bid are advised
of the following:

1.

The Judiciary expects the Vendor and its legal counsel to review and be prepared to be
bound by the Standard State Provisions for Contracts and Grants outlined in Attachment
C.

If a Vendor wishes to propose an exception to any Standard State Provisions for Contracts
and Grants, it must notify the Judiciary in the cover letter to its response to the RFP. Failure
to note exceptions will be deemed to be acceptance of the Standard State Provisions for
Contracts and Grants as outlined in Attachment C of this RFP. If exceptions are not noted in
the RFP but raised during contract negotiations, the Judiciary reserves the right to cancel
the negotiation if deemed to be in the best interests of the Judiciary.

The terms and conditions of a Vendor’s software license, maintenance support agreement
and service level agreement, if applicable, will be required for purposes of contract
negotiations for this project. Failure to provide the applicable Vendor terms as part of the
RFP response may result in rejection of the Vendor’s proposal.

The Judiciary has no legal authority to indemnify a vendor and this condition is not
negotiable. Further, all contract terms and conditions, including a Vendor license will be
subject to the laws of the State of Vermont and any action or proceeding brought by either
the Judiciary or a Contractor in connection with a Contract shall be brought and enforced in
the Superior Court of the State of Vermont, Civil Division, Washington Unit. Vendors who
are not able to enter into a contract under these conditions should not submit a bid.

Contractors will be expected to make the following warranties:

(i) The Contractor has all requisite power and authority to execute, deliver and perform its
obligations under the Contract and the execution, delivery and performance of the
Contract by the Contractor has been duly authorized by the Contractor.

(ii) There is no outstanding litigation, arbitrated matter or other dispute to which the
Contractor is a party which, if decided unfavorably to the Contractor, would reasonably
be expected to have a material adverse effect on the Contractor’s ability to fulfill its
obligations under the Contract.

(iii) The Contractor will comply with all laws applicable to its performance of the services
and otherwise to the Contractor in connection with its obligations under the Contract.

(iv) All deliverables will be free from material errors and shall perform in accordance with
the specifications therefor.

(v) The Contractor owns or has the right to use under valid and enforceable agreements,
all intellectual property rights reasonably necessary for and related to delivery of the
services and provision of the deliverables as set forth in the Contract and none of the
deliverables or other materials or technology provided by the Contractor to the Judiciary
will infringe upon or misappropriate the intellectual property rights of any third party.
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(vi) Eachand all of the services shall be performed in a timely, diligent, professional manner,
in accordance with the highest professional or technical standards applicable to such
services, by qualified persons with the technical skills, training and experience to
perform such services in the planned environment. At its own expense and without
limiting any other rights or remedies of the Judiciary hereunder, the Contractor shall re-
perform any services that the Judiciary has determined to be unsatisfactory in its
reasonable discretion, or the Contractor will refund that portion of the fees attributable
to each such deficiency.

(vii) The Contractor has adequate resources to fulfill its obligations under the Contract.

(viii) Any time software is delivered to the Judiciary, whether delivered via electronic media
or the internet, no portion of such software or the media upon which it is stored or
delivered will have any type of software routine or other element which is designed to
facilitate unauthorized access to or intrusion upon; or unrequested disabling or erasure
of; or unauthorized interference with the operation of any hardware, software, data or
peripheral equipment of or utilized by the Judiciary.

6. Limitations of Liability (if any). Limitations or exclusions of liability agreed by Judiciary shall
not apply to Judiciary claims arising out of (i) vendor’s obligation to indemnify the Judiciary;
(ii) vendor’s violation of its confidentiality obligations; (iii) personal injury or damage to real
or personal property; (iv) gross negligence, fraud or intentional misconduct; or (v) damages
awarded under the False Claims Act. The parties acknowledge and agree that limits of
liability shall not apply to third party claims arising from the acts or omissions of a party in
the performance of the contract.

7. Amendments. No changes, modifications, or amendments in the terms and conditions of a
contract shall be effective unless reduced to writing, numbered, and signed by the duly
authorized representative of the Judiciary and Contractor.

8. Professional Liability insurance. In addition to the insurance required in the Standard State
Provisions for Contracts and Grants, Contractor agrees to procure and maintain, at a
minimum, (a) Technology Professional Liability insurance for any and all services performed
under the Contract, with minimum third party coverage of $2,000,000 per claim,
$2,000,000 aggregate; and (b) first party Breach Notification Coverage of not less than
$2,000,000.

Before commencing work on a Contract the vendor must provide certificates of insurance
to show that the foregoing minimum coverages are in effect.

With respect to the first party Breach Notification Coverage, Contractor shall name the
State of Vermont and its officers and employees as additional insureds for liability arising
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out of the contract. Actual coverage amounts shall be determined in the Judiciary’s
discretion.

5.6 Non-Disclosure Agreement

The successful bidder will be required to complete a non-disclosure agreement in a form acceptable to
the Judiciary.

5.7 Performance Measures

In accordance with current State of Vermont policy and procedures, the contract may include Vendor
performance measures. The specific performance measures will be determined during the contract
negotiation process.

5.8 Acknowledgment of Terms

Vendor shall provide a statement from the Vendor and its legal counsel acknowledging all Standard
State Contract Provisions and Purchasing and Contracting Terms and Conditions with any exceptions or
additional provisions to be noted in the Vendor’s cover letter. (These will be considered when making
an award).

5.9 Contract Term

The standard Judiciary Contract term will be from the date of execution for a period of up to one (1)
year. The Judiciary may renew this Contract for an additional one-year renewal, subject to and
contingent upon the discretionary decision of the Vermont Legislature to appropriate funds for this
Contract in each new fiscal year. The Judiciary may renew all or part of this Contract subject to the
satisfactory performance of the Contractor and the needs of the Judiciary.

The vendor should guarantee its rate offerings, over the term of the contract, are comparable to other
customers of similar size and requirements. If offerings are rendered to a comparable customer which
improve the pricing agreed to in the contract, the vendor agrees to apply those same discounts and
offerings to the Judiciary.

5.10 Location of Work; Judiciary Facilities

As a general rule, project meetings will be held in Montpelier, Vt. The vendor may work at its own
location, or on-site in (such site or sites as may be identified by the Judiciary) where space may be
provided, however travel to other Judiciary facilities may be needed and the vendor will be responsible
for such travel using its own mode of transportation. The vendor will be expected to hold key project
meetings onsite, such as design workshops, or review sessions. Occasional exceptions to this rule may
be established by mutual agreement between the vendor and the Judiciary Project Manager.

Where applicable, the Judiciary will provide desks, telephone, LAN connections, and printers. The
Judiciary will not provide desktop PCs and/or laptops to vendor for use during the project. To the extent
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the Judiciary space available to a Contractor in any Judiciary facility in connection with the performance
of the Work, Contractor shall: (i) only use such space solely and exclusively for and in support of the
services; (ii) not use Judiciary facilities to provide goods or services to or for the benefit of any third
party; (iii) comply with the leases, security, use and rules and agreements applicable to the Judiciary
facilities; (iv) not use Judiciary facilities for any unlawful purpose; (v) comply with all policies and
procedures governing access to and use of Judiciary facilities that are provided to Contractor in writing;
(vi) instruct Contractor personnel not to photograph or record, duplicate, disclose, transmit or
communicate any Judiciary information, materials, data or other items, tangible or intangible, obtained
or available as a result of permitted use of Judiciary facilities; and (vii) return such space to the Judiciary
in the same condition it was in at the commencement of the Contract, ordinary wear and tear excepted.
Judiciary facilities will be made available to Contractor on an “AS IS, WHERE IS” basis, with no warranties
whatsoever.

If specific laptop computers or other mobile peripheral devices are required by Contractor, then the
Contractor must provide its own compatible equipment and will be given the appropriate support by
the Judiciary.

Contractors will be provided support by the Judiciary in setting up any accounts or connections required
(i.e. Judiciary email system, network connectivity, network printing etc.). Contractors will have access
to Judiciary phones for use in Project related business calls. The Judiciary will not pay Contractor’s cell
phone bills.

5.11 Statement of Rights

The Judiciary reserves the right to obtain clarification or additional information necessary to properly
evaluate a proposal made in response to this RFP. Vendor may be asked to give a verbal presentation
of its proposal after submission. Failure of a Vendor to respond to a request for additional information
or clarification could result in rejection of that Vendor's proposal. To secure a project that is deemed
to be in the best interest of the Judiciary, the Judiciary reserves the right to accept or reject any and all
bids, in whole or in part, with or without cause, and to waive technicalities in submissions. The Judiciary
also reserves the right to make purchases outside of the awarded contracts where it is deemed in the
best interest of the Judiciary.

5.12 Taxes

Judiciary purchases are not subject to federal or state sales or excise taxes and must be invoiced tax
free. An exemption certificate will be furnished upon request covering nontaxable items. The
Contractor agrees to pay all Vermont taxes which may be due as a result of the Project.

5.13 Specification Change

Any changes or variations in the specifications set forth in this RFP must be received in writing from
the Vermont Judiciary. Verbal instructions or written instructions from any other source are not to be
considered.

Page 26 of 58



Vermont Judiciary

Court Security Surveillance Video and Duress Alarm Upgrade Request for Proposal, version 1-1

5.14 Non-Collusion

The Judiciary is conscious of and concerned about collusion. It should therefore be understood by all
that in signing bid and contract documents they agree that the prices quoted have been arrived at
without collusion and that no prior information concerning these prices has been received from or given
to a competitive company. If there is sufficient evidence to warrant investigation of the bid/contract

process by the Office of the Attorney General, all bidders should understand that this paragraph might
be used as a basis for litigation.

5.15 Business Registration

To be awarded a contract by the Judiciary a Vendor must be (except an individual doing business in
his/her own name) registered with the Vermont Secretary of State
https://www.sec.state.vt.us/corporationsbusiness-services.aspx and must obtain a Contractor’s
Business Account Number issued by the Vermont Department of Taxes http://tax.vermont.gov/.

5.16 Contract Negotiation

Upon completion of the evaluation process, the Judiciary may select one or more Vendors with which
to negotiate a contract, based on the evaluation findings and other criteria deemed relevant for
ensuring that the decision made is in the best interest of the Judiciary. In the event the Judiciary is
successful in negotiating with a Vendor, the Judiciary will issue a notice of award. In the event Judiciary
is not successful in negotiating a contract with a selected Vendor, the Judiciary reserves the option of
negotiating with another Vendor, or to end the proposal process entirely.

5.17 Delivery Methods:

Bids will be accepted in ELECTRONIC format only.

Proposals must be submitted by email to: william.gerke@vermont.gov and
matt.riven@vermont.gov.

All bidders are hereby notified that bids must be received via email by the time of the bid
opening. Bids not in possession of the Judiciary at the time of the bid opening will be
returned to the vendor, and will not be considered.

The Judiciary may, for cause, change the date and/or time of bid openings or issue an
addendum. If a change is made, the Judiciary will make a reasonable effort to inform all
bidders by posting at: https://www.vermontjudiciary.org/cssvda.aspx.
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6 Vendor Response Content and Format

The Judiciary discourages overly lengthy and costly proposals; however, in order for the Judiciary to
evaluate proposals fairly and completely, Vendors must follow the format set out in this RFP and
provide all information requested.

The bid should include a Cover Letter and Technical Response, Response to Requirements and a
separate Pricing Response.

6.1

Cover Letter

Confidentiality: As discussed above under Section 5.3, all submittals will be subject to the
State of Vermont Access to Public Records Law, 1 VSA§ 315 et seq. Subsequent to award of
this RFP, all or part of any submittal will be released to any person or firm who requests it.
Proposers shall specify in their cover letter if they desire that any portion of their submittal be
treated as proprietary and not releasable as public information. A redacted copy should be
included for portions of submittal that are proprietary.

Exceptions to Terms and Conditions for Technology Contracts: If the Vendor wishes to
propose an exception to any terms and conditions set forth in this RFP, including the Standard
State Provisions for Contracts and Grants, it must notify the Judiciary in the cover letter.
Failure to note exceptions will be deemed to be acceptance of the Judiciary terms and
conditions. If exceptions are not noted in the response to this RFP but raised during contract
negotiations, the Judiciary reserves the right to cancel the negotiation if deemed to be in the
best interests of the Judiciary.

Page 28 of 58



Vermont Judiciary
Court Security Surveillance Video and Duress Alarm Upgrade Request for Proposal, version 1-1

6.2 Approach

Vendors must provide a succinct narrative of their proposal that meets or exceeds the Judiciary’s Scope
of Work, including key benefits and possible drawbacks. As mentioned previously in section 4 Vendor’s
work, deliverables defined herein, and the resultant Solution must be informed by the Judiciary’s
requirements, as defined in “Appendix F — Judiciary Requirements”. Vendor Approach responses are to
be provided using “Appendix J — Implementation Approach” and must provide a response to the work
defined in section 4.2 Phase 1 — Survey & Design, section 4.3 Phase 2 — Implementation, and section
4.4 Phase 3 — Maintenance and Support.

6.3 Solution Requirements, Architecture, Infrastructure, Security

Vendors must return the file referenced in Appendix F — Judiciary Requirements, worksheet “01-
RequirementsPublic” indicating their response to each requirement.

Vendors must return a response to section 4.7 Hardware and Software.
Vendors must return a response to section 4.9 Open Standards.

Vendors must return a response to section 4.10 Proposed Architecture.
Vendors must return a response to section 4.12 Hosted System Requirements.
Vendors must return a response to section 4.13 Application Security Standards.
6.4 Security Questionnaire

Vendors shall provide a self-assessment regarding their organization’s maturity with information
security and risk management practices (note: Vendors who are responding to this RFP and considered
resellers, should provide answers for their organizations and answers for their OEM partners. Vendors
who are responding to this RFP and are the manufacturers of the hardware/software should respond
to the OEM column of the questionnaire.)

Vendors must return their version of the file referenced in “Appendix H — Security Questionnaire”.
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6.5 Professional Services Requirements

Vendors must provide a detailed description of their methodologies regarding project management
and control, quality assurance, delivery of education and training, cost control, successful scheduling
and maintenance and support.

This section shall be responsive to sections 4.6 Support and Training, 3.0, “Project Management”.
Vendor shall also include a proposed work schedule to accomplish all work within the desired timeline.

Responses must address:
1. Implementation approach.
2. Project management approach.
3. Quality assurance approach, including vendor and Judiciary responsibilities and issue
management process.

4. Support.

5. Operations.

6. Training.

7. Expectations of Judiciary staff.
6.6 Licensing

Vendor’s solutions are to be licensed to the Judiciary, for use in its internal operations. Vendors shall

provide details of any proposed licensing. The Judiciary will require negotiation of Vendor standard
forms.

6.7 Education and Training

Vendors shall indicate the level of education and ongoing training to be provided to Judiciary related
the proposed Solution. If Vendors propose an on-premise solution/approach, this training should be
sufficient to allow the Judiciary to effectively manage the solution from a functional and technical
perspective, and to perform all required operations-type diagnostics. The following information should
be provided:

* Adescription of vendor’s education and training philosophy.

* Adescription of the level of education and materials offered, including tables of contents and
training materials.

* Adescription of the training program overall and what will be provided on-site in Vermont
versus online or through some other medium.

6.8 Corporate Background

Vendors shall provide details of the company, including company size and resources, details of
corporate experience relevant to the proposed project, and a list of other current or recent Judiciary
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projects. If the Vendor intends to use subcontractors, the Vendor must identify in the proposal the
names of the subcontractors and the portions of the work the subcontractors will perform.

6.9 Qualifications and References

Vendors must describe the experience of their firm in completing similar projects. Vendors must
provide their experiences using “Appendix | - Vendor Experience”.

6.10 Vendor Team

Vendors must provide a description of the organization of the proposed team, with named individuals
for key roles. For those vendors considering a teaming approach to this RFP, there should be one party
who is in the role of prime contractor.

Vendors must provide a description of their complete team, including their title, professional
background, qualifications, experience with similar projects, location and availability for on-site
meetings, an up-to-date resume, and indication of their relationship to the Vendor (e.g., full-time
employee, consultant, subcontractor).

6.11 Financial Requirements

The Vendor shall provide financial information in such a manner that the Judiciary can reasonably
formulate a determination about the stability and financial strength of the organization. This must
include but not be limited to company size, organization, date of incorporation, ownership, number of
employees, revenues for the last fiscal year, and, if available, audited financial statements for the most
recent 3 years. A current Dun and Bradstreet Report that includes a financial analysis of the firm would
fulfill this requirement. A Vendor can use an Annual Report as verification of financial status provided
it contains at a minimum a Compiled Income Statement and Balance Sheet verified by a Certified Public
Accounting firm. The Judiciary reserves the right to contact the accounting firm if questions arise.

As an alternative, for those Vendors unable to provide audited financial statements or Dun and
Bradstreet report, the Vendor shall provide tax returns and financial statements including income
statements and balance sheets for the most recent 3 years, and any available credit reports.

Vendors must disclose any and all judgments, pending or expected litigation, or other real potential
financial reversals, which might materially affect the viability or stability of the Vendor’s organization;
or certify that no such condition is known to exist.

Vendors must include a confidentiality statement may be included if this portion is considered non-
public information. The Judiciary may request reports on financial stability from independent financial
rating services in order to further substantiate stability.
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6.12 Quality

All products provided by the contractor must meet all federal, state, and local standards for quality and
safety requirements.

6.13 Worker’'s Compensation; State Contracts Compliance Requirement

The Department of Buildings and General Services in accordance with Act 54, Section 32 of the Acts of
2009 and for total projects costs exceeding $250,000.00, requires bidders comply with the following
provisions and requirements.

6.13.1 Self-Reporting: Workers’ Compensation; State Contracts Compliance

Requirement

* (a) (1) Bidder is required to self-report detailed information including information relating to
past violations, convictions, suspensions, and any other information related to past
performance and likely compliance with proper coding and classification of employees
requested by the applicable agency.

* The bidder is required to report information on any violations that occurred in the previous 12
months.

* This form must be completed and submitted as part of the response for the proposal to be
considered valid.

6.13.2 Subcontractor Reporting: Workers’ Compensation; State Contracts Compliance
Requirement
* Upon award of contract, and prior to the commencement of work, the successful bidder
agrees to comply with Subcontractor Reporting requirements in accordance with Act 54,
Section 32 of the Acts of 2009 and for total projects costs exceeding $250,000.00 as follows:
0 The successful bidder agrees to provide a list of subcontractors to be used on the
job along with lists of subcontractor’s subcontractors and by whom those
subcontractors are insured for workers’ compensation purposes. This
requirement does not apply to subcontractors who are only providing supplies
and are not providing labor to the overall contract or project. This list MUST be
updated and provided to the Judiciary as additional subcontractors are hired. A
sample form is included in the bid package.
O Failure to adhere to Act 54, Section 32 of the Acts of 2009 and submit
Subcontractor Reporting: Workers’ Compensation; State Contracts Compliance
Requirement will constitute non-compliance and may result in cancellation of
contract and/or forfeiture of future bidding privileges until resolved.
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6.14 Certificate of Compliance

This form must be completed and submitted as part of the response for the proposal to be considered
valid.

6.15 Workers’ Compensation; State Contracts Compliance Requirement; Self
Reporting:

This form must be completed and submitted as part of the response for the proposal to be considered
valid.

6.15.1 Workers’ Compensation; State Contracts Compliance Requirement;
Subcontractor Reporting:

This form must be completed and submitted upon award of contract, and prior to the commencement
of work.

6.16 Offshore Outsourcing

This form must be completed and submitted as part of the proposal to be considered valid.
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7 Cost Proposal
Vendors must submit a separate Cost Proposal, using the document referenced in Appendix L.
7.1 Deliverables and Milestones

Regardless of the finalized commercial terms, Vendor proposed payment schedules must account for
and be associated to deliverables (e.g., Judiciary-approved document) or tangible milestones (e.g.,
demonstrable system functionality). In addition, the Judiciary normally uses .5% to 2%s of total contract
value as an initial project funding. Also, the Judiciary normally holds 10% of total contract value until
completion of contract.

7.2 Costs of Preparation

The Vendor shall be solely responsible for all expenses incurred in the preparation of a response to this
RFP and shall be responsible for all expenses associated with any presentations or demonstrations
associated with this request and/or any proposals made.

7.3 Other Cost Components:

* Non-recurring: Vendor shall provide a list of one-time charges related to the
system/software/hardware or engagement.

* Recurring: Vendor shall include annual maintenance costs, licensing fees that are paid on an
annual basis, etc.

* Price Guarantee: Vendor is required to maintain its price for a fixed period of time.

* Maintenance Agreement: The terms of maintenance and support to be provided following
acceptance of the system/software/hardware shall be specified separately and included as a
component of the total bid price.

* New Releases: Vendor is to provide ongoing releases of proprietary software as part of the
bid price, or specify what the cost of new releases will be what triggers this requirement, and
how soon after release the system is expected to be upgraded.
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8 Award and Evaluation Factors

Awards will be made in “the best interest of the Vermont Judiciary.” The Judiciary may award one or
more contracts and reserves the right to make additional awards to other compliant Vendors at any
time during the first year of the contract if such award is deemed to be in the best interest of the
Judiciary.

The Judiciary will evaluate responses based upon overall total solution cost, fulfillment of requirements
(regardless of type), and overall Vendor performance history. The Judiciary will not consider any prompt
payment discounts terms proposed by the offeror in evaluating cost.

Evaluation Factors

Vendor Strong evidence of customer successes

Experience with similar organizations

Maturity with information security practices

Experience with similar projects

Quality of the proposal

Solution Alignment to requirements

Meets or exceeds Service requirements

Meets or exceeds Solution requirements

Meets or exceeds System requirements

Meets or exceeds Security requirements

Meets or exceeds Methodology and Practices requirements

Meets or exceeds Maintenance and Supports requirements

TCO Survey services price

Design services price

Implementation equipment and services price

Maintenance and support price

Terms and conditions
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9 Submission Instructions, Checklist

9.1 Closing Date

The closing date for the receipt of proposals is December 22, 2016 at 4pm EST. Bid must be delivered
electronically to: william.gerke@vermont.gov and matt.riven@vermont.gov. Proposals or unsolicited
amendments submitted after that time will not be accepted and will be returned to the sender.

9.2 Submission Checklist

1.
2.
3.

Cover Letter (refer to section 6.1)

Appendix J - Implementation Approach (refer to section 6.2)

Solution Requirements, Architecture, Infrastructure, Security (refer to section 6.3)
= Appendix F - Judiciary Requirements, worksheet “01-RequirementsPublic”
= Section 4.7 Hardware and Software
= Section 4.9 Open Standards
= Section 4.10 Proposed Architecture
= Section 4.12 Hosted System Requirements
= Section 4.13 Application Security Standards

Appendix H - Security Questionnaire (refer to section 6.4)

Description of all Professional Services (refer to section 6.5)

Description of Education and Training (refer to section 6.7)

Appendix | - Vendor Experience (refer to section 6.8, 6.9)

Description of Proposed Vendor Team (refer to section 6.10)

Vendor Financial Information (refer to section 6.11)

. Appendix A - Certificate of Compliance (refer to section 6.14)
. Appendix B - STATE CONTRACTS COMPLIANCE REQUIREMENT — Self-Reporting Form
. Appendix B - STATE CONTRACTS COMPLIANCE REQUIREMENT - Subcontractor Reporting

Form

. Appendix C - Offshore Outsourcing Questionnaire (refer to section 6.16)
. Appendix L - Cost Proposal (refer to section 7)

REMEMBER!

ALL NOTIFICATIONS, RELEASES AND AMENDMENTS WILL BE POSTED AT:
https://www.vermontjudiciary.org/cssvda.aspx

THE JUDICIARY WILL MAKE NO ATTEMPT TO CONTACT VENDORS WITH UPDATED INFORMATION. IT
WILL BE THE RESPONSIBILITY OF EACH VENDOR TO PERIODICALLY CHECK THIS SITE FOR THE LATEST DETAILS.
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10 APPENDIX A: Certificate of Compliance

This form must be completed in its entirety and submitted as part of the response for the proposal
to be considered valid.

TAXES: Pursuant to 32 V.S.A. § 3113, bidder hereby certifies, under the pains and penalties of
perjury, that the company/individual is in good standing with respect to, or in full compliance with a
plan to pay, any and all taxes due to the State of Vermont as of the date this statement is made. A
person is in good standing if no taxes are due, if the liability for any tax that may be due is on appeal,
or if the person is in compliance with a payment plan approved by the Commissioner of Taxes.

INSURANCE: Bidder certifies that the company/individual is in compliance with, or is prepared to
comply with, the insurance requirements as detailed in Section 7 of Appendix D: Standard State
Contract Provisions. Certificates of insurance must be provided prior to issuance of a contract and/or
purchase order. If the certificate(s) of insurance is/are not received by the Judiciary’s, Security and
Safety Program Manager, William Gerke (contact information provided earlier in the RFP) within five
(5) days of notification of award, the Judiciary reserves the right to select another vendor. Please
reference the RFP and/or RFQ # when submitting the certificate of insurance.

CONTRACT TERMS: The undersigned hereby acknowledges and agrees to Attachment C: Standard
State Contract Provisions.

TERMS OF SALE: The undersigned agrees to furnish the products or services listed at the prices
guoted. The Terms of Sales are Net 30 days from receipt of service or invoice, whichever is later.
Percentage discounts may be offered for prompt payments of invoices; however, such discounts
must be in effect for a period of 30 days or more in order to be considered in making awards.

Form of Payment: Would you accept the Visa Purchasing Card as a form of payment? _ Yes _ No
Insurance Certificate(s): Attached will provide upon notification of award
Delivery Offered: days after notice of award Terms of Sale:
(If Discount)
Quotation Valid for: days Date:
Name of Company: Contact Name:
Address: Fax Number:
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E-mail:
By: Name:
Signature (Bid Not Valid Unless Signed) (Type or Print)
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11 Appendix B: Workers’ Compensation

STATE CONTRACTS COMPLIANCE REQUIREMENT

Self-Reporting
Form1of1l

This form must be completed in its entirety and submitted as part of the response for the proposal to be considered valid.

The Department of Buildings and General Services in accordance with Act 54, Section 32 of the Acts of 2009 and for total
projects costs exceeding $250,000.00, requires bidders comply with the following provisions and requirements.

Bidder is required to self-report the following information relating to past violations, convictions, suspensions, and any
other information related to past performance relative to coding and classification for worker’s compensation. The
Judiciary is requiring information on any violations that occurred in the previous 12 months.

Summary of Detailed Information

Date of Notification

Outcome

WORKERS’ COMPENSATION STATE CONTRACTS COMPLIANCE REQUIREMENT: Bidder hereby certifies that the
company/individual is in compliance with the requirements as detailed in Act 54, Section 32 of the Acts of 2009.

Date:

Name of Company:

Contact Name:

Address: Title:

Phone Number:

Page 39 of 58




Vermont Judiciary
Court Security Surveillance Video and Duress Alarm Upgrade

Request for Proposal, version 1-1

E-mail:

Fax Number:

By: Name:

Signature (Bid Not Valid Unless Signed) * (Type or Print)

*Form must be signed by individual authorized to sign on the bidder’s behalf.
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STATE CONTRACTS COMPLIANCE REQUIREMENT
Subcontractor Reporting Form

This form must be completed in its entirety and submitted prior to the commencement of work and updated as necessary
and provided to the Judiciary as additional subcontractors are hired.

The Department of Buildings and General Services in accordance with Act 54, Section 32 of the Acts of 2009 and for total
project costs exceeding $250,000.00 requires bidders to comply with the following provisions and requirements.

Contractor is required to provide a list of subcontractors on the job along with lists of subcontractor’s subcontractors and
by whom those subcontractors are insured for workers’ compensation purposes. Include additional pages if necessary.
This is not a requirement for subcontractor’s providing supplies only and no labor to the overall contract or project.

Subcontractor

Insured By Subcontractor’s Sub

Insured By

Date:

Name of Company:

RFP/Project:

Contact Name:

Address: Title:

Phone Number:

E-mail:

Fax Number:

By:

Name:
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Failure to adhere to Act 54, Section 32 of the Acts of 2009 and submit Subcontractor Reporting: Workers’ Compensation;
State Contracts Compliance Requirement will constitute non-compliance and may result in cancellation of contract and/or
forfeiture of future bidding privileges until resolved.

Send Completed Form to: William Gerke
Judicial Branch Security and Safety Program Manager
109 State Street, Montpelier, VT 05609-070
william.gerke@vermont.gov
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12 Appendix C: Offshore Outsourcing Questionnaire

Vendor must indicate whether or not any services are or will be outsourced under the terms of any agreement with the Vermont Judiciary.
Indicate N/A if not applicable. This is required by the Vermont Judiciary but cannot be used as an evaluation criterion under Federal Law.

Services:

Proposed Service to
be Outsourced

Bid Total or Contract
Estimate

Represents what % of
total Contract Dollars

Outsourced Dollars

Outsourced Work
Location (Country)

Subcontractor

If any or all of the services are or will be outsourced offshore, Vendor are required to provide a cost estimate of what the cost would be to

provide the same services onshore and/or in Vermont.

Proposed Service to
be Outsourced

Bid Total or Contract
Estimate if provided
Onshore

Bid Total or Contract
Estimate if provided
in Vermont

Cost Impact

Onshore Work
Location

Subcontractor
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Name of Bidder: Signature of Bidder: Date:
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13 Appendix D: Standard State Provisions for Contracts and Grants

1. Entire Agreement: This Agreement, whether in the form of a Contract, State Funded Grant, or
Federally Funded Grant, represents the entire agreement between the parties on the subject matter.
All prior agreements, representations, statements, negotiations, and understandings shall have no
effect.

2. Applicable Law: This Agreement will be governed by the laws of the State of Vermont.

3. Definitions: For purposes of this Attachment, “Party” shall mean the Contractor, Grantee or
Subrecipient, with whom the State of Vermont is executing this Agreement and consistent with the
form of the Agreement.

4. Appropriations: If this Agreement extends into more than one fiscal year of the State (July 1 to
June 30), and if appropriations are insufficient to support this Agreement, the State may cancel at
the end of the fiscal year, or otherwise upon the expiration of existing appropriation authority. In
the case that this Agreement is a Grant that is funded in whole or in part by federal funds, and in the
event federal funds become unavailable or reduced, the State may suspend or cancel this Grant
immediately, and the State shall have no obligation to pay Subrecipient from State revenues.

5. No Employee Benefits For Party: The Party understands that the State will not provide any
individual retirement benefits, group life insurance, group health and dental insurance, vacation or
sick leave, workers compensation or other benefits or services available to State employees, nor
will the state withhold any state or federal taxes except as required under applicable tax laws, which
shall be determined in advance of execution of the Agreement. The Party understands that all tax
returns required by the Internal Revenue Code and the State of Vermont, including but not limited
to income, withholding, sales and use, and rooms and meals, must be filed by the Party, and
information as to Agreement income will be provided by the State of Vermont to the Internal
Revenue Service and the Vermont Department of Taxes.

6. Independence, Liability: The Party will act in an independent capacity and not as officers or
employees of the State.

The Party shall defend the State and its officers and employees against all claims or suits arising in
whole or in part from any act or omission of the Party or of any agent of the Party. The State shall
notify the Party in the event of any such claim or suit, and the Party shall immediately retain counsel
and otherwise provide a complete defense against the entire claim or suit.

After a final judgment or settlement, the Party may request recoupment of specific defense costs and
may file suit in Washington Superior Court requesting recoupment. The Party shall be entitled to
recoup costs only upon a showing that such costs were entirely unrelated to the defense of any claim
arising from an act or omission of the Party.

The Party shall indemnify the State and its officers and employees in the event that the State, its
officers or employees become legally obligated to pay any damages or losses arising from any act or
omission of the Party.

7. Insurance: Before commencing work on this Agreement the Party must provide certificates of
insurance to show that the following minimum coverages are in effect. It is the responsibility of the
Party to maintain current certificates of insurance on file with the state through the term of the
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Agreement. No warranty is made that the coverages and limits listed herein are adequate to cover and
protect the interests of the Party for the Party’s operations. These are solely minimums that have
been established to protect the interests of the State.

Workers Compensation: With respect to all operations performed, the Party shall carry workers’
compensation insurance in accordance with the laws of the State of Vermont. General Liability and
Property Damage: With respect to all operations performed under the contract, the Party shall carry
general liability insurance having all major divisions of coverage including, but not limited to:
Premises - Operations

Products and Completed Operations

Personal Injury Liability

Contractual Liability

The policy shall be on an occurrence form and limits shall not be less than:

$1,000,000 Per Occurrence

$1,000,000 General Aggregate

$1,000,000 Products/Completed Operations Aggregate

$ 50,000 Fire/ Legal/Liability

Party shall name the State of Vermont and its officers and employees as additional insureds for
liability arising out of this Agreement.

Automotive Liability: The Party shall carry automotive liability insurance covering all motor vehicles,
including hired and non-owned coverage, used in connection with the Agreement. Limits of coverage
shall not be less than: $1,000,000 combined single limit.

Party shall name the State of Vermont and its officers and employees as additional insureds for
liability arising out of this Agreement.

8. Reliance by the State on Representations: All payments by the State under this Agreement
will be made in reliance upon the accuracy of all prior representations by the Party, including but not
limited to bills, invoices, progress reports and other proofs of work.

0. Requirement to Have a Single Audit: In the case that this Agreement is a Grant that is
funded in whole or in part by federal funds, the Subrecipient will complete the Subrecipient Annual
Report annually within 45 days after its fiscal year end, informing the State of Vermont whether or
not a Single Audit is required for the prior fiscal year. If a Single Audit is required, the Subrecipient
will submit a copy of the audit report to the granting Party within 9 months. If a single audit is not
required, only the Subrecipient Annual Report is required.

For fiscal years ending before December 25, 2015, a Single Audit is required if the subrecipient
expends $500,000 or more in federal assistance during its fiscal year and must be conducted in
accordance with OMB Circular A-133. For fiscal years ending on or after December 25, 2015, a
Single Audit is required if the subrecipient expends $750,000 or more in federal assistance during its
fiscal year and must be conducted in accordance with 2 CFR Chapter I, Chapter II, Part 200, Subpart
F. The Subrecipient Annual Report is required to be submitted within 45 days, whether or not a Single
Audit is required.
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10. Records Available for Audit: The Party shall maintain all records pertaining to performance
under this agreement. “Records” means any written or recorded information, regardless of physical
form or characteristics, which is produced or acquired by the Party in the performance of this
agreement. Records produced or acquired in a machine readable electronic format shall be maintained
in that format. The records described shall be made available at reasonable times during the period of
the Agreement and for three years thereafter or for any period required by law for inspection by any
authorized representatives of the State or Federal Government. If any litigation, claim, or audit is
started before the expiration of the three-year period, the records shall be retained until all litigation,
claims or audit findings involving the records have been resolved.

11. Fair Employment Practices and Americans with Disabilities Act: Party agrees to comply
with the requirement of Title 21V.S.A. Chapter 5, Subchapter 6, relating to fair employment practices,
to the full extent applicable. Party shall also ensure, to the full extent required by the Americans with
Disabilities Act of 1990, as amended, that qualified individuals with disabilities receive equitable
access to the services, programs, and activities provided by the Party under this Agreement. Party
further agrees to include this provision in all subcontracts.

12. Set Off: The State may set off any sums which the Party owes the State against any sums due
the Party under this Agreement; provided, however, that any set off of amounts due the State of
Vermont as taxes shall be in accordance with the procedures more specifically provided hereinafter.

13. Taxes Due to the State: a. Party understands and acknowledges responsibility, if applicable,
for compliance with State tax laws, including income tax withholding for employees performing
services within the State, payment of use tax on property used within the State, corporate and/or
personal income tax on income earned within the State.

* Party certifies under the pains and penalties of perjury that, as of the date the Agreement is signed,
the Party is in good standing with respect to, or in full compliance with, a plan to pay any and all
taxes due the State of Vermont.

* Party understands that final payment under this Agreement may be withheld if the Commissioner
of Taxes determines that the Party is not in good standing with respect to or in full compliance
with a plan to pay any and all taxes due to the State of Vermont.

* Party also understands the State may set off taxes (and related penalties, interest and fees) due to
the State of Vermont, but only if the Party has failed to make an appeal within the time allowed by
law, or an appeal has been taken and finally determined and the Party has no further legal recourse
to contest the amounts due.

14. Child Support: (Applicable if the Party is a natural person, not a corporation or partnership.)
Party states that, as of the date the Agreement is signed, he/she: a. is not under any obligation to pay
child support; or is under such an obligation and is in good standing with respect to that obligation; or
has agreed to a payment plan with the Vermont Office of Child Support Services and is in full
compliance with that plan.
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Party makes this statement with regard to support owed to any and all children residing in Vermont. In
addition, if the Party is a resident of Vermont, Party makes this statement with regard to support owed
to any and all children residing in any other state or territory of the United States.

15. Sub-Agreements: Party shall not assign, subcontract or subgrant the performance of this
Agreement or any portion thereof to any other Party without the prior written approval of the State.
Party also agrees to include in all subcontract or subgrant agreements a tax certification in accordance
with paragraph 13 above.

16. No Gifts or Gratuities: Party shall not give title or possession of anything of substantial value
(including property, currency, travel and/or education programs) to any officer or employee of the
State during the term of this Agreement.

17. Copies: All written reports prepared under this Agreement will be printed using both sides of the
paper.

18. Certification Regarding Debarment: Party certifies under pains and penalties of perjury that, as
of the date that this Agreement is signed, neither Party nor Party’s principals (officers, directors,
owners, or partners) are presently debarred, suspended, proposed for debarment, declared ineligible or
excluded from participation in federal programs, or programs supported in whole or in part by federal
funds.

Party further certifies under pains and penalties of perjury that, as of the date that this Agreement is
signed, Party is not presently debarred, suspended, nor named on the State’s debarment list at:
http://bgs.vermont.gov/purchasing/debarment

19. Certification Regarding Use of State Funds: In the case that Party is an employer and this
Agreement is a State Funded Grant in excess of $1,001, Party certifies that none of these State
funds will be used to interfere with or restrain the exercise of Party’s employee’s rights with
respect to unionization.

20. Internal Controls: In the case that this Agreement is an award that is funded in whole or in part
by Federal funds, in accordance with 2 CFR Part II, §200.303, the Party must establish and maintain
effective internal control over the Federal award to provide reasonable assurance that the Party is
managing the Federal award in compliance with Federal statutes, regulations, and the terms and
conditions of the award. These internal controls should be in compliance with guidance in “Standards
for Internal Control in the Federal Government” issued by the Comptroller General of the United
States and the “Internal Control Integrated Framework”, issued by the Committee of Sponsoring
Organizations of the Treadway Commission (COSO).

21. Mandatory Disclosures: In the case that this Agreement is an award funded in whole or in part
by Federal funds, in accordance with 2CFR Part II, §200.113, Party must disclose, in a timely manner,
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in writing to the State, all violations of Federal criminal law involving fraud, bribery, or gratuity
violations potentially affecting the Federal award. Failure to make required disclosures may result in
the imposition of sanctions which may include disallowance of costs incurred, withholding of
payments, termination of the Agreement, suspension/debarment, etc.

22. Conflict of Interest: Party must disclose in writing any potential conflict of interest in accordance
with Uniform Guidance §200.112, Bulletin 5 Section X and Bulletin 3.5 Section IV.B.
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14 Appendix E: Commodity Purchases Terms and Conditions

1. Statement of Rights: The Vermont Judiciary reserves the right to obtain clarification or additional
information necessary to properly evaluate a proposal. Vendors may be asked to give a verbal
presentation of their proposal after submission. Failure of vendor to respond to a request for
additional information or clarification could result in rejection of that vendor's proposal. To secure a
project that is deemed to be in the best interest of the Judiciary, the Judiciary reserves the right to
accept or reject any and all bids, in whole or in part, with or without cause, and to waive
technicalities in submissions. The Judiciary also reserves the right to make purchases outside of the
awarded contracts where it is deemed in the best interest of the Judiciary.

2. Responses: Responses must be submitted on, or in accordance with, forms or format requirements
provided by the Office of Purchasing & Contracting. Prices and all other information entered on the
quote, except signature of vendor, should be typed or printed for legibility. ALL
SUBMISSIONS MUST BE SIGNED.

3. Prices: Unless otherwise stated, prices are net and no charge for packing, shipping, or for any other
purpose will be allowed over and above the price quoted. Prices quoted for printing are to include
printing, binding, wrapping, and packaging. All prices are delivered F.O.B. destination, unless
otherwise stated.

4. Taxes: Most state purchases are not subject to federal or state sales or excise taxes and must be
invoiced tax free. An exemption certificate will be furnished upon request covering taxable items.
The contractor agrees to pay all Vermont taxes which may be due as a result of this order. If taxes
are to be applied to the purchase it will be so noted in the response.

5. Order of Precedence: The order of precedence for documentation will be the State of Vermont
Standard Contract Form and attachments, the bid document and any amendments, and the vendor’s
response and any amendments.

6. Substitution: Unless otherwise stated, vendors may offer substitutes to items identified by a
manufacturer's number or brand. When offering a substitution, vendor must describe any
differences and provide technical information that will assist in the evaluation. After an award is
made, substitutions are not acceptable unless authorized in writing by the Office of Purchasing &
Contracting.

7. Specification Change: Any changes or variations in the specifications must be received in writing
from the William Gerke, Judicial Branch Security and Safety Program Manager, 109 State Street,
Montpelier, VT 05609-0701, william.gerke@vermont.gov. Verbal instructions or written instructions
from any other source are not to be considered.

8. Method of Award: Awards will be made under the provisions of 29 V.S.A. § 903. The Judiciary may
award one or more contracts and reserves the right to make additional awards to other compliant
bidders at any time during the first year of the contract if such award is deemed to be in the best
interest of the Judiciary. All other considerations being equal, preference will be given to resident
bidders of the Judiciary and/or to products raised or manufactured in the State.

9. Default: In case of default of the contractor, the Judiciary may procure the materials or supplies

from other sources and hold the contractor responsible for any excess cost occasioned thereby,
provided, that if public necessity requires the use of materials or supplies not conforming to the
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10.

11.

12.

13.

14.

15.

16.

specifications they may be accepted and payment therefore shall be made at a proper reduction in
price.

Cancellation: The Judiciary specifically reserves the right to cancel the contract or any portion
thereof providing, in the opinion of its Commissioner of Buildings and General Services, the services
or materials supplied by the contractor are not satisfactory or are not consistent with the terms of the
contract.

Delivery: Responsibility for product delivery remains with the contractor until the product is properly
delivered and signed for in accordance with the Office of Purchasing & Contracting terms and
conditions. Shipments shall be securely and properly packed, according to accepted commercial
practices, without extra charge for packing cases or other containers. Such containers will remain
the property of the Judiciary unless otherwise stated. Delivered goods that do not conform to the
specifications or are not in good condition upon receipt shall be replaced promptly by the contractor.

Invoicing: All invoices are to be rendered by the Contractor on the vendor's standard bill-head and
forwarded directly to the institution or agency ordering materials or services.

Non Collusion: The Vermont Judiciary is conscious of and concerned about collusion. It should
therefore be understood by all that in signing bid and contract documents they agree that the prices
quoted have been arrived at without collusion and that no prior information concerning these prices
has been received from or given to a competitive company. If there is sufficient evidence to warrant
investigation of the bid/contract process by the Office of the Attorney General, all bidders should
understand that this paragraph might be used as a basis for litigation.

Amendments: No changes, modifications, or amendments in the terms and conditions of this
contract shall be effective unless reduced to writing, numbered, and signed by the duly authorized
representative of the Judiciary and Contractor.

Confidentiality: The successful response will become part of the contract file and will become a
matter of public record as will all other responses received. If the response includes material that is
considered by the bidder to be proprietary and confidential under 1 VSA, Chapter 5, the bidder shall
clearly designate the material as such, explaining why such material should be considered
confidential. The bidder must identify each page or section of the response that it believes is
proprietary and confidential with sufficient grounds to justify each exemption from release, including
the prospective harm to the competitive position of the bidder if the identified material were to be
released. Under no circumstances can the entire response or price information be marked
confidential. Responses so marked may not be considered.

Certification for apparel, footwear, and textiles (sweatshop prohibition): Before commencing
work on this contract, the contractor must provide certification from each supplier that meets the
requirements of 29 V.S.A. §922(a) as well as a list of the names and addresses of each supplier, as
required by 29 V.S.A. §922(b). Contractor certifies that if, at any time during the contract period,
there are changes to the information in the certification or to the list of suppliers the contractor will
promptly inform the Commissioner of Buildings and General Services of such changes.
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15 Appendix F: Judiciary Requirements

(Refer to the file attached to this RFP, named “Appendix F — Judiciary Requirements.x/sx”)

Page 52 of 58



Vermont Judiciary

Court Security Surveillance Video and Duress Alarm Upgrade Request for Proposal, version 1-1

16 Appendix G: Acronyms, Definitions and Terms

Term Description

BGS Vermont Department of Buildings and General Services
Court Site A single physical structure where court operations occur.
DIl Vermont Department of Information and Innovation

EoC Ethernet over Coax

Local Storage

Solution storage of business data such as video recordings, logs, events,
etc., that are maintained within a computing system from a given court
building.

NCSC National Center for State Courts

NVR network video recorder

PoE Power over Ethernet.

PM project manager

RIS Judiciary Research & Information Division
ROI Return on Investment

Security Device (SD)

A video camera or duress alarm.

Solution All computing, networking, video, audio, cabling, power, and associated
materials related to or in support of the Judiciary’s video security
services.

VMS An abbreviation for Video Management System. For the purposes of this

document, VMS is a generic reference to various system actors within
the Solution that are used to realize video management-related
functions.
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17 Appendix H: Security Questionnaire

(refer to the file attached to this RFP, named “Appendix H — Security Questionnaire.xIsx”)
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18 Appendix I: Vendor Experience

(refer to the file attached to this RFP, named “Appendix | — Vendor Experience.docx”)
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19 Appendix J: Implementation Approach

(refer to the file attached to this RFP, named “Appendix J — Implementation Approach.docx”)
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20 Appendix K: Cost Proposal

(refer to the file attached to this RFP, named “Appendix K — Cost Proposal.docx”)
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21 Appendix L: Final Report

(refer to the file attached to this RFP, named “Appendix L - Vermont Overview Final Report 01-
12-15.pdf”)
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Introduction
The mission of the National Center for State Courts (NCSC) is to improve the

administration of justice through leadership and service to state courts, as well as to courts
around the world. Through its research, consulting services, publications, and national
educational programs, the NCSC offers solutions that enhance court security, emergency
preparedness, disaster recovery, and continuity of operations based on the latest standards and
information on “best practices.”

In the summer of 2014, the Supreme Court of Vermont (the Court) submitted a proposal
to the State Justice Institute (SJI) to obtain funding to conduct security assessments of a sample
of courthouses in the state. After the project was funded by SJI, the Court subsequently
contracted with the NCSC to perform assessments on the following four courthouses in
Vermont: the Chittenden County Superior Court in Burlington; the Edward J. Costello
Courthouse in Burlington; the Washington Criminal and Family Court in Barre; and the
Washington County Courthouse in Montpelier.

In November, 2014, the NCSC assessment team conducted onsite security assessments of
each of the four courthouses listed above. The NCSC will issue detailed reports on how to
improve security in each of the four courthouses. This report contains an overview of the
observations and recommendations common to the four courthouses assessed.

The NCSC understands that the impetus for the Court to engage the NCSC to conduct the

assessments at the four courthouses was the following legislative provision:

(a) The Court Administrator with the Manager of Security and Safety shall review
current court operations and shall submit a report to the House and Senate
Committees on Judiciary and on Appropriations by January 15, 2015 with any
findings on the current operation and costs of providing security in all the State’s
courts. The report shall include any recommendations resulting from the review to
restructure such operations to result in financial savings without increasing
security risk to the Judiciary. Specifically, the report shall address:

(1) any options to reduce costs when any court is not in session; and

(2) any options to reduce costs through shared security arrangements with other
co-located State agencies.”

13

With respect to the first of the two specific items that the report is to address, “any

options to reduce costs when any court is not in session,” the NCSC has been advised that this is
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intended to address the question of whether a courthouse screening station needs to be staffed
and in operation during times when court is not in session. It is the long-standing position of the
NCSC that weapons screening stations are an essential element of courthouse security and really
provide the “first line of defense” for those who work in or visit a courthouse. Keeping weapons
out of a courthouse is imperative not only for the protection of a judge and those in a courtroom,
but it is equally imperative for the protection of employees and the public in all parts of the
courthouse as well. Court staff and members of the public can be victims of violence just as
easily as judges can. Violence can occur in other areas of a courthouse as well as inside a
courtroom. Accordingly, the NCSC cannot recommend any options for reducing costs by closing
a screening station whenever court is not in session.

With respect to the second of the two specific items that the report is to address, “any
options to reduce costs through shared security arrangements with other co-located State
agencies,” there might be opportunities to share costs with co-located State agencies that are co-
tenants within a courthouse. For example, a screening station, in order to be effective for the
court, needs to be placed at the front entrance to the courthouse. This provides a level of safety
and security for all tenants of the courthouse, not just the court. Arguably the cost of equipping
and operating the screening station could be allocated on some reasonable formula among all of
the tenants of the courthouse. However, any sharing or allocating of security costs among
tenants may reduce the cost to the court but will not likely reduce the overall cost of the security
measure.

As discussed later in this report, there may be possible efficiencies that can be gained by
improved coordination and management of security resources, but there is not likely to be any
net reduction in costs for security measures associated with any such improved coordination or
management. In fact, implementing the recommendations in the NCSC assessments reports will
likely require a significant addition in the net cost of security in these courthouses.

On balance, the four courthouses assessed by the NCSC have significant shortfalls in
available security officers compared to what the NCSC’s Best Practice guidelines recommend.
For example:

e Security officers inside the courtroom
o The courts assessed in Vermont have at most one (unarmed) officer assigned
to the courtroom during a proceeding (with an additional officer present if
there is an in-custody defendant involved).
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o According to NCSC best practices in court security, two court security
officers, who are armed, should be assigned to a courtroom whenever any
court proceeding is being held; one assigned to provide security for the judge
and one for the courtroom. An additional security officer or transport officer
should be assigned when there is an in-custody defendant involved. Unless
specifically requested by a judge, a second security officer is not ordinarily
needed for civil cases.

e Security Officers operating a screening station

o Typically only one officer operates the screening station at the assessed
courthouses in Vermont.

o According to NCSC best practices in court security three officers (at least one
of whom is armed) should be assigned to operate a public screening station:
one officer to operate the magnetometer, one to operate the x-ray imaging
system, and one to handle problems.

e Security Patrols

o There are no regularly assigned security patrols in and around the courthouses
assessed in Vermont.

o According to NCSC best practices in court security, there should be regularly
assigned patrols by security officers both inside and around the perimeter of a
courthouse.

It is clear that in order to provide a degree of security within the courthouses
recommended by the NCSC best practices in court security, additional security officers will
ultimately be required.

For informational purposes, the Vermont Judiciary has advised the NCSC that in order to
provide front-door screening and courtroom security across all courts, the Judiciary currently
spends: (1) approximately $2.4M for sheriffs and private security; (2) approximately $1.2M for
salary and fringe benefits for 21 state employee court officer positions; (3) additional variable
expenditures for temporary court officer employees as needed; and (4) ad hoc operating
expenditures for equipment. The Judiciary further advises that hourly rate increases for the
sheriffs have been sporadic over the past decade.

To varying degrees, each of the four courthouses that the NCSC assessed has some good
elements in place in the way of basic security measures, such as duress alarms. More
importantly, there is a strong commitment on the part of leadership in the Vermont Judiciary to
the fundamentals of courthouse security and to put in place effective measures in the pursuit of
sound courthouse security. Improvements in security are indeed needed in the four courthouses,
and unfortunately there may be limited funding available to meet these needs. Sensitive to the

funding constraints faced by these Vermont courts, the NCSC assessment team has
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recommended measures to improve security that can be implemented with little or no funding, as
well as those measures that will require additional funding. While in some instances there may
be opportunities to use existing security resources more effectively, the NCSC assessment team
did not identify any opportunities to reduce the current level of funding dedicated to security in
any of the four courthouses.

It is also important to emphasize that the NCSC assessment team observed only the four
courthouses identified above. The NCSC assessment team is not able to determine how
representative these four courthouses are of all the other courthouses in the state of Vermont.
Accordingly the NCSC assessment team urges caution in making any statewide inferences with
respect to the observations and recommendations contained in its assessment reports of the four
courthouses.

This overview report discusses the major security challenges faced in most if not all of
the four courthouses that the NCSC assessment team assessed. The issues presented in this
report are prioritized by first placing them into one of the three following categories according to
cost and time required to implement the recommendation:

Category A: Items that can be accomplished relatively quickly with little or no cost.
Category B: Items that will entail a moderate amount of cost and time to implement.
Category C: Items that will require a more significant amount of cost and time to
implement.
Within each of these three categories, the items are prioritized according to the risk management
involved, with those items posing the most risk for the courts listed first.

Of major concern to the NCSC is that there are instances in some of the courthouses
assessed where the screening stations are always not effectively equipped, staffed or operated—
effective screening that could prevent weapons from being brought into the court areas of any of
the four courthouses. Until such time as effectively staffed and operated screening stations are in
place, these courts remain vulnerable. Absent effective weapons screening as “a first line of
defense,” other security recommendations set forth in the reports become that much more critical

to implement.

National Center for State Courts, January 2015 4



Overview of Courthouse Security Assessments
Vermont Supreme Court Final Report

Category A: Items that can be accomplished relatively quickly with little or no
cost.

Issue #1: Need for a Courthouse Security Committee

There is no security committee in place in any of the four courthouses. Without such a
committee, it is difficult, if not impossible, to properly assess and address the myriad of security
challenges facing the leadership of the courts. A formalized interagency security committee
would provide a means for the courts, the prosecuting attorney’s offices, county officials, sheriff
deputies, and other judicial stakeholders to take a more comprehensive and structured approach
in addressing matters of security in each of the courthouses.

A court security committee should be in place to meet regularly and to exercise rigorous
oversight on all matters relating to security and emergency preparedness within the courthouse.
Further, the committee needs to work according to an action planning process where items are
presented, discussed and placed in a “Who Does What By When” format in order to make sure
progress and implementation are achieved. The purpose of the committee is to improve
communication and cooperation in the provision of court security. The committee should meet
regularly and appoint task force members that are chaired by a committee member. In order to
effectively move the committee’s agenda along, meetings should be conducted according to an
effective action planning process.

Recommendation: A court security committee should be established in each
courthouse to take a comprehensive and structured approach in addressing
matters of security. To achieve real progress in making their respective
courthouse more secure, members of each of the court security committees
must meet, candidly discuss the concerns identified in their respective NCSC
assessment report, and then agree on how to develop appropriate action
plans for implementation.

Note: The NCSC has been advised that the Vermont Supreme Court is in the process of
mandating the establishment of a security committee in each court location.

Issue #2: Establishing Clear Lines of Authority

There is some confusion about “who is in charge” of security within the courthouse.
There are at least two separate organizations providing security services for each courthouse: (a)
court officers employed by the state, and (b) deputies employed by the county sheriff. (In one of

the courthouses there is a third security provider — an employee of a third party contractor.)
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Sheriff deputies are certified law enforcement officers; they are armed and uniformed. Court
officers are not armed and typically wear black blazers.

To fully implement the recommendations in the NCSC assessment reports, important
decisions will need to be made about which type of security officer should be assigned to which
duties. There may be an opportunity to explore ways to gain efficiencies in how officers are
assigned. Examples of this might include assigning other, non-courtroom, duties to court
officers when court is not in session, or varying the staffing levels at screening stations during
peak vs. non-peak hours. However, improved management and coordination of duties between
the different organizations may only serve to limit the need for additional resources; improved
management and coordination will not eliminate the need for additional resources. In order to
fully implement the NCSC assessment team’s recommendations with respect to the proper
staffing of courtrooms, screening stations, command centers, and patrol duties in and around the
courthouses, a net increase of security officer resources will most likely be needed.

Recommendation: Under the auspices of the newly established court security
committee, an effort should be made to:
e Establish clear protocols, clarifying the duties and responsibilities of
each of the security providers.
e Explore ways of improving the management and coordination of
security officer resources.
e Determine and advocate for the increased security officer resources
needed.

Issue #3: Policies, Procedures and Training

There are two crucial factors to consider with respect to security policies and procedures
for courthouses. The first factor is that such policies and procedures do exist. This means that
those in authority have given these matters proper thought, that concepts of best practices have
been taken into account, and that an effort has been made for consistency in security matters
throughout the system. The second is how such policies and procedures become a living reality
and are practiced. Staff who are properly trained on well-publicized policies and procedures will
know precisely what to do in case of an emergency or critical incident.

There are little if any formal written court security policies or procedures for the four
courthouses. Court staff are are not regularly trained in emergency response. There are no

regular drills for such matters as building evacuation, active shooter, building lockdown, etc.
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Although there may be an occasional training session offered, very little periodic formal
training of judicial officers or court staff takes place with respect to security and emergency
management. A formal court security training program greatly improves courthouse security.
For example, court staff need training in how to deal with an angry customer, how to diffuse
volatile situations, and self-defense training, to name a few.

Deputies on duty at the courthouses may receive law-enforcement training and
certification. However, neither they nor court officers receive ongoing formal court-specific
training; training with respect to court security is largely on the job. They do not receive formal
training, for example, on such topics as: how to deal with highly emotional people whose lives
are affected by trials; what specifically to look for during proceedings inside a courtroom; and
what specific procedures to follow when operating a screening station.

Recommendation: The court security committee should set a goal to
establish a comprehensive set of policies and procedures on all important
issues pertaining to courthouse security and emergency preparedness.
Policies and procedures should be published and made available to everyone
working inside the courthouse at the appropriate level of detail, depending
on job responsibilities.

Recommendation: Emergency and evacuation drills to negative events
should be conducted regularly. Judges and court staff should have
designated areas to congregate outside away from the courthouses after they
evacuate.

Recommendation: The courts, through their court security committee,
should take an active role in establishing a formal court security training
program for all court employees.

Recommendation: Deputies and court officers should receive court-specific
security training on a regular basis. Training should be cohesive and
comprehensive with a wide range of pertinent subject matter, including
threat assessment and the protection of judges and their families.

Issue #4: Line of Sight Issues

In each of the four courthouses there are various locations (e.g., courtrooms, chambers,
jury deliberation rooms, secure hallways) with windows that afford a line of sight into the
courthouse from neighboring apartments and office buildings. There are either no coverings
(e.g., blinds) on these windows, or the coverings are left in an open position. This creates an

enhanced opportunity for a tragic incident (e.g., the shooting of a judge and injury to a court
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employee through a chambers window in June 12, 2006 in Reno, Nevada). Further, uncovered
windows in a courthouse can create a silhouette effect in the evening when (particularly
chambers) lights may be on, making the occupants an easy target for some wanting to do harm.

Recommendation: Coverings should be installed on all windows that afford
a line of sight into the courthouse from neighboring buildings. The
coverings, when installed, should always be positioned to let light in but to
obscure any possible view into the courthouse areas from the outside.

Category B: Items that will entail a moderate amount of cost and time to
implement.

Issue #5: Closed Circuit Television (CCTV) Cameras

CCTYV cameras in courthouses provide an effective security measure that can serve as a
deterrent to disruptive or violent behavior. Further, when digital video images are recorded and
retained for a period of time, CCTV cameras can be an effective tool to apprehend and convict
anyone committing a crime.

There are serious deficiencies in the CCTV camera systems available in the four
courthouses. First, there is an insufficient number of cameras in each courthouse; cameras are
not located in all recommended areas. Second, many of the cameras currently found in the
courthouses are old, analog cameras that provide less than clear images.

Recommendation: Additional CCTV cameras should be installed as
recommended in each of the four courthouse reports. Peripheral equipment
(e.g., recording devices) should be installed so that there is a viable updated
CCTYV camera system in place for the courthouse. All video images of court
areas should be monitored and should be recorded and retained for at least
ten working days.

Issue #6: Command Centers

A command center is the central location within a courthouse where security equipment
is monitored and responses are managed. Without a properly equipped and adequately staffed
command center, the necessary and vital technological tools for court building security (e.g.,
closed circuit television (CCTV) cameras, duress alarms, and intrusion alarms) cannot be utilized
or monitored in a successful manner. An effective command center should include the
following: CCTV monitors, a duress and intrusion alarm monitoring panel that indicates the

location of the activation, a fire alarm panel, and communication equipment (radio
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control/telephone). Dispatch and recording equipment that is easily accessible should be part of
the command system.

The command centers for the four courthouses may not in all cases be adequately staffed
or fully equipped.

Recommendation: A properly equipped and staffed command center should
be established at each of the four courthouses. All the required monitoring
equipment should be located in one secure area. The Center should be
sufficiently staffed so that each officer can be rotated away from the
monitors every 45 minutes, in order to avoid ‘“snow-blindness” caused by
continuous viewing of monitor screens.

Issue #7: In-custody Detention Center at Barre Courthouse

Although not an issue common to the four courthouses, a discussion concerning
the detention center in Barre for in-custody defendants is included in this overview report
because of the serious threat it poses to security and safety of judges and court staff in the
Barre courthouse. The detention center is located in the secure back hallway on the first
floor of the courthouse. This secure back hallway is used regularly by judges and court
staff. In-custody defendants are brought into the courthouse through a back door and are
then escorted about forty feet down the secure hallway into the detention center, which is
sandwiched between a courtroom and administrative offices. There is a glass front to the
detention center through which in-custody defendants can observe judges and court staff
walking by. This is a crowded, congested area that exposes judges and court staff to a
significant risk of contact and potential assault by an in-custody defendant.

Recommendation: Ideally, the detention center should be eliminated and
replaced by a new exterior detention center adjacent to the sally port. If this
is not feasible in the foreseeable future, then the following intermediate steps
should be taken:

e A CCTY camera should be installed in the secure back hallway.

e A strobe-light system should be installed to alert judges and staff
whenever an in-custody defendant is about to be escorted into or out
of the detention center.

e The glass front of the detention center should be replaced with an
opaque wall.

e A viewing port should be installed into all doors leading into the
secure hallway.
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Issue #8: Exterior Lighting around Courthouses

The NCSC assessment team observed that the infrastructure for lighting around the
exterior of the four courthouses is minimally adequate for purposes of security. The adequacy of
exterior lighting seemed to be a particular concern for court staff interviewed by the NCSC
assessment team. Good lighting is one of the most cost-effective measures that can be taken to
improve security in and around a courthouse.

Recommendation: A thorough review of all exterior lighting should be
conducted to determine specifically where lighting can be improved.
Lighting should be upgraded using energy-saving, high-intensity sodium
lights, and other repairs should be made as required.

Category C: Items that will require a more significant amount of cost and time to
implement.

Issue #9: Weapons-screening Stations

A properly staffed and equipped weapons-screening station is the “first line of defense”
in terms of courthouse security. If there is not an effective means of keeping firearms and other
dangerous weapons out of a courthouse, then those who work in or visit a courthouse cannot
have reasonable assurance that they will be safe from harm.

There are some deficiencies in the screening stations at the four courthouses assessed. In
some cases there may be an inadequate number of staff assigned to operate the station. Also, the
station staff may not be properly trained; necessary screening equipment may be absent, old, or
not kept properly calibrated. Finally, as a general rule, there are not adequately documented

policies and procedures to govern the proper operation of the station.

Recommendation: All screening stations should be properly staffed and
equipped, and are operated in accordance with adequately documented
policies and procedures.

Issue #10: Security Officers in the Courtrooms

Security within courtrooms is the responsibility of court officers employed by the state
court system. These court officers are unarmed. In-custody defendants are escorted to the
courtroom from detention centers by sheriff deputies. Additional court officers or sheriff

deputies may also be present in court when requested by a judge as special circumstances
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warrant. However, as a regular matter, only one unarmed court officer is in the courtroom
during court proceedings.

As discussed above under Issue #2, the need for additional security officers may be
mitigated by additional efficiencies in the coordination and management of security officers.
However, the need for additional officers may only at best be mitigated, not eliminated. In order
to fully implement the NCSC assessment team’s recommendations with respect to the proper
staffing of courtrooms and other areas, a net increase in the number of security officers will most
likely be needed.

Recommendation: According to NCSC best practices in court security, two
court security officers, who are armed, should be assigned to a courtroom
whenever any court proceeding is being held; one assigned to provide
security for the judge and one for the courtroom. An additional security
officer or transport officer should be assigned when there is an in-custody
defendant involved. Unless specifically requested by a judge, a second
security officer is not ordinarily needed for civil cases. The judge determines
the need based on the risk involved in a particular case. An additional
security officer should be assigned for all high-visibility trials. All security
officers assigned to a courtroom should use a triple-retention holster and
should undergo formal training on courtroom-specific security procedures.
The presence of armed and properly trained security officers in the
courtroom is an important goal that the courts in each county should strive
to achieve over time.

Issue #11: Public Transaction Counters

Public transaction counters present inherent risks for court staff. Members of the public,
with whom staff need to deal, can become frustrated and angry at times. There is the potential
for court staff to feel the brunt of that frustration and anger to the point of physical violence.
Three basic security measures that should be in place at every public transaction counter in every
courthouse are:

1. A 24-36 inch high polycarbonate (e.g., Plexiglas™) type protective barrier on the top
of the counter.

2. A CCTV camera at the back of the counter capturing the faces of the public
transacting business at the counter.

3. One or more duress alarms within easy reach of staff.

All of the public transaction counters in each of the four courthouses are deficient in one
or more of the three basic security measures that should be in place at every public transaction

counter in every courthouse.
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Recommendation: Polycarbonate (e.g., Plexiglas™) barriers, CCTV
cameras, and duress alarms should be installed at the public transaction
counters in each courthouse, as specifically noted in the individual
assessment reports.

Conclusion
The leadership at the Supreme Court and at the courts in the four assessed courthouses

are to be commended for their interest in improving court security. The Court Security
Committee, as recommended by the NCSC, needs to institute a thorough and systematic process
in each courthouse for prioritizing all of the recommendations in the security assessment report
for its courthouse. Such prioritization should take into account the risks involved by inaction and
also the cost-effectiveness associated with implementation. Those items that pose the greatest
risk to the courts and those items that can be implemented with little or no cost should be given
high priority. Planning should be undertaken immediately to implement all recommendations
contained in the individual reports, to include a longer range budget strategy for those items that
require a significant level of cost.

Operating a courthouse today is by its very nature a risky business. Day in and day out,
courthouses are visited by disgruntled and even law-breaking citizens. Moreover, courthouses
can be seen as an important symbolic target for those in our midst who wish to wreak mischief or
terror.

Security is not a one time achievement. It is a serious and continuous goal and requires
constant vigilance. Further, it must be a number one priority, every single day, for all those
interested and involved in the process. The risks involved in courthouse operations are great and
varied, and they can never be eliminated. But with proper attention and care, they can be
minimized. Taking meaningful steps toward full implementation of all of the recommendations

contained in each of the four NCSC assessment reports will help the courts minimize the risks.
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