Area Safety and Security Action Plan

Agency of Administration
Department of Buildings and General Services
Office of State Security Programs

Area-Wide Safety/Security Action Plan






Table of Contents

TITLE

Response to Emergencies Situations/incidents

BIOLOGICAL SPILL RESPONSE

BOMB THREAT

BOMB THREAT CHECKLIST

CHEMICAL BIOLOGICAL RADIOLOGICAL AND/OR NUCLEAR
INCIDENT CBRN

CIVIL DISTURBANCE

EARTHOUAKE EMERGENCY

ELEVATOR MALFUNCTION

EVACUATION PROCEDURES

EVACUATION PROCEDURES 1T AFTER THE IMPACT

FIRE EMERGENCY

FLOOD OR WATER EMERGENCY

HAZARDOUS MATERIAL SPILL

MAIL HANDLING

MEDICAL EMERGENCY

PANIC ALARMS /BUTTONS

POWER FAILURE

SUSPICIOUS FUMES

SUSPICIOUS PERSON, HOSTILE INTRUDER, HOSTAGE/WEAPONS
SITUATION (RESPONSE TO)

TORNADO EMERGENCY

WEATHER EMERGENCY (DECLARED)

WORKPLACE VIOLENCE

COMMUNICATION PLAN

COMPUTER, INTERNET & INFORMATION SECURITY
PARKING REGULATIONS IN STATE OWNED PARKING LOTS
STATE EMPLOYEE IDENTIFICATION CARD
TRANSPORTATION, PERSONAL & PUBLIC

VEHICLE TROUBLE

VIDEO -MONITORING EQUIPMENT , USE OF

Responsibilities i Emergency Response Personnel & Employe es

EMPLOYEES RESPONSIBILITIES

EMERGENCY BUILDING CONTACT INFORMATION

INCIDENT RESPONSE TEAM (IRT) RESPONSIBILITIES
SAFETY AND SECURITY COORDINATORS RESPONSIBILITIES
SAFETY WARDEN RESPONSIBILITIES

SAFETY WARDEN CHECKLIST




ACRONYMNS

ASSEMBLY AREA, EMERGENCY

BUILDING FLOOR PLAN

DEFINITIONS

DI SASTER EMERGENCY, STATEOGS RESPC
EMPLOYEE INFORMATION FORM

EXIT INTERVIEW CHECKLIST

NATIONAL INCIDENT COMMAND REFERENCES

THREAT LEVEL T GREEN, BLUE, YELLOW, ORANGE, RED




DEFINITIONS

Safety and Security Coordinatomhe Safety and Security Coordinat8SQ is designatedby a

Secretary or Commissioner and will represent the Agency or agencies within a geographical area or
building. TheSSCwill have decision making authority, in consultation wittanagementSecretary
and/orDepartmenheadsand the Officeof State Security Programs, concerning emergency procedures
as identified kin the ASAP.

AlternateSafety and Security Coordinatdrhe AlternateSafety and Security Coordinat@SSQ is
designated by a Secretary or Commissioner and will represent &megr agencies within a
geographical area or building. Th&BCwill have decision making authority (in the absence of the
SSQ, in consultatiorwith managementSecretary and/or Department heads and the Office of State
Security Programs, concerning exgency procedures as identified kin the ASAP.

Safety WardensSafety Wardenare appointed by theBafety and Security CoordinasofSSQ or
volunteer. They coordinate, educate and act as a liaison between securitynanilers.

AlternateSafetyWarden: AlternateSafety Wardenare appointed by theBafety and Security
Coordinatos (SSQ or volunteer. They coordinate, educate and act as a liaison between security and cc
workers when th&afety Wardeis absent or requires additional assistance.

District Facility Manager District Facility Manage(DFM ) provides oversight d?lant Maintenance
Supervisors, skilled, serskilled and unskilled employee$ each state owned building within his/her
district Facilities include buildings, grounds, and rethsupport systems.

Incident Response TeanMembers of management and/or staff appointed and trainegpond to all
emergency situations within their facility in support of the SSC.

Disaster Recovery Tear&ffective disaster recovery requires a teamordinated approach. Personnel
involved in disaster recovery planning and response are: Designated Essential Employees, Senior
Teams, Finance, Division Business Offices, progaaiministrators and

Safety and Security Coordinators (SSC), infation technology personnel, mail and

supply personnel, risk management personnel, telecommunications personnel, security
personnelDistrict Facility Managerss mer gency Oper ations Center os
employees aglentified.

Safetyand Security WorkplacBommittee A Safety and Security Workplace Committea key
element to achieving continuous improvement in a safety and security. The purpose of a safety and
security committee is to regularly bring workers ama@hagement together in a Radversarial,
cooperative effort to promote safety and security in the workplace. The committee assists the manage
and makes recommendations for change regarding safety and security issues. The commtege's pri
focus is to detect and correct workplace hazards.
¢ The specific functions of the safety committee are to:

e Detect hazards;

¢ Analyze and solve problems; and

¢ Assist in the management of safety and security.

¢ The specific duties of the safety commétinclude:
e Facilitate cooperation between mranagemenrdnd employees in initiatingleveloping,carrying
out and monitoring measures designed to ensurecthi¢gh, safety and welfare of employees;



¢ Assist in the resolution of safetynd securityssuesat theworkplace;

¢ Assist in the formulation and dissemination (in appropriate languagps)icks, practices and
procedures that promogesafe and secureorkplace;

¢ Assist with the development of accident and investigative reporting procedndes;

¢ Advise the employer on any proposed or actual changes to health angehdatg,practices and
procedures at the workplace.

e Committees may also carry out additional duties specific to their own organizations.



IMPORTANT INFORMATION TO KNOW
EMERGENCY BUILDING CONTACT INFORMATION
Osgood Building
Waterbury, Vermont

REMEMBER: YOU MUST FIRST DIAL An90 FROM A STATE
(example: 9-555-1234)
BUILDING:
Safety and Security Coordinator (SSC) Office
POC Position | Office Office Cell Email
BGS:
POC Position | Office Office Cell Email
Montpelier: Security 8280777
24/7 Office BGS

Department of Human Resources: 828-3491
Emergency number for Human Resources: 800-644-4402

EMERGENCY:

Police Department 911
Fire Department 911
Vermont State Police 911
Security Office 828-0777

AGENCY/DEPARTMENT EMERGENCY INFORMATION LINE:
Emergency Information Line 800-644-4402

ASSEMBLY AREA:
(for temporary building closure: safe distance from your building but within walking distance)

ALTERNATE WORK LOCATION:
(In the event your building is closed - report to this location. If a location is not designated, contact your Safety
and Security Coordinator (SSC)/supervisor for instructions.)




SAFETY WARDENS FOR YOUR OFFICE

Safety Rm/Location| Floor Office Cell Email
Warden telephone
ASAP ON-LINE:

The ASAP On-Line website is located on the BGS Security Web page
http://www.bqgs.state vt us/security/forms/BGS -SEC-Vermont -ASAP -Manual.pdf



EMPLOYEES RESPONSIBILITIES

The success of the Agency-Wide Safety/Security Action Plan (ASAP) relies upon each and every
employee, regardless of rank or physical location, to respect and become familiar with the safety,
security and emergency response procedures of their Agency or Department. The following
responsibilities should be viewed as standard response and awareness guidelines for all employees
at all locations:

Employees at all buildings shall:
ASupport and be familiar with the safety and security procedures known as the Agency-wide
Safety/Security Action Plan (ASAP).
ATreat every alarm as a real event.
AParticipate in safety and security training opportunities (e.g., mock exercises such as fire drills).
ABe aware of changes around your desk and work site such as suspicious persons and packages
and take appropriate action.
AEscort visitors to and from your office area to the reception area.
ADisplay your building identification badge(s) at all times.
ABe reminded that depending on security risks, packages, handbags, briefcases and other containers
may be subject to inspection.
Almmediately report lost or stolen identification badges to building security.
ABe familiar with the Al mportant Numbers to Know¢c
in an emergency.
ABe familiar with your assigned role in the event of an emergency.
AKnow your of fiAssedbly Acka(sutsigenobbuilding, but within walking distance).
AKnow your officebds alternate work |l ocation (in t
¢ During declared emergencies, call the Emergency Information line for instructions at 800-644-4402






Biological Spill Response

If there is a biological / blood spill in your facility, utilize the following proceduregpfoper
clean-up.

Immediate Procedures:

A Close doors to the affected area and pr_
A Contact the SSC.

A  Assign a person familiar with incident
and to provide them with information.

A Di s i n fimated areasavitht1@mbleach solutmmly if you are Bloodborn®athogen
trained and have the proper personal protective equipment.

Biological Spill on Body:

Remove any contaminated cl othing.
A Carefully wash the exponetgtakingeae wi t h so.
not to cause any injury or breakage to the skin.
A For contamination of mucous membr are@s (
with running water for several minutes.
A Obtain medical assistance.

Minor Cuts and Puncture Wounds (Including Needle Stick Injuries):

A Carefully wash the injury with soap and
A Obtain medical assi st anexmsue mddical e c o mme nd.
treatment for potential bloodborne illness.

Group Discussion:

A | d any bidlogigal spill incidents that have occurred in the past, how were
they handled?
A I'f a spill was to occur, who would you

the cleanup what necessary protective steps would you need to implement

to ensure/our safety?

A Determine if you or anyone in the group
A Take time to assess your PPE, det er mi

PPE- Ensure that you wear appropriate PPE for spill
cleanup.







Bomb Threat

While most threats are false or misleading and designedaptiwork or schoglthereis always
the potential that the threat is real. This protocol is intended to provide guidance to employees and manager
who may bdaced witha bomb threat.

Receipt ofa Bomb Threat

1. Inthe event of a written threat, all written materials should be collected and handled
as little as possible to preserve any fingerprints that may exist.

2. The person receiving a phone threat should make every effort to gather as much
information as possible about the caller and the suspected device.
Located ahttp://www.bgs.state.vt.us/security/forms/BGEGVermontASAP-Manual. pdf

3. The person receing the bomb threat should keep the caller on the phone as long
as possible.

4. Record every detail, including caller ID information, on what extension the call was
received, and the time of the call. Management should be notified
immediately in the everdf the bomb threat.

After the Threat has been Received

1. The receiver of the call or a-wworker should notify a supervisor, whatlen responsibléor notifying
the Safety and Security Coordinat(8SQ and calling 911.

2. The receiver of the call should immediately bring all information about the bomb threaS8Glaad
the responding police department. B®Cshould identify him/herself to law enforcement and brief the
responding officer on the current status of ti@dent.


http://www.bgs.state.vt.us/security/forms/BGS-SEC-Vermont-ASAP-Manual.pdf

Bomb Threat Management

1.Members of Security anldicident Response Teamay be asked to assist tB8C Additionally,

maintenance and custodial staff members will be contacted to assist as needed.

2.The SSChas the authority to decide: évacuate or not to evacuate, and if so, tenter the building.

The manager in charge in conjunction with law enforcement officials will assess the bomb threat to
make an informed decision about how to proceed.*

3. The decision to search and/or evacwatebe made by th&SCafter evaluating these factors:

Seriousness/Circumstances, credibility of the threat

Available resources to react/respond to the threat

Operational impact

Planned events of the day

Number of other recent unsubstantiated threatisd@rea

Whether suspicious items or packages have been observed for any period of time
The location of the threatened building

The content of the threat itself.

How detailed in nature was the threat.

S@~eoa0oTy

* The decision to evacuate a building in respdiesg bomb threat is separate and distinct from the
decision to close a building due to an emergency. The Secretary of Administration, or his/her designe
has the sole discretion to determine whether conditions warrant an emergency closing or reduced
workforce for a State building.

Evacuation/Search

1.

Without unduly delaying evacuation, employees in the affected building should gsgekbhtheir

work areas (desk, office space) for anything or anyone that looks unusual or suspicious prior to leavin
thebuilding. The employees should not touch or move anything that looks suspicious. The employee:
will exit the building and report to a poetermined meeting point and report their findings to a
supervisor, who will notify th&SG and remain at the desigted meeting place until releasedtihy

SSCor are told to reoccupy the buildityy the SSC

Incident Response Team (IRW)th the assistance of local public safety representatwlesonduct a
search of the facility and surrounding ar&earch funtions will start and end at a designated area to
account for all search team members.

Do not use radios, cell phones, padédren turn off) or elevators during a search operation.
Law enforcement will advise and assist as appropriate. It is inyethat everyone comply with any
instructions from the responding law enforcement officer(s)

as s/he assesses the potential danger and/or assists with the search.

If applicable, law enforcement/security will help secure the entrances to the bupldihipiting entry
until authorization has been given by 88C



Building Re-entry

1. The building should not be reoccupied by employees or the public until the search team has complete:
search of the building and premisexl clearance has been gilmnthe SSC

2. If employees are allowed to reoccupy the building, the employees shouldsegantheir work areas
before continuing work and immediately report anything new or suspicious.

Safety and Security Coordinator:
Incident Response Team:
Designated Meeting Points:



BOMB THREAT CHECKLIST

Calm Nasal

Angry Stutter

Excited Lisp

Slow Raspy

Rapid Deep

Soft Clearing throat

Laughter Deep breathing
Crying Cracking voice
Normal Disguised

Distinct Accent

Slurred Familiar

Squeaky Whispered

If voice is familiar, who did it sound like?

BACKGROUND SOUNDS :

Street Factory machines
Crockery Animals
Voices Clear

PA System Static

Music Local

House Long distance
Motor Booth

Office Other

Well Spoken Incoherent
(Educated) Tape

Foul Message read by
Irratio nal threat maker

Remarks




| HAVE A BOMB THREAT
CALLER ON THE PHONE

TELL THE SUPERVISOR OR
SAFETY AND SECURITY
COORDINATORS (SSC)

NOTIFY POLICE AT
9-911

STATE SECURITY AT
802-828-0777






Chemical, Biological, Radiological and Nuclear

Before anCBRNbased incident occurs, familiarize yourself with this sectionrafet tothe Disaster Recovery
plans for additional instructions.

What to do if you areexposed to a potential NBC agent

1. Do not further handle the piece or package suspected of contamination.

2. Notify Security at 8280777

3. Make sure that damaged or suspicious packages are isolagiedeand the immediate area
cordoned off.

4. Evacuate themmediate area beyond the perimeter of those exposed.

5. Make a list of all persons who have touched the letter and/or envelope. Include
contact information. Provide the list to tB&C

6. As soon as practical, shower with soap and water.

7. Place all items wm when in contact with the suspectensin plastic bags
and keep them wherever you change your clothes and have them available for law enforcement
agents.

Evacuation Procedures

1. Remain calm.

2. Cover your nose and mouth with a cloth, coffeerfilpaper towels, etc.

3. Take shallow breaths.

4. Follow the evacuation directions of yobBafety WardemndSafety and Security Coordinasor

(SSO.







Civil Disturbance

A civil disturbance is defined as the presence and rekaltiot, a protest, a physical commotion or a need for
crowd control.

Upon awareness of a civil disturbance, do the following:

1. Remain calm. Conta&ecurityand/or your Safety and Security Coordinator
do not draw any atteion to yourself.

2. SSC and/oBecuritywill establish contact with the appropriate law enforcement
unit(s) andwill provide the following information:
e Type of event:
Location:
Size of group:
|l dentity of the groupso6 |l eader(s) (i f possib
Any visible weapons:
Types of vehicles and license plate numbers:

3. Leave the immediate area of the disturbance for your own safety.

4. Keep yourself and cworkers away from the situation for their own safety.
If you are in your work area and not irethmmediate area of the situation
remain in your work area unless directed to relocate.

5. Avoid window areas; draw window blinds and keep curtains closed.

6. SSC and/oBecurity will notify your office when the situation is controlled.






Earthquake Emergency

Although earthquakes are rare in Vermdaarthquakes strike withowtarningand the major

shock is usudy followed by numerous, afteshocks, which may last for weeks or months. An
earthquake's effect on buildings will vary framilding tobuilding. Fire alarm or sprinkler systems

may be activated by the shaking. Elevators and stairways will need to be inspected for damage before
they can be used.

The major threat of injury during an earthquake is from falling objects and debris, and jnaey are
sustained while entering or leaving buildings. Therefore, it is important to remain inside the building and
quickly move away from windows, glass and free standing partitions and sh&hlescover under a sturdy
desk or table, in a doorwayy, against a inside wall until the shakingfops.

Procedures

Give DROP AND COVER command.

After shaking stops, check for injuries, and render firsifaidu are able
If ordered bySSC evacuate.

DO NOT return to building.

DO NOT light any fires.

Keep a safe distance from any downed power lines.

Stay alert for aftershocks

SSCwill issue further instructions.

NookrwhE

Drop and Cover Procedures

Inside Building
1. Get under desk or table or other sturdy furniture with back to windows.
2. If not near any furnituresit in a corner or with back against a wall with back to windows.
3. Drop to knees, clasp both hands behind neck, bury face in arms, make body as small as
possible, close eyes, and cover ears with forearms.
4. If jacketsor other norbreakableobjectsare handy, hold over head for added protection.
5. Stay away from windows, bookcases, or other heavy objects.
6. Maintain position until shaking stops.

Outside Building
1. Assume DROP AND COVER position in an open space.
2. Maintain position until shakingtops.
3. Move away from buildings, trees, overhead wires, and poles.
4. Do NOT enter building until it is determined to be safe.

If trapped inside after an earthquake:

1. Replace all telephone receivers.

2. ldentify working forms of communicatioincell phonespffice phones, etc.

3. Turn on the radio for information. A radio with bagg battery is suggested in case electric
power isdisrupted

4. Evaluate situation and coordinate actions witiwawkers and other building tenants.

5. Do not move debris or objedtst may trigger the collapse of a nearby structure.

6. Assess area for gas or liquid leaks or other hazards in your area, if hazards are located provide
location, if safe to do so, to emorkers and others in the area.



7. If power outage, do not use candles ortiégh until determined safe to do so.

8. Check for fires and extinguish fires if at all possible.

9. Power down computers and lamps. Do not turn on light switches or appliances.

10. Do not flush toilets until authorized by building management.

11.If trapped, listendr emergency evacuation teamsbove you, below you and around you.
12.Remain calm and encourage others to do the same. Help is on the way.



Elevator Malfunction

The following tips are provided in the event you are riding in an elevator that beiaties!:
1.Please remain calm.

2.DO NOT attempt or allow anyone to help you crawl out of a stalled elevator that is between
floors (i.e., when the floor of the elevator and the floor of the building are not level with one
another). The elevator could startatpany time.

3.Call for assistance by pressing the call/intercom button.

4.Provide as much information as possible concerning the stalled elevator such as:
a. Elevator number.
b. Nearest floor level if it can be determined.
c. Number of people and names of indivithuan the elevator.

5.All efforts will be made to release individuals as quick as possible. Recognize that it may take
some time for technicians to assess the situation and devise a plan to correct the problem and/or
free the persons on the elevat&levator technicians may have to enter the elevator shafts to
assess the problem.






Fire Emergency

Before a fire occurs, familiarize yourself with this section and refer to the Disaster Recovery
plans for additional instructions.

Upon discovery of a fie, take the following action

1. Pull the fire alarm. See your floor plan.
2. Proceed to the nearest stairwell and exit the building.

During evacuation, follow these fire safety procedures:

Use the stairwell exits only.

Do notuse the elevators!

Keep doorglosed, especially in the stairwells.

Do not attempt to fight the fire.

Stay lowi air is cooler and cleaner closer to the floor

If caught in heavy smoke, tak@ort breaths andrawl to escape.

Hold a wet cloth over your mouth and ndésese coffee filers, clothing, etc.

Test doordy using the back of your hahefore openingDo Notopen warm doors. Open cool doors

slowly; close quickly

if you encounter smoke or flames. Use another escape route.

9. Should your clothing catch fir®o Not Run. Stop,drop, cover face with hands and roll
until fire is out.

10. Exit the buildingi do not attempt rentry until advised it is safe to return.

N AWNE

If trapped inside during a fire emergency

1. Do notbreak windows.

2. Keep doors closed.

3. Stuff cracks around doors @rents to keep smoke out.

4. Anticipate low or no visibility' do not panic.

5. If caught in heavy smoke, takbort breaths andrawl to escape.

6. Stay lowi air is cooler and cleaner closer to the floor.

7. Hold a wet cloth over your mouth and ndsese coffee fters, clothing, etc.

8. Listen for emergency evacuation teams.

9. Remain calm and encourage others to do the same. Help is on the way.

10.Wait at a window and signal for help with a flashlight or by waving a-lgidred cloth.

DO NOT PANIC:
Stay calm during dire emergency. Several fire safety elements exist in most buildings to protect the
tenants of the building such as fire alarm/monitoring systems, sprinkler systems, etc.






Flood or Water Emergency

Before a water or flood emergency occurs, familesmurself with this section and refer to the
Disaster Recovery plans for additional instructions.

When a flood or leak is identified, take the following action

o Contact youiSafety Warden
o Contact Security at 828777
o Avoid the wet area to prevent imyuor electrical shock.

Your building management will initiate necessary repairs to restore to normal operations.






Hazardous Material Spill

Before a hazardous material spill occurs in your work area, familiarize yourself with
this section. For hazdmus spills in the community, please monitor media reports
and refer to the Disaster (Business) Recovery Plans for additional instructions.

For identifiable hazardous material spills in your work area:
¢ Learn the emergency procedures that are postedigibdeMocation.
e If procedures are not posted, contact Security or Building maintenance.

For un-identifiable hazardous material spills in your work area:
e Evacuate immediate area until hazardous material is identified.
e ContactSecurity at 8280777
e Do not dtempt clean up until experts arrive.







Mail Handling

The receipt of mail and packages are common in the normal course of ourusaigss. Although
it is unlikely that employees will receive a piece of mail that contains a biological/chemical agent o
bomb, employees should be familiar with the following information and guidelines:

What constitutes a "suspicious" parcel/letter?
The U.S. Postal inspectors identify the following characteristics that may constitute a suspicious letter or
parcel that:
¢ is unexpected or from someone unfamiliar to you
¢is addressed to someone no longer with your organization or are otherwise outdated
¢ has no return address or has an address that can't be verified as legitimate
ehas incorrect spellteng of addresseeds name or
e shows a city or state in the postmark that is a different location than the return address
e is unprofessionally wrapped with several combinations of tape used to
esecure the package aihldamdlye bwi telmd@®@abBoea dri-r@aRQudk
Del ayo
¢ is marked with restrictive endorsements, such as "personal” or "confidential”
¢ has excessive postage
e is of unusual weight
e feels rigid, or appears uneven or lopsided, have an irregular shape, sofr fpiges.
¢ has protruding wires, leakidgjuid, powder residue, strange odors or stains.
¢ Mailed bombs generally do not buzz or tick.
¢ The contents feel stuck (pressure or resistance) when attempting to remove contents from the
envelope or parcel.

What shoul d | do i ficiouspareel/ldidfi@the waE?D a s usp

1. Remain calm.

2. Gloves should be worn.

3. Do notopen the parcell/letter. Seal the mail in a plastic bag.

4. Put down thelamaged or suspicious packéyeevacuate the room and surrounding ame
immediatdy cordoned ofthe area

5. Call the SSC.
6. Ensure that all persons who have touched the mail piece wash their hands with soap and water.
What should |1 do if | 6éve OPENED a suspicious par

1. As soon as practical, shower with soap and water.

2. Do not further handle the maidlece or package suspected of contamination.

3. Put down the damaged or suspicious package(s), evacuate the room and surrounding eneaealately

cordoned off the area.

Contact the SSC

Evacuate the immediate area beyond the perimeter of those exposed.

. Make a list of all persons who have touched the letter and/or envelope. Include contact
information. Provide the list to the proper officials.

7. Place all items worn when in contact with the suspected mail piece in plastic bags and keep them

wherever you change your clothes and have them available for law enforcement agents.

SEONS



Reporting a suspicious letter or parcel:
1. SSC will contact police an8ecurityat 8028280777 Explainthat you've received a parcel in the mail that

may contain a boln biological or chemical substancolice and/or Securityill assume control and will
contact the appropriate officials.
2. Notify yourSSCwh o wi | | convey the information to your
3. The proper officials will collect the ma#ssess the threat situation and coordinate with the FBI, if necessary.
4. If necessary, Security will notify local, county and state health departments and the Vermont Homeland

Security Office.




M edical Emergency

Reporting a medical emergency

1. Notify Building Security/BuildingSafety and Security CoordinasoSSQO at
and provide the following information:
Location of injured or ill person (address, floor number).
¢ Any details available about the accident or illness.
e Name ofinjured/ill person.

2. If Building Security is unavailableadl 911 and provide the followingformation:
(Remember: you must first dial 90 from a state phone)

e Location of injured or ill person (address, floor number).
¢ Any details available about tlaecident or illness.
e Name of injured/ill person.

Take the following action In the event of a medical emergency

1. Do not move the injured or ill employee.
2. Try to make the person more comfortable. Cover with coat or blanket.

3. WITHIN 24 HOURS: Contacdthe Office of State Security Prograras802828-0777to report
the incident. For injury or accident, complete and submit an Accident/lliness Reabed on

the BGS Security Web padpip://www.bgs.state.vt.us/security/index.html






Panic Alarm/Button Protocol

Name of Office or Department(s):

Number of Panic Buttons:
Wireless:
Hard Wired:

Location of Panic Buttons:

Procedure for using/eltking out wireless panic buttons: (list what you want your staff to do)
¢ Notify supervisor of concern
Notify clerical staff of your location and that you have a panic button
e Sign the panic button out on the personnel A ou
e Or whatever criteria you \wh to use to ensure that someone is aware of the concern and the usage

| f the panic button is pushedé..here is the typi

1. The Central Station (aka monitoring company) calls the State Office Building to ensure that the buttc
h a s mednipresked accidentally.
a. If nobody answers the phone (or if the person answers but fails to provide proper identificatio
and password), the then notify the local Police Department.
The Central Station continues to call everybody on the particularstat Inotify them of the event.
The Police arrive and handle the situation as necessary.
A Supervisor in the building should notify Security at &88%4 and inform of the incident.
A Supervisor in the building completes an incident report form onlinewat.bgs.state.vt.us/security
informing Security of the incident details, etc.

ablrown

Accidental Panic Button Activation?Call the Central Station and/or local Police Department and notify.
(names and numbers heng/ account #)

Should the system be activated during an incident, the alarm system (location here) must be disarmed and tt
re-armed for future use. To do this, follow these instructions:

(instructions here)

The manager or director in charge of eaclpdement located in the building is expected to assume
responsibility for decisiomaking in case of an emergency. In his or her absence, whoever is left in charge wil
assume the responsibility of the department designee. The safety of all employekergmelsons in the

building is the highest priority.


http://www.bgs.state.vt.us/security




Power Failures

In Vermont we experience power outages occasionally. In the event of a power failure, employees are
asked to inform their Safety Warden.

When Power Fails
« Shut down equipment whicautomatically restarts when power is available.
« Disconnect equipment that runs unattended, and turn off unnecessary lights and equipment.
This will reduce the risk of power surges and other unforeseen damage or injury that could result when
the powercomes on unexpectedly.

When the Power Returns
» Reset/restart/check equipment.
« Assess and report any equipment failures to your supervisor.

Emergency Lighting
« Emergency lighting should provide enough light for a safe exit.







Suspicious Fumes

Heating/ooling/ventilation systems are powered by natural gas, propane fuel, fuel oil, wood and
electricity. Maintenance personnel perform routine maintenance checks to ensure equipment is
operational and working properly. Although infrequent, the malfunetioni of a bui | di ngos
cooling and ventilation systems may occur. Construction projects in or around a building may also

result in the creation of unknown and suspiciouses includingsewer gas, equipment exhaust and

vehicle exhaust. Although mg odors are harmless, be aware that natural gas and other suspicious

odors could be combustible and/or toxic. Employees are encouraged to take immediate action and
suspicious odors to building maintenance anséaurity.

If you smell a suspicious odortake the following action:

Inform your supervisor and leave the immediate area.

From another location, notify building maintenance and/or security ad828

Do not touch an electrical switch or use your phone.

Do not try to locate the soweg/ourself.

Do not open windows in an attempt to ventilate.

Confirmednatural gas leaks or other dangerous fumes will result in an evacuation. The SSC in
consultation with maintenance will make the call to evacuate if deemed appropriate .

ouhrwNE

Evacuation Procedures

1. Remain calm.

2. Cover your nose and mouth with a cloth, coffee filter, paper towels, etc.
3. Take shallow breaths.

4. Evacuate the area.

5. If an evacuation is called, follow the directions of ySafety Warden

Stay a Safe Distace from Building:
Remain a safe distance from the building until the SSC has determined the building is saefddo re







Suspicious PersonHostile Intruder T HostageXVeapons
Situation (Response to)

The dayto-day operations of The State require ititeraction with internal and external customers.
Employees are encouraged to be aware of their work surroundirgsykers, guests, anthexpected
persons in their work areas and to respond appropriately.

If you encounter a suspicious person in your wk area, take the following action

1. If the person appears approachabkki Can | hel p you? Are you here
If the response seems odd or vague, do not argue or continue the discussion, provide a polite
response and move oimmediately notifySecurity at 8028280777

2. If the person appears unapproachabitenot attempt to make contact. Immediately n&igurity
at 8028280777

3. If a suspicious person approaches goacowor ker , be pol it escammetns.l i st en
A nearby ceworker should immediately contaSecurity at 8028280777

4. Provide a description of the suspicious person, making note of the following:
Race (Caucasion, Black, Hispanic, Asian, Indian, Middle Eastern)
Gender (Male, Female)

Hair features (blonde/black long/short-- wavy/straight)

Facial features (glasses, mustache, beard)

Clothing (shirt color, pants color)

Location where person was last seen.

5. If safe to do so, observe, at a distance, the movement of the suspicsnrs P® not attempt to
make further contact. Security wild/l |l ocate the
building, and if appropriate, remove him/her from the building.

Suspicious Activity:

If you witness an activity at your building or imyr work area that seems abnormal and not easily
explained, share your observation with your supervisor and ri&ifyrity at 8028280777

A Hostile Intruder (s)is:

A hostile intruder is a person (s) who participates in a random or systematic &ctionstirating their intent to
harm others. The person(s) may use firearms, explosives, knives, etc. to effect mass murder rather than eng
in other criminal contact.

Hostile Intruder situations may constitute a life threatening situation. Abovead#cpyourself, and remain

calm. Other employees may look to you as a role model and leader. In the event that an intruder enters a Si
building, the following guidelines should be followed, unless doing so would present an unreasonable or
elevated rik of harm to yourself or others:



1. If you discover a hostile intruder, you should immediately di®19 andorovide
as much information as possible. If possible, also contact Seeuff28280777
2. You should NOT activate the fire alarms, as doingsdixely to causgeople to move from safety.

3. Attempt to move from open areas to a place of cover, concealmeseeunaty.

4. If outdoors, you should move inside or take cover, by crouching or dgag behindsubstantial
objects.

5. If inside, move to thelosest room, close and lock the door.

6. Turn off lights.

7. Close windows and shades/curtains.

8. Stay away from and out of sight of any doors or windows.

9. Stay calm and quiet.

10.Remain in shelter until contacted by senior staff member(s), or instructed by Sexuaty

enforcement personnel.
Interaction with Law enforcement:

Police entry into the building may or may not be announced.

PwnE

workers. Expect and cooperate with police interviews.
What if | encounter the Intruder?

1. Remain as calm and quiet aspible.

Police will be responding and reacting based on their training and the situation.
Follow all police instructions promptly andlpeany ceworkers who need assistance.
Information that you provide to law enforcement could be very important to the safety of your co

2. Observe reasonable requests by the intruder but do not volunteer anything.

If you find yourself in a hostage situation

1. Tryto stay calm.

2. Follow instructions of the hostage taker(s).

3. Speak only when spoken to.

4. Don6t make suggestions.
5.
6
7
8
9.
1

Try to rest.

. Be observant.
. Be prepared to speak on the phone, you may be forced to do so.
.Dondét be argumentative and treat

Be patient.

0.If police assault, drop to the floor and take cover undgthamg available.

If you attempt to risk an escape, ask yourself

1.

2

3.
4.

Can |1 do so quickly, quietly and above all safely?

Have | sufficiently studied the
escape?

Will my absence be noticed?

Will my escape endanger the remaining hostages?

the hostage t a

host age

A very small percentage of hostages are killed or wounded by the hostage taker.

taker 6s



Tornado Warning

Although Tornadoes are rare in Vermont in the event of a tornado warning issued by the National Weather
Senice, notification will be made advisinguilding occupants of tornagwocedures.

Tornado Watch:

The term Atornado watcho si mply meandtddehmttmeanthatdi t i on ¢
tornado has been sighted. Duringpanadowatch, employees witontinue to work. Listen for information from

building management or building security.

Tornado Warning:

A fitornado warningo indicates that a tornado has beetl
response planshould action be necessary. If a warning is in effect, the $iresds will sound for three minutes

followed by seven minutes of silence. The siren pattern will continue in this manner until the warning has been
discontinued. Liste for instructiondrom eitherbuilding management or building security.

In the event of a tornado warning, take the following action

1. Close all drapes to the outside windows and close your door behind you.
2. Follow the directions of your Safety Warden.

3. Move away fom the perimeter of the building and exterior.

4. Go to the core of the building: to stairwells, restrooms or interior offices.
5

6

If you are caught in an exterior office, seek protection under a desk.
Do notgo to the firsfloor lobby or outside oftte bulding. You are much safer insaeelframed or
reinforced concrete building than you will be on the street or in your automobile.

7. Do notget on an elevator. You can be as safe on yourflmonas anywhere else, stay in the interior
portions of hefloor.

8. Remain calm.

If evacuating after the impact of a tornado

1. Assess emergency evacuation rolitegtermine if clear, blocked or impassable.
2. If passable, open doors carefully; watch for falling objects.

3. See Procedure 9: Evacuation Procedudsier the Impact.

If trapped inside after a tornado:

Replace all telephone receivers.

Identify working forms of communicatidincell phones, office phones, etc.

Evaluate situation and coordinate actions witiwookers and other building tenants.
Do not mwe debris or objectsit may trigger the collapse of a nearby structure.
Assess area for gas or liquid leaks or other hazards.

If power outage, do not use candles or lighters until determined safe to do so.
Check for fires and extinguish fires if at atigsible.

Clean up or contain spills, excess fluids and materials immediately, if safe to do so.
Power down computers and lamps. Do not turn on light switches or appliances.

10 Identify available communication: work phones, cell phones, radios, etc.

11.Do not flush toilets until authorized by building management.

12.If trapped, listen for emergency evacuation teanabove you, below you and around you.
Remain calm and encourage others to do the same. Help is on the way.
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Weather Emergency (Declared)
A. Declaring a Weather Emergency

The Secretary of Administration (or designee) has the authority to decide on the appropriate
response in an emergency situation including those which are weather related. To reduce driving
hazards in severe weather conditiohg, $ecretary of Administration (with advice from the

Agency of Transportation, the Department of Public Safety, and the Department of Human
Resources) may decide to delay the opening of some or all State offices or facilities or to curtail
operations, fosome or all employees, earlyhis decision will be made by the Secretary of
Administration

(or designee) only, and is not a decision which Department Heads or Division Directors

are authorized to make.

B. Communicating the Weather Related Emergencyo Employees

If a delayed opening situation is directed or approved by the Secretary of Administration, Public
Safety Headquarters Dispatch will be contacted and will immediately notify local radio and

television stations and ask them to broadcast a eéelagening message as early as possible

prior to the normal commuting time of State employees. Employees should tune in to their local

radio or television stations when the weather is predicted tobe adverse. Employees may also call
theToll-free Weather Ine: 8006444 4 02 or access the Department
Reduced Workforce or Emergency Closing website:
http://www.vermontpersonnel.org/htm/closings.ptgp pertinent information.

If the decision is made by the Secretary of Administration during a workday to rétieerkforce or
curtail operations early for some or all State employees due to adverse weather, (s)he will notify the
Commissioner of Human Resources who wilkegpondble for notifying agency/department heads as
soon as possible. The electronic mail system will be utilized to stay in contact with agencies and
departments,the Tell r e e Weat her Line and Department of |
accadingly.


http://www.vermontpersonnel.org/htm/closings.php




Workplace Violence

The Agency of Administration is committed to providing all employees with work environments that are
safe, secure and free of harassment, threats, intimidation and violence. The State maintains a Workplace
Violence Prevembn Policy that igpostedn the work areas of the department. If you are unable to

locate a copy of this policy, please contact The Department of Human Resources.

Upon awareness of violence in the workplace, do the following

1. If the crisis situationnvolves an injury

e Call Security at 802828-0777who will direct emergency personnel and law enforcement
officers to the scene.

o If Security is unavailable, call 911.
¢ Notify a supervisor and/or the SSC.

2. For all other crisis situations:

e Notify a supervisor and/or SSC.

o ContactSecurity at 8028280777
(The SSC, supervisor or Security shall coordinate with law enforcement, fire, medical and other
community resources offering assistance as necepsary.

3. If not directly involved in the incidensecure your office, otherwise seek protection by lying on
the floor or barricading yourself in another secured area.

4. Always remain aware of your surroundings and move close to a door if possible.
5. Adhere to the requests of the assailant.
6. Make mental notes regarding the description and mannerisms of the assailant.

7. Remove yourself from the area when security or law enforcement arrives.






Evacuation Procedures

It is the responsibility of eademasevelmdeachee t o kno
alternate Safety Warden. Every employee also should know the evacuation plan.

Office Safety Warden:
Alternate Safety Warden:

ASSEMBLY AREA:
(safe distance from your building towithin walking distance)

If an evacuation is called, take the following action

1. Follow the instructions of your office Safety Warden and other security personnel.

2. Your Safety Wardenare those employees whearorangesafety vests during evacuations, fire

drills and other emergency actions.

3. Assist those cavorkers requiring assistance (buddy system).

4. If a coworker cannot continue evacuation due to illness or incapacitation, assume the buddy role
and seek the assistance of a Safety warden.

. Close the door of your office.

. Use the stairwells for evacuation.

. Form a singldile evacuation line and Be alert for fire personnel who use stairways to respond to
emergencies.

8. Use the handrails and staythe right in the stairwells.

9. Report to your AsgsedmblyAteads desi gnat ed

0. Call 8280777to receive ugo-date status of the situation.

~N O O1
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Remember
¢ Do notuse electronic devices (cell phones) inside buildings during bomb threat evacuations.
Do notuse the passenger elevators unless instructed to do so.
Do notreturn to your work area for any reason.
Do notrun or panic.
Do notremain near the building after exiting the building. Proceed safely to the
predeterminedAssembly Area
e Donotreturno t he buil ding until the SSC gives the i

Evacuation Assistance List

Employees with physical or medical limitations will receive special assistance during evacuations.
Employees are encouraged to complete the online form and inform youwr Baeten of your condition.

You wi |l be placed on your areal/ Safetyds Evacuat

instructions and assistance. (Blank form foungdtid://www.bgs.state.vt.us/security/forms/BGSSEC-
Vermont-ASAP-Manual.pdf )







Evacuation Procedures: After the Impact

This procedure is established to heighten empl oy
and actions to avoid in the event of an impact to their facility due to a natural disaster, fire or

explosion. Although the risk of impact is low, employees are advised to be familiar with potential
postimpact environments and recommended actions and to identify additional actions that would

be advisable in the event of impact at their respective facility.

Inside the building, immediately after an Impact

Anticipate low or no visibility due to fine particles of deldrido not panic.
Determine if anyone is hurt. Summon medical teams by calling 911

Evaluate situation. Rally and coordinate actions witlwookers & other tenants.
Assess emergency evacuation rotiteetermine if clear, blocked or impassable.
Do not move debris or objedtst may trigger the collapse of a nearby structure.
Open doors carefully; watch for falling objects.

Remain calm and encow@ others to do the same.

Noohs~wNE

If evacuating after the impact of an explosion or natural disaster

Follow emergency evacuation procedures.

Do not use the elevators.

Keep calm and encourage others to do the same.

Use great caution when exiting a building.

Be avare of broken glass and electrical damage dangers such as sparks or broken or
frayed wires when exiting the building.

Watch for falling debris; take cover under sturdy furniture; tuck and protect your head with
your arms.

7. Upon exiting the builohg, quickly move away from the building, watch for falling debris.

8. Do not return to the building or attempt teewter the building.

arwnE
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If trapped inside after an explosion or natural disaster

Listen for emergency evacuation teairabove you, below youna around you.

Anticipate low or no visibility due to fine particles of delirido not panic.

Determine if anyone is hurt. Summon medical teams.

Keep calm and encourage others to do the same.

Replace all telephone receivers.

Identify available communation: work phones, cell phones, radios, etc.

Use caution when moving about in a damaged building, be careful of broken glass.

Evaluate situation and coordinate actions wittwawkers and other building tenants.

. Do not move debris or objedtst may trigger the collapse of a nearby structure.

10 Open doors carefully; watch for falling objects.

11.Check for fires and extinguish fires if at all possible.

12.Assess area for gas or liquid leaks or other hazards in your area, if hazards are located provide
location if safe to do so, to evorkers and others in the area.

13.Power down computers and lamps.

14.Do not turn on light switches or appliances.

15.If power outage, do not use candles or lighters until determined safe to do so.

16.Do not flush toilets until authorized/lbuilding management.

17.Remain calm. Help is on the way.

©CoNokrwhE






Communication Plan

The Agency of Administration is the unit of Vermont State government that is responsible for

providing the overall administrative guidance and direction to all State agefice® Agency 6s r ol
in an emergency/disaster situation is to provide coordination, direction, and support to the responding

State agencies, as well as to ensure the continuity of State government. The Secretary of

Administration, or his designee, willalsoer ve as the | i aison to the Gove

During any emergency, the safety of all State employees is of the utmost importance. We all become
one assemblage of employees, devoid of any Agency or Department connection, working together for
the safetyof all.

Evacuation protocol:

When the alarm sounds to evacuate the buildings;

1. All State employees are to report to their designated locations to check in with their Safety
Warden.

2. SSC as well as the highest ranking State Official, on siterepidrt to the Incident Command
Center (CC) located at the XXXXX or the XXXXXX location outside the building (if evacuation is
required)

Line of succession:

1. SSC

2. First Alternate SSC

3. Second Alternate SSC

4. Senior (by rank) State Employee

State Officials If unsure who is on location, go to CC to check in.

3. Safety Wardens and their back up; please refer to the Safety Warden Responsibilities Procedure
for instructions.

4. Two Way Radio Communication:
A. Command Post tBirectors Channel 7
B.
C.
D.

The above listed twavay radio channels are for individual Division or Agency/Department
use during any emergency. Channel 7 is to be used by both the Command Center and
Directors or Ageay representatives for all direct tweay communication during any
emergency.

Incident Command Center Duties (See Annex J)
SSC
1. Represents the State of Vermontds interest in

2. Makes the initial call to DHR (828491) regarding emergency.
3. Direct communication with Directors and other



4. State Employee team leader and spokes person..
Emergency Management Liaison

1. Reports State employees concerns or emergencies to the Command Center leadership.
2. Contacts State Emergency Management Team if necessary.

3. Assists in contacting outside sources as they relate to emergency.

4. Miscellaneous Duties as they arise.

Facilities Liaison

1. Administers head count & reports results to Command Centerlbgders
2. Assists in the management of State employees and their well being.
3. Assists in facilitating emergency procedures.

4. Miscellaneous duties as they arise.



Computer, Internet & Information Security

Information secdty violations can happen anywhere to anyone. It is the responsibility of each
employee to protect the information resources we use every day. Proactive daily work habits
can help you protect the informaiti resources that State have entrusted to you.

COMPUTER GUIDELINES:
ADo not share your Outlook account and network passwords except when working with
your IT staff or staff of DII.
ADo not use simple, obvious, or predictable passwords. Passwordsheotised
include: names of relatives or pets; nicknames; days and months; repetitive
characters, etc.
ABe creative when selecting passwords. Choose passwords that are a minimum of
eight characters long from a combination of symbols, numbers, uppencds
lowercase letters.
ADo not write down your passwords, or post them on your terminal, or other obvious
places. Don't create macros or other shortcuts to record your passwords.
AChange your passwords if you suspect that any of your passwordsane tn
someone else. Notify your supervisor.
A For new employees, always change the initia
Services as soon as you receive it.
AChange your passwords frequently, at least once every month, or more often if
necessary.
ADo not use someone else's Logon ID and password. If you are having problems with
your access, contact your IT support staff.
ADo not use your access privileges to enable other individuals to access information
that they are not authorized tocass, or to submit transactions that they are not
authorized to submit.
AwWnhen leaving your workstation area, lock your computer (press CTRL + ALT + DELETE) then
click on Al ock your computer. o | f yowompuwerr kst at.
if you are stepping away from your desk, even momentarily.
AAt the end of the workday or when finished using your computer, logoff of your computer (press
CTRL + ALT + DELETE) then c¢click on Al ogoff .o
ALabel all your diskettes and CDs and stiti@se with sensitive information in a secure environment.
AcConsider electronic documents anthails that are part of official files for record
retention before erasing old files and documents.
AAll files should be stored on network drives for backupposes.
AFor state employees withWéba s ed access to the stateds compute
clearance from the DIl before accessing information using wireless,
satellite and other evolving technologies.

A Wor k wi t h nge for irStallation ot sefsvar¢. @nlyaQrgarazational IT
Specialists are authorized to | oad software o
A Assistance for the above issue is availabl e

A uedk ygtem at http://www.bgs.state.vt.us/infotech/index.htmi

INTERNET AND ELECTRONIC INFORMATION GUIDELINES:

ADo not open (i.e., view, detach or launch) suspiciems# attachments.

Alf you receive a suspiciousmail attachment, contact your BGS $Tipport staff immediately.
ADonotsendacopyver bally provide your name, the sender 6



Alf you receive an unexpected or suspiciousal from someone you know, contact the person who
sent you the attachment tenfy that they actually sent it and immediately contact Desktop Support.
ADo not configure your-enail to automatically open attachments. |f youmail program

automatically opens attachments, disengage it or contact your IT Services techniciastiorcess
AEnsure confidential or sensitive information on your servers is protected with an effective
authentication mechanism, encryption software or firewalls. Ensure your IT Services representative
knows the existence and location of confidential sewsitive information.

ADo not use the Internet, electronic mail and online services to transmit or download material that is
offensive, obscene, pornographic, threatening or racially or sexually harassing.

ADo not use the Internet, electronic mail amtiree services to disseminate or print copyrighted
materials (including articles and software) in violation of copyright laws.

ATake all reasonable precautions to prevent the inadvertent dissemination of anyone else's
information via the Internet, electric mail or online services.

ABe reminded that access to and use of the Internet, including communicationally is not

confidential. Internet access can and will be monitored. Web browsers leave traceable "footprints”
to all sites visited.

AAlso, see Cybeattacks located in this suite of safety and security procedures.

PAPER DOCUMENTS AND FILE GUIDELINES:

ADo not leave sensitive or confidential information lying around. File or dispose of sensitive or
confidential information properly and timel

AStore valuable information in a secure location such as a locked desk, filing cabinet, or office.
ALabel your files and diskettes so you can easily identify any information and store in a secure
location.

CYBER-ATTACKS

Before a technologhased igident occurs, familiarize yourself with this section and refer to the
Disaster Recovery plans for additional instructions.

DIl 6s technol ogical applications operate on a se
the likelihood of cybeattacks. Should you receive a suspiciousnail or become aware of a real or
perceived cybeattack, please do the following:

Reporting a cybeattack:

1. Do not open or further tamper with therail or your computer.

2. Report the incident to your DIl Seres technician or DIl Services at 82844.
3. Report the incident to your IT Specialist.

What is a cybeattack:

Specific types of padteintiitaild sy0 dhaamaeg i dhigf fierydretr s o L
and carry different levels of risk f@nterprises. Examples of a cyadtack include the following:
Alncidents involving computer f@Ahackers."

Alncidents involving system penetration or tampering.

AUnauthorized access to computing facilities, telecommunication (i.e., telephone, fax,

telemnferencing) and networking services (i.email) or equipment.

AUse of computing, network and telecommunication facilities for personal profit.

ADestruction or alteration of data, software and equipment.



Hackers: Computer hackers are generallinertroublemakers who engage in illegal online
activities to further their cause or belief. Targeted systems will likely be compromised and used as
staging points for cracking, distributed denials of service or other types of attacks.

Cybercrime: Cybe-crime is online criminal activity undertaken for financial gain. Cydyéne
activity is expected to rise as criminals attempt to take advantage of perceived uncertainties in
financial systems. Fraudulent online solicitations for nonexistent chaisiesppear following
tragedies.

Cyberterrorism: Cybetterrorism is a computdyased crime intended to cause loss of life or

property in pursuit of political gains. Cybtarrorist activities will likely target U.S. government
facilities as well as imbstructure centers and nongovernmental organizations such as relief agencies.
Enterprises, particularly financial institutions, public utilities, telecommunications companies, online
trading firms and €ommerce sites, are also likely to be targeted.






Parking Regulations in State owned parking lots

The parking of any vehicle, private or stat@ned, in ay parking lot shall be withiranes whenever same are
established by painted stripes or otherwise and shall conform to any and all othemdir@asted on the site.

e Parking in all areas shall be in such a marmseto provide ample room forgress to and egress from
the area to all other vehicular traffic.

e Parking at loading docks and platforms shall be restricted to commercial and otloer wehicles
while in the process of loading or unloading state commaodities.

e All persons utilizing state parking lots dugitimes of winter weather shaive due consideration to
such hazards as falling ice and snow and slippery ground conditions. feeyngioections, as may be
occasioned by snow obstruction, snow removal or other winder conditions, and by maintenance
and repair work, shall be complied with.

e Parking in state parking lots shall be limitedstateowned vehicle and tovehicles operated by state
employees or by persons actively engaged in atateities. Overnight and weekend parking shall be
limited to stateowned vehicles.

¢ In stateowned parking lots and structures under his jurisdiction, the CommissioBaidihgs and
General Services may from time to time designate and assign specific areas to certain buildings,
positions, or to certain departments or agenaget)e need may indicate.

e Use of state parking lots shall at all times be elgtaethe riskof the owner ooperator. The State of
Vermont does not ang time or under any conditicassume any responsibility for damage to or theft of
any privatelyowned vehicle in any state parking lot or for personal injury, from any cause whatsoever,
to any gerson or persons utilizing a state parking lot.

Capitol Complex

State employee parking within the Capitol Complex will be controlled through the issuing and use of parking
permits and enforcement of parking restrictions. Pargargits will be issued tony state employee who
requests a permit.

Vehicles in any lot that are determined to be in violation of the regulations may be subject to towing at the
owner 6s expense.

Vehicles in van pools, or registered car pools, such as Vermont Ride Share, avilh wesplay a BGSssued
parking permit in addition to a registered Ride Share permit.

Park and ride vehicles (individuals not working within the Capital Complex) are encouraged to park in the
parking area behind the Department of Labor buildirg @reen MountairDrive because of the limited
parking available in the Capital Complex area. Parking permits are not required to park in this lot.

Parking permits must be displayed and easily viewed on the rear view mirror boatasbf vehicle.
It is the employee's responsibility to obtain and renew parking permits and to be aware of signage that regula
parking in particular areas. The Department of Buildings and General Services will issue a reminder to upda

parking permit.

An employee will onlybe issued one permit (not multiple permits for multiple vehicles). The employee is
responsible for ensuring the permit is displayed properly in any vehicle they park in@statded lot. The



employee is also responsible for renewing their pernitaoember of each year.

Permits are good for the calendar year in which they are issued and all permits expire on December 31 of ea
year. You may obtain a new permit for the next year starting on December 1 of each year.

Parking permits can be obtathen line ahttp://www.bgs.state.vt.us/security/index.htmbr by contacting the
Security Office at 828777

Legislative Session:

Day Use Permits

A day use permit is available at the Setyu@ffice, 6 Baldwin Street or the Security Kiosk at 109 Sate
Street, for those who have business in the Montpelier Capitol Complex.

Temporary Permits

Temporary permits can be issued for Agency Secretaries, Commissioners and/or State Employees fro
out oftown. Temporary permits are issued for a specific period of time that is less than one year.
Reserved Parking

Some spaces will continue to be reserved at the direction of the Commissioner of Buildings & General
Services. Those vehicles must also displ&GS parking permit.

State Vehicles

State vehicles that display a State of Vermont license plate are not required to display a BGS permit.
Overnight Parking

Any vehicle parking overnight for an extended period of time must: (1) park in theSEage

Signs indicating that parking is by permit only and that violators are subject to tewilidpe placed

and maintained at the entrance to parking areas in the Capitol Complex.

Please note: With few exceptionseserved parking spaces and Legislator ipgrka BGS permit does not
guarantee a parking space within a specific area, but only the right to park in a controlled lot on a space
available basis. Overflow parking is available in the DET parking lot.

VIOLATIONS AND PENALTIES

Any vehicle improperlyarked or in any other manner in violation of any part of these rules and
regulations may be deemed by the Commissioner of Buildings and General Servicégeor his
authorized agents to be in violation of these regulations and subject to removal fofheighate shall
not be responsible for any costs of other expense occasioned by such removal.

DEFINITIONS

e "State Parking Lot" shall mean any paved or unpaved parcel of land, so designated, lot or structure
owned or rented by the State of Vermont and utfteecontrol and/or jurisdiction of the Commissioner
of Buildings and General Services, or that part of a leased building and its adjacent spaces as may be
under the control and jurisdiction of the Commissioner of Buildings and General Services by executiv
or other order of the administration.

e "Operator" shall mean and include every individual who shall operate any vehicle on a state parking lo
either as the owner or as the agent, employee, or permittee of the owner or otherwise, and shall incluc
those @partment heads where-called "pool cars" are available for use by departmental members.


http://www.bgs.state.vt.us/security/index.html

All vehicles in State parking lots and/or areas are expected to be parked in accordance with State Parking Rt
Vehicles may be towed which are not parked in ataoce with those rules. The Office of Security Programs
is responsible for ensuring that all wvehicles ar

For those vehicles which are in violation of the policy, Security shall:
b Identify the vehicle,
b Make honest effort to locate the owner, and

b Request that the vehicle be moved

If the vehicle owner cannot be located or the vehicle is not moved after request

P Contact the Commissionero6s Office for final a

b Ifapproved, arrange for the vehicle to be towed

P Notify |l ocal police that vehicle has been tow
been towed.

b Maintain a log of illegally parked and/or towed vehicles; incidehteeated violations will be
considered when dealing with subsequent offenses.

In certain situations, the vehicle could be towed without notice to the owner, following approval from the
Commi ssionerdéds Office. The f oofWemthismgghtpaur:ki ng vi o

Blocking a fire lane
Parked illegally in a handicapped space
Parked in a designated ambulance location.






State Employee Identification Card.

State Identification Cards for Fitiilme Employees, Patime employees, member§lmwards, commissions and
contractors shall be worn at all times while inside a state office building.

All State Identification Cards must be obtained through the Department of Buildings and Genere$ Servi
Division of State Security. (Exception: Depagnt of Public Safety)

Application for State ldentification Cards

The Applicant must complete a Statiemtification Card Request Forforms are available dime at
http://www.bgs.state.vt.us/security/forms/badge_access_form@udte the form has been completed by the
applicant email the form to the applicantds Appo
the Appointing Authority theampleted form shalbe submitteclectronicallyto the Division of State Security

by clicking on the ASubmit by Email 6 button at t
your submission please contact the Security office at029 to schedule your apptment.

The ldentification Card will:

Include aphotograph of the Cardholder, the Cardholder's department or other affiliatioinevitate, the

signature of the Cardholder, aatlentification symbol designated by the Commissioner (e.g. V for visitor,

for a30-day contractor) and may include at the discretion of the Commissioner, the Cardholder's department:
other affiliation with the State, a photograph of @erdholder and the signature of the Cardholder oanithe

back of the carémployee or ther identification number, and the authorizing signature of the Commissioner.

State Identification Cards for volunteers, contractors and visitors shall bear, at a minimum: The signature of tl
Commissioner and, at the discretion of the Commissionecatiskolder's name and an identification number.

Access Authorization

The State of Vermoritasimplemenéda card access system allowing access to state facilities. The State
Identification Card will serve the dual function of allowing access to degidraeas of state facilities through
a card reader system.

Access is decided by your Director, Facilitator, or Department Supervisor and authorized by the appointed
authority or authorized designee. Additional access can be granted after the card esibdevhen your
supervisor submits another badge request form requesting the additional access. The cardholder does not h:
to come get a new picture as the authorizations are added electronically.

The Appointing Authority is Agency Secretary, Departif@ammissioner, Board Chairperson, Council
Chairperson and/or his/her designee. Designee must be appointed in writing and provided to the BGS Office
State Security Programs.

Processing of Photographs and Signatures

The applicanshall make arrangemeswith he Office of State Security Programs for photograpfonghe
State Identification Carthat has beerequested and approved by the CommissioFftes.applicantmay be
required to travel to certain sites to be photographed for State IdentifiCatrds.


http://www.bgs.state.vt.us/security/forms/badge_access_form.pdf

Delivery and Recordkeeping

Once a State Identification Card has been produced by the Division of State Security, the @ardeliMered
to the Applicant. Acopy of the processed and signed State Ideatiin Card Request Form remains de &t
the Office of State Security Programs and one copy is returned to the Appointing Authority to be filed in
applicants personnel file.

Costs

Cost for the initial issuance of a State Identification Card will be waived.
Should a Cardholder lose, oilfto return his or her card in circumstances described below, the replacement or
deactivation cost shall be $10.00 payable by the Cardholder.

Return or Deactivation of Cards

The Commissioner reserves the right to deactivate any or all State IdeotifiCatids at any time in the interest
of workplace security or public safety.

Visitors shall return identification cards prior to leaving a state facility.

The Appointing Authority and/or designeshall immediately notify the Division of State Securityemtone of
the following circumstances occurs:

FOR APPOINTING AUTHORITY AND/OR DESIGNEE
Any threatened act or act of violence that reasonably poses an imminent risk

Any Cardholder safety of state employees or the public,
State Employees Separtion of employment
Board/Commissioner , . . , N .
Completion, resignation, withdrawal or termination of services,
Members
Contractors Completion, termination, or expiration of the contract
Volunteers Completion or termination of volunteer services
Cardssh | | be i mmediately returned to the Office of

department/organization under any of the above circumstances. Cards that do not automatically expire shall |
deactivated by the Office of State Security Programs apgrof these circumstances, whether or not a
Cardholder returns his or her card.

Visitors must reqister upon arrival

All visitors who have business in a state office or on a floor must register with the receptionist upon
his/her arrival. Visitors willalso be required to list the departure time on the-gigrsheet when they

have concluded their business with the office. A-sigsheet should be utilized to solicit the following
informati on: Date, Arrival Tioméd,s LCompratnyr @er TiSmea
and Name of Office or Employee to be visited. Offices with more than one entrance point should
cordon off or direct visitors to one central location to sign in and receive a visitor badge. Couriers and
visitors whose business to deliver or retrieve packages in the reception area are not required to sign in.
Signrin sheets should be retained for at least 30 days before disposal.

Visitors must wear state credentials or be issued a visitor badge

All visitors, with the excption of state agency employees wearing an agency or state building photo I.D.
badge, should be issued a temporary visitor badge after registering. Visitor badges and state I.D. badges



must be visible and worn at all times. State agency employees vaydis® agency or building photo

I.D. badge must sign in with the receptionist but are not required to receive a visitor badge. Visitors will
be required to return the temporary visitor badges and list the departure time on-ihét sigeet when

they hae concluded their business with the office. Reslick visitor badges should be retrieved and
destroyed.

State Offices must display sign re: wearing of Identification badges

A sign should be displayed in a visible location for incoming visitors. sThegn s houl d r ead:

to XXXX. All visitors must signin with the receptionist and receive a visitor badge. All employees
must visibly display your | .D. badges at all t

m






Transportation Personal and Public

State employees must engage iradydcommute to our workplaces. Some employees are also required
to travel to serve our customers and accomplish job responsibilities. Whether on your daily commute or
on active travel status, please be mindful of the following safety guidelines:

Persoml Transportatiofi personal or statewned vehicle

e Always know where you are, know your surroundings.
Always be aware of what is going on around you.
If you are attacked, do something to draw attention to yourself.
After normal working hoursSecuritymaybe able to escort you a partial way or to your vehicle.
When you get into your vehicle, lock your doors; the security officer will not leave you until you
drive away safely.

Never drive around with your doors unlocked and keep windows rolled up.

¢ If you gop, and someone walks up to your vehicle and it makes you feel uncomfortable draw
attention to your vehicle and yourself. Lay on the horn.

e Leave the area and call the police immediately.

e Always remember to get a good description of the suspect and remetmére and at what time
the incident occurred.

Upon witnessing a attack, carjacking and/or kidnapping:

Do not draw attention to yourself.

Call 911.

Do not attempt to intervene.

Get descriptions of the Suspect(s), Victim(s), Weapons(s), Vehicle(s).
Remenber direction of travel.

Give detailed information to security over the phone or in person.
Wait in the vicinity for police assistance to arrive.

NookrwhE

Public Transportation

e Plan your trip.

o "Call backs" are a good idea. Advise a family member, friend -evar&er of your travel route
and time. Call them when you arrive safely.

« Have your exact fare ready before you leave your home, office or a store.

o Use a busy and welighted bus stop to get on and off a bus. If you must wait, stay near the
attendant's stahor in a wellighted area.

« Find a seat on the aisle if possible. Sit near the driver or operator, but avoid sitting right next to
the door.

o Don't doze off on a bus or become too engrossed in a book.

« Keep your purse, shopping bag, backpack, packagaher belongings in your lap, on your
arm, or between your feet. Do not leave them on an empty seat.

e Avoid displaying expensive looking watches, rings, necklaces or other jewelry.

« Be wary of noisy passengers arguing or causing a commotion. This cailtbed to distract
you while others are trying to steal your valuables.

« Observe the behavior of those around you. If you feel uneasy or threatened, change your seat or
alert the driver.

« Minimize the chances of losing your property by avoiding crowdeg$u







Vehicle Trouble

In the event of an accident in a stat®wned vehicle

1. Obtain medical assistance for any injured persons.

2. Contact the Vermont State Police at 911. If you are unable to reach the V&aterRolice,
contact the local authdies.

3. Complete a police report. In addition, complete:

e The Automobile Accident or Loss Notice which are located in the vehicle glmver
available online ahttp://www.bgs.state.vt.us/fleéfms.htmland

e The Department of Motor Vehicle (DMV) Report of Motor Vehicle Crash form which is
available on line ahttp://www.dmv.state.vt.us/FORMS/ACCIDENTForms.htm

4. Obtain information from all involved parties (hame, address, vehicle description, insurance, etc.)
Do not forget to include the names and addresses of any witnesses.

5. Report the accident to BGS Fleet Management Services (FMS) and Department:
For Motor Pool ehicles and leased vehicles administered by the BGS FMS, cal4302500.

In the event of a breakdown in a stat®wned vehicle

For assistance during the hours of 6:30 a.m. to 5:00 p.m., please contact FMS:
For motor pool vehicles and leased vehieerd administered by the BGS FMS call 8321-4500.

For vehicles not administered by B&EMS, contact the department owning the vehicle, e.g., Fish & Wildlife,
etc.

After regul ar hours, please contact tnliceatNati onal
800-8946060. NAC Fleet Rescue will provide you with towing, jump starts, tire changes, lockouts,

fuel and water delivery, and mechanical first aid. This service is not coordinated out of the FMS

office, but is part of the Wright Express F@drd service. Be prepared to provide the following

information to the Wright Express representative:

Vehiclebs exact |l ocati on: street addr es s, c
License Plate #
Organi zationds Vehicle 1| D

Vehicle description: year, make, model, color
St ate of Vermont 6s HWWC Account #: 8503858


http://www.bgs.state.vt.us/fleet/forms.html
http://www.dmv.state.vt.us/FORMS/ACCIDENTForms.htm

Drivers must arrange for their own transportation. If a car is totally disabled, the vehicle will be
towed. However, a replacement vehicle is not part of the NAC service.

The employee/driver will neetd make separate transportation arrangements. The employee/driver

can rent a vehicle through Enterprise, take a taxi home, or (during normal FMS business hours) rent a
FMS Mot or Pool vehicle if one is available and c

Phone Numbers

Vermont State Police 911
Fleet Management Services 1-802-241-4500
After hours----

NAS Fleet Rescue Service 1-800-894-6060



Use of VideeMonitoring Equipment in, upon or aound
State Facilities

It is sometimes, necessary, appraf®@j and vital to have videnonitoring equipment installed at State
Facilities as a means of providing additional security. Video monitoring can be an effective technique when
used as part of a total security plan to protect public safety and deteteocminal activity.

The Department of Buildings and General Servigesly believes that when usexbrrectly and appropriately,
this equipment provies enhanced security for Starsonnel, those receiving services or conductirsiness
with the Sate, and theitizens of the State.

The Commissioner of Buildings and General Services shall approve all video monitoring at any State Facility
prior to its installation and operation in accordance with the following guidelines:

e Except with specific wtten permission, only the Department shall own andperate video
monitoring systems within, upon orocaind a State Facility. Staégencies requesting video monitoring
shall work in consultation with the Department of Buildings and General Servitks design,
installation and operation planning for all video monitoring. The name, title, and work location of agency
personnel necessary to operate the equipment or observe the images shall be submitted to the
Commissioner for approval. Each agency ktiasignate a specific contact person for each
surveillance system for the Commissioner's approval. The Commissioner may authorize an agency
contact person to grant permission regarding release of stored images as per paragraph 5 of these
guidelines. The Department of Corrections and the Department of Public S&eiempted from the
approval requirements of this paragraph but shall conplyne extent appropriate with respect to legal
duties concerning security apdblic safety, with thguidelines below.

e Each State agency using videmnitoring eqipment shall, at minimum, posbnspicuous
signage at the perimeter of each facility where the monitoring equipment is in use. Signage must be
readily observable by the average personjetsering no smaller than odwlf inch in height, clearly
identify the agency contact person, and comply with applicable regulatory requirements of Americans
with Disabilities Act and Vermont Accessibility laws.

¢ All reception equipment shall be maintad in a Secure Room that is locked atiales and
only authorized personnel shall have access.

¢ Video monitoring shall generally be limited to common and open spaces traffioiked
government employees and those conducting governoosmess. Video monitoring of other
areas necessary to ensure State security shall be identified during the design planning stage for
approval of the Commissioner. Bathroom interiors shall not be subject tora@etoring.

e Image storage and review: Images taken in, upon or around rest areas and welcome centers may
not be stored for more than 168 hours. Images taken in, upon or around all other State Facilities
may not be stored for more than 96 hours.

e Stored images are not to be reviewed by, released, reproduced, shown, given or otherwise

disclosed to anyone other than authorized agency personnel without the explicit written
permission of the Commissioner or an agency contact peuasboreed to grant such
permission by the Commissioner. It is the intent of the State to cooperate with criminal
investigations and to honor a valid court order to produce stored images.

AUDITING

The Department shall maintain a currkstt of those State Facilities where videmnitoring systems are in use.



State agencies given permission to operate video monitoring equipment, either individually or jointly, shall
notify the Commissioner annually, by September 15th of all equipmeseints location and the contact
person for each monitoring system.



EVACUATION FLOOR PLAN
(For Emergency Evacuation and Emergency Equipment)

This floor plan(s) identifies the location of fire escape doors, fire extinguishers and medical
equipment. Please be familiar with the location of these items in the event of an emergency.
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Familiarize yourself with evacuation plans located on all floors of your building.






Emergency Assembly/Alternate Assembly Locations
(For Emergency Evacuation and Emergency Equipment)

This diagram(s) identifies the location of emergency assembly and alternate assembly locations.
Please be familiar with the location of these items in the event of an emergency.
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Safety andSecurity Coordinators (SSC)
Responsibilities

OVERVIEW

The Safety and Security Coordinat8SQ is appointed by the Secretary or Commissioner and will
represent the Agency or agencies within a geographical area or buildingSThell have decision

making authority, in consultation with senior staff members, Secretary and/or Commissioner of Agency
or Department and the Office of State Security Programs, concerning emergency procedures as
identified in the ASAP.

As Safety and Security CoordinasofSSQ of this department, we are tasked with overseeing our day
to-day business operations while keeping a steady focus on the future needs and expectations of our
customers, stakeholders and citizens. We are equally responsible for providing our employees the
opportunity to confidently perform their dag-day responsibilities.

A new charge that ea@afety and Security CoordinasofSSQ must undertake and champion is the re
education of employees regarding safety and security in our workplaces. We cagaraftord to

take a passive approach to safety, security, or disaster recovery. We must proactively accept
responsibility and ensure our employees and services are successfully prepared to respond in the eve
of an emergency.

Il. SAFETY AND SECURITY COORDINATOR S (SSO RESPONSIBILITIES

Safety and Security CoordinasofSSQ are expected to introduce and maintain a heightened level of
safety and security awareness in your wgency(s). The manner in which the responsibilities can
best be achieved isft to the discretion of the director of the respective divisions. At all tiSadsty
and Security CoordinaterSSQ are charged with the following responsibilities:

A. Spring and Fall Reviews of ASAP Plansvith Employees
Spring and Fall ASARSafety ad Security Coordinater(SSQ Checklists are attached to these
guidelines. These checklists provide directions on the tasks for Ghfelty and Security
Coordinatos (SSQ are responsible as well as the topics to be reviewed with their staff. These
checklists will be maintained in paper form. Completed checklists should be forwarded to the
respect i vdepartmendesignee n 6 s

¢ During a predesignated week in March and OctoberSafety and Security Coordinasor
(SSQ will discuss safety and sedty procedures with their respective employees. This may
be a topic of a staff meeting Safety and Security CoordinasdSSQ may prefer to call a
special meeting.

e EngageSafety Wardens in your spring and fall awareness week plan to familiarizegess
with the floor plan, designated evacuation route, emergency Hiepste, location of fire
extinguishers, fire hoses, and location and operation of fire alarm pull stations.

e Assure all employees receive adequate training in safety and securiylymes

¢ In the spring and fall, ensure that each employee in your office receives or possesses current
paper copies of updated safety and security information.

el n the fall, ensure employees are providec
current Disaster Recovery Plan and are familiar with the plan and their roles in the plan.



eCompl ete your Spring and Fal/l Checklist, s
Department Designee
¢ See the Spring and Fall Checklist for a complete list of yesponsibilities.

B. New Employee ASAP Orientation
Within two weeks of receiving a new employee or an employee who transfers from another division or
facility, plan to review the ASAP safety and security procedures, including evacuation paths and
introductions taSafety WardensSafety Wardensould assist you with this orientation.

C. Employee Emergency Information

Safety and Security CoordinagoSSGc an vi ew the public informat.i
records that they supervise. Theptiva i nf or mati on portion of the
the respective employee and a very limited number of people who would only access the information i
the employee is incapacitated or during an emergency. Remind employees that theflentefing

this information on their personal page is to ensure that the department possesses their basic contact
and medical information in the event of an emergency. If an employee requires emergency medical
attention, basic medical info can greatlysas the medical professionals in more quickly assessing the
empl oyeebs possible condition. Li kewi se, emp
medical emergencies. Employees can complete as much or as little of their page as theyifthoose
employees are concerned about privacy, they can still complete a paper form (found on the ASAP On
|l ine website under ASAP For ms) , seal i n an en
Empl oyeeds Nameo and p liablelecatiorhirehis/aan woeklaregy blexti the a n
employee should return to his/her personal ASAP page and enter the identifiable location of the
envelope. In the event of an emergency, the sealed envelope can be retrieved and handed to an
emergency profesmal.

Evacuation Assistance

During evacuations, some employees have a more difficult time evacuating the floor due to physical ol
medical limitations. To ensure that all employees are efficiently and safely evacuated from our
buildings during emergeres, employees who may be unable to accomplish the normal evacuation rout
are encouraged to seek evacuation assistance.
information page, employees can specify if they have physical or medical limstédioeceive special
assistance during evacuations. Encourage your employees to enter their information in this section as

appropriate. Empl oyees wil |l be placed on you
special evacuation instriiens and assistance. The evacuation assistance information is found in the
Private I nformation portion of the e nmeykwalyebg 6 s

the Agency of Administratioand the Office oftate Security Progran@rector.

D. Exit Interview Process

¢ When an employee resigns, transfers, retires or is subject to termination, use the Exit Interview
Checklist and follow these steps:

e Recover state assets in possession of said employee such as keys, cell photepiopgenanuals,
etc.

e Recover security access devices such as keys and swipe cards

e Use theOffice of State Securitifrograms o0 r equest t he deacdcuritybl i on
passwordsind accountsThe rguest system cebe accessed at

http://lwww.bgs.state.vt.us/security/index.html



Use the Exit I nterview Checkl i st to conduct

signature on checklist. (Note: Checklist is to be signe8dfgty and Security CoordinasoSSQ and
employee after all state assets/security devices are collected.)

Submit the completed Exit Interview Checklist to your employee relations officer.

E. Advocate Principles of ASAP and Lead By Example

Take leadership role in all matters relating to ASA#hs and this list of responsibilities.

Encourage employee participation in safety and security programs.

Ensure that new employees and new consultants are introduced to other employees on floor and/c
facility.

Remind employees to stv their identification badges to the guard upon entering the building and to
wear their badges above the waist on their outermost garment.

Remind employees that all packages, handbags, briefcases and other containers may be subject ts
inspectionbyth ui | di ngbés guard.

Remind employees to immediately report lost or stolen identification badges to building security.

F. Coordinate Emergency Response and Evacuations

Immediately react and respond to all evacuation and emergency announcements.

Rewmgnize that building security personnel will not have forewarning of an emergency and will not
be on your floor to coordinate the evacuation.

After reaching a point of safety (if entire building is not evacuated) or after reaching your
Assembly Aredif entire building is evacuated), engage the assistance oSajaty

wardenand account for your employees. Instruct ySafety wardemno report status of employee
count to buildingsecurityi f r equired to do so. Remain at
cl ear 0 iemerggricywpersonnelyr building security.

Following the emergency/evacuation event, request from §aiaty warde(s) the names of
empoyees who failed to participate or were dilatory in participating and take appropriate action.

G. Support and Foster Role ofSafety Wardens

Assign an officeSafety Wardemand alternat&afety Wardemnd support these persons in
accomplishing the dutied this role.

Support and encourage ydsira f et y M&derghip molé te carry out the safety and security
procedures for your office such as ordering evacuation upon notice from Building Management,
Security.

With the assistance of yoGafety Wardenidentify emergency response plan (buddy system) for
visually, hearing, and physically impaired e
employees.

Support and encourage ydsira f et y  &ttendahee mrd participationSafety Warden
meetingor training sessions held by the buildiBgfety and Security CoordinasofSSQ/security
office.

AssistSafety Wardetn distributing or sharing safety/security information received at these
meetings to your employees.

Acknowledge and reference effort 8afety Warderon annual performance review form.

Work with and engage yo&a f et y &daistadce to 6esghten safety and security in your
office.

H. Update and Share Relevant Safety and Security Information
e Ensure ASAP plans are kept current by fiyotg your division or officeSafety Wardensf changes in

points of contact, office changes, etc.



¢ Maintain Employee Emergency Information forms and ensure d@tidety Warderis aware of the
location of these forms.

e Ensure that you possess alistofyeump | oyeesd® names and tel ephone
of an emergency.

e [dentify and inform employee of emergency regarsite (outside of building, but within walking
distance).

. Maintain and Share Relevant Disaster Recovery Information

e Estalish priority list of missiorcritical services.

¢ Establish and maintain a Disaster Recovery Plan for your office/programlarttaonsite and off
site.

e Establish or build in redundancy for your critical systems and critical data.

e I[dentify your esserail employees and their assigned roles based on the level of emergency.

e Ensure employees are familiar with their assigned roles in the event of a weather or disaster
emergency.

el denti fy and inform your empl oy e thsevantfyouybuilding o f
is closed).

e [dentify positions that are likely to be deemed essential for both werallhéed emergencies and
disaster emergencies and reference this responsibility in position descriptions when possible.

. Incident Response Team

e [dentify members of management and/or siaBupport SSC in responding to ethergency situations
within their facility in support of the SSC.

¢ In cooperation with the Office of State Security Programs develop and implement training programs
for thelRT.

¢ Coordinate activities of IRT during recovery operations.

Bomb Incident Responsibilities

¢ Designate a chain of command.

e Establish a command center.

¢ Decide what primary and alternate communications will be used.

e Establish clearly how and byhwm a bomb threat will be evaluated.

¢ Decide what procedures will be followed when a bomb threat is received or device discovered.

¢ Determine to what extent tipmlicewill assist and at what point thplice will respond.

¢ Provide an evacuation plan wigmough flexibility to avoid a suspected danger area.

e Activate ICT to conduct search

¢ Designate areas to be searched.

e Establish techniques to be utilized during search.

e Establish a procedure to report and track progress of the search and a methodtalifed bomb
technicians to a suspicious package.

e Have a contingency plan available if a bomb should go off.

¢ Establish a simple to follow procedure for the person receiving the bomb threat.

e Review your physical security plan in conjunction witike development of your bomb incident plan.

L. Command Center

1. Designate a primary location and an alternate location.
2. Assign personnel and designdéeisionmakingauthority.
3. Establish a method for tracking search teams.

4. Maintain a list blikely target areas.



5. Maintain a blueprint of floor diagrams in the center.

6. Establish primary and secondary methods of communication. (Calséiarse ofwo-way radios
during a search can cause premature detonation of an electric blasting cap.)

7. Formulate a plan for establishing a command center, if a threat is receivetbattaf work hours.
8. Maintain a roster of all necessary telephone numbers

lll. RESOURCES AND ASSISTANCE
If you have questions regarding the Agenaye Safety/Security Amn Plan (ASAP), please consult
with the Office of State Security Programs at-84g7.

In the effort of continuous process improvement, you are strongly encouraged to share your ideas to
enhance ASAP and/or to facilitate the process developed. Pieased your comments to your Office
of State Security Programs






Safety Warden Responsibilities

. OVERVIEW:
The role of &5afety Warderis an important, vital service to the-amrkers whom you assist. The
primary function of the&safety Warderis to coadinate, educate and act as a liaison between building
security and your many emorkers. You receive training and possess information regarding safety and
security proceds that your cavorkers do not. fierefore, it is essential that you recognize r@sgpect
the importance of this assignment. You are commended for assuming this important rol&tatettod
Vermont

II. OFFICE SAFETY WARDENS
Safety Wardenbave either been selected by tHgafety and Security CoordinasofSSQ or
volunteered for tis important role. Each fal§afety and Security CoordinasdSSQ will review and
selectSafety Wardenfor their office area.Safety and Security CoordinasqSSQ will assess the
interest and past par BafetyiWprdeswhenrmakmng their Hesignations forc e
the coming year.

At all times,Safety Wardenare expected to perform the following duties:

A. Be Prepared and Share Important Information

AKnow vyour SdfetyWardbmprogedues (i.e., evacuation proceduresation of fire
alarms, fire extinguishers, floor exits, final floor checks during evacuations, etc.) and be
prepared to act.

AAttend and participate in all meetings or training sessions held by the buSidiety and
Security Coordinatar (SSQ/security ofice.

AAttend and participate in all meetings or training sessions.

AEducate cavorkers regarding the evacuation plan, floor plan, location of extinguishers, fire
hoses, and location and operation of the fire alarm pull stations.

AUse office staff meetings eisit co-workers to share safety and security information on a
periodic basis.

B. Advocate Principles of ASAP and Lead by Example
ATake a leadership role in all matters relating to the safety and security procedures for your
assigned office (such as ortgy an evacuation upon notice through an alarm, from
Managementand/or Security
AAdvocate the value of yoBafety Wardemole.
APartner with your building security personnel.

C. Coordinate Emergency Responses and Evacuations

ADuring building emergencigsvhen alarms are sounded), wear your buildipgropriate
SafetyWarden identifiers such as orange vests, arm bands, etc.

ACollect visitor sigrin book and include neBtatepersonnel with your final sweep of your
area/floor.

AAfter reaching a point of safefif entire building is not evacuated) or after reaching your
Assembly Aredif entire building is evacuated), ass8sfety and Security Coordinasor
(SSQOby taking a head count and remain ther
personnel or bilding security.




AProvide to building security and/or emergency personnel, the employee count and other
relevant information regarding involvement of smoke, flames, other unusual conditions and
persons remaining on the floor.

ARecognize that building sedtyrpersonnel will not have forewarning of an emergency and will
not be on your floor to coordinate the evacuation.

ARecognize that you are a main line of defense in the event of an evacuation. Your active role
on your floor is essential.

D. Assist Your Safety and Security Coordinators (SSQ and Co-Workers

AAssist yourSafety and Security CoordinasoSSQ during Spring and Fall ASAP Awareness
Weeks by familiarizing employees with the above procedures.

AAssist yourSafety and Security CoordinasosSQ in advising new employees of above
procedures in the first two weeks of employment (new employee orientation).

AWork with Safety and Security CoordinasSSQ to identify emergency response plans
(buddy system) for physically, hearing or visually impairegleyees and discuss plan with
otherSafety Wardenand your ceworkers.

AAssistSafety and Security CoordinasqSSQ in identifying a method and location of
accounting for all employees in your office in the event of an evacuation.

AAssist yourSafety andSecurity Coordinater (SSQ to ensure that each employee in your office
receives handouts of safety and security information.

AEnsure that important security information and phone numbers are posted in a visible area of
the office (i.e., Important Informatn to Know page from the ASAP binder will suffice).

E. Report Your Concerns

ACommunicate your concerns and suggestions regarding safety and securi®fficehef
State Security Programgur Department Designegour buildingSafety
captairicoordinate and/or your building securitgafety and Security CoordinasofSSQ.

AProvide to youDepartment Designegostdrill and postevacuation reports which contain the
name(s) of employees who did not participate.

Alf you occupy a public floor, log the numbefrnon-participating (norStateemployees)
visitors; this information should be shared with your respective building seSaifieéyy and
Security Coordinatar (SSQO.

AOffer suggestions to improve these guidelines tadtfiiee of State Security Programs

ROLE OF DIVISION SAFETY WARDEN COORDINATORS AND SAFETY WARDEN

CAPTAINS

The DivisionSafety Warder€oordinators and/dBafety WarderCaptains are expected to coordinate the
efforts of their divisions and/or oth8afety Wardent provide continuity and coordinated response.
The designation dbafety Warden Coordinator or Floor Warden Captain is left to the discretion of key
Safety and Security CoordinasdSSQ on your floor (i.e.Safety and Security CoordinasdSSQ may
make the selection or @ide Safety Wardens to make the selection among their groupabdéty

Wardens). At all times, the coordinators and captains are expected to perform the following duties:

AAssistSafety and Security CoordinasqSSQ to ensure that each office has aigeatedSafety
Wardenwith whom you can communicate security information.

ACoordinate with office administrato&dfety and Security CoordinasqSSQ to conduct annual mock
exercises of relevant security and emergency procedures.

AWork with Safety and Secity Coordinatos (SSQ and otheSafety Wardens identify emergency
response plan (buddy system) for physically impaired employees and employees with physical anc
medical limitations and discuss plan with otBafety Wardens



ACommunicate security inforation and office information (e.g., security enhancements, concerns,
contact information) to yousafety and Security CoordinasofSSQ, Department Designesnd/or
Office of State Security Programs

ACommunicate, as needed, security information to thgrproSafety and Security CoordinasqSSQ
and/or otheSafety Wardenand employees.

AAttend and participate in all meetings or training sessions held by the buiaiety and Security
Coordinatos (SSQ/security office.

AAttend and participate in all raings or training sessions.






Safety Warden BrAnnual Checklist

The primary function of th&afety Warderis to coordinate, educate and act as a liaison between building securi
and your many cavorkers. During spring and fall ASAP Awareness WeS8ledety Wardenare expected to
perform the following duties:

1) Know vy our Sdfatyiwardkpracgdirss including
evacuation procedures location of fire extinguishers
location of fire alarms location of floor exits

2) Knowyourroleandtheorl e of your f | oSafetyWarderduriagrevaeuatiens.f e | |

Fellow floor warden: Role:
Fellow Safety warden Role:
Fellow Safety warden Role:
Fellow Safety warden Role
_ 3) Possess acurrent list of ydbafety/y wor k ar eabés empl oyees who ne
employees who need evacuation aasistc e wi t h a fAbuddyo and ensu

their intended evacuation path.

4) Coordinate with yo uS3afety @ardemsondivitie dotiesrincludimg biit nat imétead ¢
to the following:

sweep of your area includindfices =~ ASSIGNED TO:

sweep of wome.n.o.s. ABSHGNED TWo m

sweep of me.n.d.s...r.eASSIGNED TO:

sweep of each conference room...... ASSIGNED TO:

designate buddy for heagh

visually impaired employees............ ASSIGNED TO:
____ create list of employees who

need evacuation assistance............. ASSIGNED TO:
____ retrieve sigAn sheet book................. ASSIGNED TO:

5) Create your evacuation checklistremind you of tasks to be accomplished during evacuations. Sha
your checklist with your baekp Safety wardem nd wi t h your Sdfetyoor / wor k
WardenCaptain

6) Inform yourSafety and Security CoordinasofSSQ if Safety wardemlesigrations are needed
for other areas of for your floor/work area.

7) Advocate Principles of ASAP and lead by example. Advocate the value obgtety warden
role and importance of employee participation in ASAP activities.

8) Assist yourSdety and Security Coordina®(SSQ in identifying a method and location of accounting
for all employees in your office in the event of an evacuation.



9) Educate your cavorkers regarding the evacuation plan, floor plan, location of extingujshers
fire hoses, and location and operation of the fire alarm pull stations. Use office staff meetings
or visit coworkers oneon-one to share safety and security information on a periodic basis.

Name Date of update

Safety WardensComplete this form and retain this and corresponding documents wittSgdetry
wardenequipment and/or insert behind tBafety Wardetab in your ASAP Binder



Incident Response Team Respaibilities

1. Bomb Threat Incident

Preplanning and coordination of ICT are essential in implementing an effective search of building. A central
command mechanism is necessary to ensure a thorough and complete response. A building floor plan shoulc
utilized. Wherever possible, the facility should be divided into zones or sections (prior to the actual conduct o
the search), and ICT personnel be familiar with the zone or section they will be responsible for the search.
Back-ups and supporting volunteeisosild also be identified for each zone or segment. A building floor plan
should be available to those public safety personnel who will be responsible for responding to bomb threats &
assist in searches. Not only will these floor plans support idetibiicand assembly of the ICT, but also, as
the search is conducted, each area can be fAcross

Areas that are accessible to the public require special attention during a search, and may be vitally important
an evacuatin is to be conducted. The level of the search should be commiserate with the perceived threat lev

e An occupant search is used when the threat's credibility is low. Occupants search their own areas. The
search is completed quickly because occupants khewarea and are most likely to notice anything
unusual.

¢ ICT search is used when the threat's credibility is high. The search is very thorough and places the
minimum number of personnel at risk. Evacuate the area completely, and ensure that it remains
evacuated until the search is complete. Search teams will make a slow, thorough, systematic search c
the area.

Search procedures for building:
e The search should begin with the outside and work toward the inside.
e Once inside, the search shall startrrthe lowest level and work up.
e Two-way radios are to be used for receiving only. Do not transmit. If communications with
dispatch is required, use a telephone

During the search procedure the question often arises, "What am | looking for?" The basid_ndk for
something that does not belong, or is out of the ordinary, or out of place. Conduct the search quickly, yet
thoroughly, keeping the search time to a maximum of 15 to 20 minutes. Both the interior and exterior of the
building should be searctie

What to look for, plosives can be packaged in a variety of containers:

e Most likely it will be camouflaged.

e The container is likely to be a common article such as a shoe or cigar box, a grocery bad, an athletic ba
airline flight bag, suitcase,tathe case, etc.

¢ Look for the unusual or something that appears to be out of place.

¢ It is important that someone familiar with the area assist in the search in order to note something which
unusual or alien to the surroundings.

¢ Anything that does ridoelong, or whose nature and presence cannot be adequately explained is a
suspicious object.

Historically, the following areas have been used to conceal explosive or hoax devices in buildings:



Outside Station Areas

V Trash cans
Dumpsters
Mailboxes
Bushes
V Street drainage systems
Storage areas
Parked cars
V Shrubbery
V Newspaper Stands

Inside Stations

<LK LK LKL L L L < <K<

Ceilings with removable panels
Overhead nooks

Areas behind artwork, sculptures
and benches

Recently repaired/patched segme
of walls, floors, or ceilings
Elevator shafts

Restrooms

Behind access doors

In crawl spaces

Behind electrical fixtures

In storage areas and utility rooms
Trash receptacles

Mail rooms

Fire hose racks

Depending on the nature of the threat, searches may expand to include vehieesgadinitly of the building.

Locating An Unidentified Suspicious Package

If an unidentified or suspicious object is fouatl,personnel should be instructed not to move it and to report it

to the SSC or Ranking Public Safety Officer (if on scene).

The following information is essential:

Location of the object
Reason(s) suspected
Description of the object

Any other useful informatioi how difficult to secure area, evacuate, nearest emergency exits, etc.

Based on this information, decisions wi# made regarding the following:

e Removal of persons at risk

¢ Establishment of perimeter control of the area to ensure that no one approaches or attempts to move th

object

¢ Activities to establish ownership of the object. (In the event that legitimatenpydmas been left behind
in error prior to the bomb threat being received.)

¢ Assignment of someone familiar with the building and the area where the object is located to meet the
Explosives Disposal Unit personnel on their arrival (in the event that theylieen called)

¢ Continue implementation of search procedure until all areas have reported to the Command Center, as
there may be more than one unidentified object

While ICT with the assistance of public safety personnel are conducting the searchtianpya while they
are managing response to a suspicious package, they should keep in mind the following information:




Improvised Explosive Devices (IEDs) and other types of bombs inflict casualties irvariety of ways, including
the following:

¢ Blastover pressure (a crushing action on vital components of the body; eardrums are the most
vulnerable).

Falling structural material.

Flying debris (especially glass).

Asphyxiation (lack of oxygen).

Sudden body translation against rigid barriers or objbetisig picked up and thrown by a pressure
wave).

Bomb fragments.

Burns from incendiary devices or fires resulting from blast damage.

Inhalation of toxic fumes resulting from fires.

The following are four general rules to follow to avoid injury froml&D:

e Move as far from a suspicious object as possible without being in further danger from other hazards suc
as traffic or secondary sources of explosion

e Stay out of the object's linaf-sight, thereby reducing the hazard of injury because of dimgtnientation

o Keep away from glass windows or other materials that could become flying debris

¢ Remain alert for additional or secondary explosive devices in the immediate area, especially if the
existence of a bomthreat evacuation assembly area has bednyhpyblicized

Historically, perpetrators of bombings buildings (in foreign countries such as Israel, France, India, and Englar
have used two tactics that intensify the magnitude of casualties inflicted by detonation of an explosive device

e Perpetratrs have detonated a small device to bring public safety personnel to the site; a larger, more
deadly device has detonated some time after the first device, thereby inflicting a large number of
casualties on the first responder community.

e Perpetrators havwesed a real or simulated device to force the evacuation of a facility only to detonate a
much more substantial device in identified bethieat evacuation assembly areas.

e These attacks are especially harmful because the evacuation assembly areasa#teratmtransit
personnel and passengers more densely than would otherwise be the case.






Disaster Emergency

A. Disaster Recovery Team
Effective disaster recovery requires a teamordinated approach. Personnel involvaddisaster
recovery plannig and response are: Designated Essential Employ®esior Teams, Finance,
Division Business Offices, prograatiministrators an8afety and Security Coordinators (SSC),
information technology personnel, mail and supply personnel, risk managementpkrson
telecommunications personnsécurity personnel Emer gency Oper ations Cent
other employees as identified.

B. Communication during a Disaster Emergency

In the event of a disaster emergency, the Office of the Governor or Deplaotimeablic Safety will
communicate with the directors arigetemergency contact designee,@iice of Human
Resources. Thereafter, the following shall occur:

¢ Public Safety will issue news releases to all relevant news media

e Employees will monitor theitelevision and radio for instructions

e Employees will refer to their Emergency Information Response Card

e Employees will contact the ASAP Emergency Information line0@828-0777

eCheck t he S thipt/ewivserdatigov/erithe BGS website at

http://www.bgs.state.vt.us/.

C. Crisis Level Designation
The Secretary of Administration will rely upon and follow the Vermont Emergency Management
Agency in its designation of a declared disaster emergency. To ensure resgonssyency
situationsin a standardized maan the following crisis levelare defined to allow Safety and
Security Coordinators (SSC) to establish recovery plans based upon the level of emergency. The
listed crisis levels for emergencies were defined by the Security Reviewarehane offered for
consideration. The levels were created to assist Safety and Security Coordinators (SSC) in
developing Disaster Recovery plans based on severity of emergency. These defined levels may assist
to assess and establish steps for conting@raxckup) plans and to restore critical and ritical
services during minor emergencies. These defined levels will likewise assist customers to more
easily understand the recovery steps that will occur during a given event.

These designated crisisvids are similar in level of severity as the crisis action levels designated by
the Emergency Management Agency (EMA) known as the Crisis Action System (CAS) which
contain four levels titled CAS1, CAS2, CAS3 and CAS4, with CAS4 being the most severe.
Although not exact in definition, the elevation of levels are similar in scope and severity to the state
business operations.



Crisis level I A operating error, equipment failure or loss of data to-critical service. This
emergency does not tlaten the delivery of critical services but would create a temporary
inconvenience for one or more employees.

Crisis level 2 Customer agency experiences an operating error, equipment failure or loss of data to
a critical service. Immediate failure ominility to restore service in short time frame would result in
an interruption of service to customers.

Crisis level 3 Customer agency experiences minor or temporary damage to a facility, data, and/or
equipment necessary to provide critical servicestioiga hazardous situation and/or interruption of
service to customers. Failure to restore the critical service could impede or disable the state and/or
our customer agencies from providing critical services and ultimately jeopardize missions to agency
customers and Vermont citizens.

Crisis level 4 Customer agency experiences significant damage to a facility, data and/or equipment
necessary to provide critical services. Critical services are rendered inoperable, facility access is not
feasible or pernsisible, and data is lost due to severity of damage or hardship created from
emergency.

. EMA CRISIS ACTION SYSTEM DESIGNATION

AND AGENCY OF ADMINISTRAT ION INVOLVEMENT

Agency of Administration has significant responsibility for the recovery of serviogkioh our

state agency customers rely. Agency of Administration also has significant roles at the Vermont
Emergency Operations Center and a myriad of res
Operations Plan (EOP). In addition to staffing foettecovery of critical services, Safety and

Security Coordinators (SSC) must also identify the staffing levels needed to accomplish the EOP
responsibilities and pr&dentify employees to accomplish these responsibilities (for example,
emergency procuremeahnd contracting, support, administrative, and logistical services). Agency

of Administration also has responsibilities within the Emergency Support Functions (ESFs) and
Annexes of the EOP. The Emergency Operations Center has XX ESFs and severahsdpport
incident Annexes which are groupings of similar emergency functions which local governments are
likely to need from the state. Each ESF or Annex utilizes a team approach and is led by a primary
organization that coordinates activities and includesianber of support organizations/agencies

that assist in carrying out the special responsibilities. The EOP can be found at:
http://www.dps.state.vt.us/vem/index.html

The Emergency Operations Center utilizes a graduated emergency response program khewn as
Crisis Action System (CAS). CAS ensures that the level of state response corresponds to the
disaster.

CAS #1 Vermont EMA begins coordinating with other local jurisdictions and/or state

organizations to assess an incident. The Assessment Teaar,LE&8#5 personnel, Vermont EMA

management and designated representatives will meet. Information is gathered and the event is

monitored. Depending on the disaster, CAS#1 is either brought to closure or is elevated to CAS #2.
Agency of Administratiomvolvement At CAS#]1dependingn the type of disaster, Agency of
Administration may be notified by the EMA that an assessment of a known incident is underway.
Agency may be called to assist with the assessment.

CAS #2 State liaison personnel are semthe site of a disaster to assess damage, provide
information concerning the egoing situation and/or assess the needs of the political subdivision.



Additional state organizations may be called to the Assessment Room or to the site of the disaster
and he local affected jurisdiction may declare an emergency. If state assistance is required, the
governor declares a state of emergency and CAS 2 is elevated to CAS 3. If state assistance is not
needed, the state will continue to monitor the incident alatdure.
Agency of Administratiomvolvement At CAS #2, depending on the type of disagtgency of
Administrationwill be notified by the EMA that an assessment of a known incident is underway.
Agency of Administratiomay be called to assist withetllassessment.

CAS #3 Partial activation of the Vermont EOC with varying levels ofidir staffing and partial
activation of State Emergency Support Functions (ESFs) occurs as CAS #3. A state emergency may
be declared for the affected jurisdiction, &tMA Region V monitoring of the event may increase
to the point that the FEMA Emergency Response Team is sent to Vermont and federal resources are
pre-positioned for federal response assistance. -Btag damage assessments, needs assessments,
and infoamationrgathering operations continue. The Governor may request federal
response/recovery assistance during CAS #3. If the incident continues to escalate and/or state
resources are inadequate to address response/recovery needs, then the activatietewatdd to
CAS #4.
Agency of Administratiomvolvement At CAS#3, .Agency of Administratiowould coordinate
and provide the services listed in ESF#7Agency of Administratons t he ALead Agen
Emergency Support Function #7 Resource Sdppo

CAS #4 Full activation of the Vermont EOC with 2¥bur staffing and activation of the majority of
state ESFs occur at CAS #4. The governor requests response and recovery assistance from the
federal government. The state coordinates with the feDesaster Field Office (DFO) and State
ESF representatives coordinate activities with federal ESF counterparts. The state maintains close
coordination with local emergency management agencies.
Agency InvolvementAt CAS #4, Agency of Administratioonoordinates and provides the
services listed in ESF#7 as well as the other responsibilities assigAggnay of
Administrationas listed in the Vermont Emergency Operations Plan. Agency would be actively
engaged in the 24our staffing and other respomdities relevant to the emergency or disaster
due to its role as ALead Agencyo for Emergenc
Planning, Standard Operating Procedure.







Standard Operating Procedures within Threat Levels

. PURPOSE

The U.S.Homeland Security Advisory System (HSAS) uses a color/risk grid to inform the country of

the likelihood of terrorist activity. The State of Vermont, Department of Public Safety has established a
Threat Level guide to standardize actions within the Sfa#eomont. The state of Vermont will

change threat condition levels automatically when changes are announced by the federal government.
Thereafter, the Office of Homeland Security wil!/|
the Governor to a@wngrade or upgrade, as warranted. All state organizations have established Standard
Operating Procedures to provide direction and clarification to its Safety and Security Coordinators
(SSC) and employees of actions that will occur when a certain tloedition is declared. To

establish a basis for action within these threat conditibingState has established several assumptions
(see Section IIl). This document is intended to serve as a gegnetal In the absence of prescribed

action, Safety an8ecurity Coordinators (SSC) and employees are expected to take appropriate action,
as warranted.

IIl. THREAT CONDITIONS

Note: Protective measures are progressive. Each increase in the threat condition should include
protective measures taken in the gaiag threat condition.

A. Green- Low
Threat condition GREEN is declared when there is a low risk of terrorist attacks. The following
general precautions within Threat Condition GREEN are to be taken:

1) Employees shall:
0 Support and be familiar with thgencywide Safety/Security Action Plan (ASAP)
including:
ABe familiar with responsibilities (i.e., employee, Safety warden, SafetySecurity
Coordinators (SSC)
ATake appropriate action regarding suspicious people and packages in your work area
AAlways wear ID badges on the outermost garment
ATreat every alarm as a real event
Almmediately react and respond to evacuation and emergency announcements
AEscort visitors (i.e., nostate employees) to and from your office area
AEnsure visitors comply withfacl i t i es® sign in/out process
ABe familiar with your assigned role in the event of an emergency
AKnow your offi cemmatienvacuati on r
AKnow your officeds alternate wo
ANotify your superior of any gaps in safety/security procedures
AKnow where a copy of ASAP emergency information is located
AParticipate in departmental review/training during ASAP Awareness Weeks

eport
rk | ocati

2)Safety and Security personnel in State owned and managed buildings shall:
0 Review security, response and evacuation procsedarensure action steps are current
and effective
o Enforce access control procedures (sign in/out, visitor badges, escorts, etc.) as warranted
o Notify tenants of any modifications to security procedures



o Conduct exercises as required

B. Blue - Guarded

Threat Condition BLUE is declared when there is a general risk of terrorist attacks. The following
general precautions will be taken within Threat Condition BLUE:

1)Employees shall:
o Perform actions identified in preceding threat condition

2)Security persnnel in State owned and managed buildings shall:
o Perform actions identified in preceding threat condition

. Yellow - Elevated
Threat Condition YELLOW is declared when there is a significant risk of terrorist attacks. Upon
declaration of Threat ConditioY ELLOW, Employees will take the following action:

1)Directors shall:
Issue internal advisory (News of the Day) to all employees to provide:
o notice of downgrading/upgrading of threat condition
o standard operating procedures within threat condition yellow
o other instructions as appropriate

2)Safety and Security Coordinators (SSC) shall:
o Ensure contact information for essential employee list is current.
o Ensure that staff possess and understand standard operating procedures
o Ensure that staff are aware ofdaimderstand other instructions issued by the director

3)Employees shall:
Perform actions identified in preceding threat condition

4)Security personnel in State owned and managed buildings shall:
o Perform actions identified in preceding threat condition
o Elevate protective security measures, as warranted
o Conduct drills as required; conduct evacuation exercises as appropriate

. Orange- High

Threat Condition ORANGE is declared when there is a high risk of terrorist attacks. Within Threat
Condition ORANGE, The State will operate under the assumption that a terrorist incident is

probable and action steps will be performed to ensure the department and employees are in a state of
readiness. Upon declaration of Threat Condition ORANGE, The State will &kelltwing

action:

1)Directors shall:

o Attend briefings of the State of Vermont Office of Homeland Security, and/or the
Emergency Operations Center and disseminate relevant information to senior
management teams and designated personnel

o Issue internal adsory to Safety and Security Coordinators (SSC), essential employees
and Emergency Response Team members to provide:

A notice of downgrading/upgrading of threat condition
A instructions within threat condition orange



A additional instructions from Governor, Awgy of Administration, and/or Dept. of
Public Safety
o Issue internal advisory (News of the Day) to all employees to provide:
A notice of downgrading/upgrading of threat condition
A standard operating procedures within threat condition orange
A other instructios as appropriate
o Consult with State of Vermont Office of Homeland Security and senior personnel to assess
and institute additional action, as warranted
2). Safety and Security Coordinators (SSC) shall:
0 Secure essential employee staffing level on firstafagach new pay period
A ascertain essential employee availability for-tweek period
A assign alternate personnel as needed to ensure essential coverage of critical
services and fulfill ment of obligation
A inform director ifessential employee staff level is deficient
o Ensure customer contact list is curremaintain offsite copy
o Review Contingency Plan: Identify steps that enable your office to maintain operations
A consider modifications to shifts, employee assignmentplasme availability,
alternate work location, required supplies, IT requirements, etc.
A notify employees of relevant steps
o Disaster Recovery Plan: Review and assess disaster recovery plans
A Review disaster recovery plan; ensure actions/information are turren
A Remind employees of assignments within plan
A Notify employees of any modifications to plan
o Ensure integrity of your critical operations and information
A Verify backup information/ofkite copies are current (establish schedule)
A Verify off-site copies of iitical information/documents
A Verify location and access to stored bagkdata
A Notify off-site location of elevated threat conditioverify access to this location
o Review respective responsibilities within the Terrorist Incident Annex

3)Employees shél
o Perform actions defined in previous threat conditions
0 Heighten awareness and report suspicious persons/packages/vehicles to building security
o Place increased emphasis to ensure that all visitorssate employees) display security
badges and are ested at all times
o Report to building security, any unlocked rooms and storage areas not in regular use

4)Security personnel in State owned and managed buildings shall:

o Perform actions defined in previous threat conditions

o Implement and conduct infrastitwre security plans for threat condition orange
(restricted information: maintained under separate cover)

o Restrict public access to critical infrastructure facilities

o Notify tenants of security level modifications and impact
A list date/time changes are ettive
A list modifications
A provide instructions as appropriate

5)IT personnel shall:
o Perform actions defined in previous threat conditions
o Implement critical infrastructure security measures for threat condition orange



(restricted information: mainiaed under separate cover)
o Test redundant systems and access tgitdfdata storage
o Review networking capabilities and/or establish alternative connection paths
0 Report any data concerns/deficiencies to respective Safety and Security
Coordinators (SSC)
o Cdlect/maintain offsite, appropriate network and contact information
0 Report suspicious activity to appropriate officials

E. Red- Severe
Threat Condition RED is declared when a terrorism incident has occurred. Upon declaration of
Threat Condition RED, Th8tate will take the following action:

1) Directors shall:
o Issue internal advisory to place on alert status, all essential employees and Emergency
Response Team members
o Issue internal advisory to Safety and Security Coordinators (SSC), essential employees
and Emergency Response Team members to provide:
A notice of upgrading to threat condition red
A reminder that public facilities may be closed to state personnel with minimal
notice
A overview of standard operating procedures and added instructions witkah th
condition red
A additional instructions from Governor, Secretary of Administration and/or Dept. of
Public Safety
o Issue internal advisory (News of the Day) to employees to provide:
A notice of upgrade to threat condition red
A overview of standard operatipgocedures within threat condition red
A other instructions as appropriate
0 Respond to activation of Emergency Operations Center and Terrorist Incident Annex
o Provide briefings and attend briefings of the State of Vermont Office of Homeland
Security, the StatSecurity Review Committee, and/or the Emergency Operations Center
and disseminate relevant information to/from senior management teams and designated
personnel
oConsult with Governoros Office, State of
persomel to assess and institute additional action, as warranted:
A levels of access/levels of service including but not limited to:
e mail processing and scanning
lockdown of facilities
e relocation issues
e personnel issuesdepartment level, statewide level
¢ IT senices
0 communication to employees, customers, vendors re: modified service levels

2)Safety and Security Coordinators (SSC) shall:
o Perform actions defined in previous threat conditions
0 Respond to activation of Emergency Operations Center and Terrorisgnhé&idnex
o Evaluate staffing levels/service levels based on situation, threat of further attacks, etc.
0 Assess impact of restrictions/limitations imposed at Threat Condition Red
o Notify and instruct employees, customers, vendors of restrictions/limitations
0 Beprepared for closure/evacuation of building



0 Be prepared to relocate operation to alternate location

3)Employees shall:
o Perform actions defined in previous threat conditions
o Await instructions from Directors and/or Safety and Security Coordinators (SSC)

4)Security personnel in State Owned and Managed Buildings shall:
o Perform actions defined in previous threat conditions
o Close buildings to all visitors and state employees who do not possess building
ID/credentials
o Conduct security procedures as definedtiireat condition red
(restricted information: maintained under separate cover)
o Notify tenants of security level modifications and impact
A list date/time changes are effective
A provide instructions as appropriate

5)IT personnel shall:
o Perform actions défed in previous threat conditions
o Implement critical infrastructure security measures for threat condition red
(restricted information: maintained under separate cover)

lll. ASSUMPTIONS

To establish a basis for action within threat condition levelsgerand red, The State have identified
several triggering events. Within the framework of this document, the following assumptions have been
applied.

1) Activation of Threat Condition RED represents that:
o0 aterrorist act has occurred in the state of Verimo
0 aterrorist act has occurred in a neighboring state or to a target outside the state,
indicating a clear and present danger exists in the state of Vermont.
0 a major act of terrorism has occurred outside the state of Vermont and may/may not
have the potatial to affect or involve the state.
2) Activation of Threat Condition ORANGE represents that a credible threat of a terrorist act has
been received and tangible (physical) targets and/or demographic targets have been identified as
potential subjects ohe terrorist act and these subjects exist or reside in the State of Vermont.

IV. EVALUATION AND MAINTENANCE

The actions within the threat condition levels will be reviewed on an annual basis and revisions will be
announced and distributed as warranted.

Reference:

State of Vermont Emergency Operations Plan (EOP)






National Incident Command

Incident Commander/Unified Command

The

Incident Commander (IC) or theUnified Command (UC)

is responsible for all aspects of the response, including developing incident objectives and
managing all incident operations.

The IC is faced with many responsibilities when he/she arrives on scene. Unless specificall
assigned to another member of the Command or General Staffs, these responsibilities rem:
the IC. Some of the more complessponsibilities include:

A Establish immediate priorities especially the safety of responders, other emergency
bystanders, and people involved in the incident.

A Stabilize the incident by ensuring life safety and managing resources efficientdgsind
effectively.

A Determine incident objectives and strategy to achieve the objectives.
A Establish and monitor incident organization.
A Approve the implementation of the written or oral Incident Action Plan.

A Ensure adequate health and safety measures decé p

Command Staff

The Command Staff is responsible for public affairs, health and safety, an
liaison activities within the incident command structure. The IC/UC remair
responsible for these activities or may assign individuals to carry out thes:
responsibilities and report directly to the IC/UC.
A Thel nf or mat i orole iSQd developeanddetease information about the incide!
the news media, incident personnel, and other appropriate agencies and organizatic

A TheLi ai s on rd¥fisfta sereeratise point of contact for assisting and coordin.
activities between the IC/UC and various agencies and groups. This may include
Congressional personnel, local government officials, and criminal investigating
organizations and investgprs arriving on the scene.

A TheSaf ety @Ileisiodesalop and recommend measures to the IC/UC for as
personnel health and safety and to assess and/or anticipate hazardous and unsafe ¢
The Safety Officer also develops the SiteeBaPlan, reviews the Incident Action Plan fi
safety implications, and provides timely, complete, specific, and accurate assessme
hazards and required controls




General Staff

The General Staffincludes Operations, Planning, Logistics, and Fingxaministrative
responsibilities. These responsibilities remain with the IC until they are assigned to another
individual. When the Operations, Planning, Logistics or Finance/Administrative responsibilit
are established as separate functions undeCthiady are managed by a section chief and car
supported by other functional units.

A TheOperations Staff is responsible for all operations directly applic
to the primary mission of the response.

A ThePlanning Staff is responsible for collecting, duating, and
disseminating the tactical information related to the incident, and fc
preparing and documenting Incident Action Plans (IAP's).

A Thelogistics Staff is responsible for providing facilities, services, al
materials for the incident response.

A TheFinance and Administrative Staff is responsible for all financial,
administrative, and cost analysis aspects of the incident.

The following is a list of Command Staff and General Staff responsibilities that either the IC
of any response shioliperform or assign to appropriate members of the Command or Gener
Staffs:

Provide response direction;

Coordinate effective communication;

Coordinate resources;

Establish incident priorities;

Develop mutually agreedpon incident objectives and apge response strategies;
Assign objectives to the response structure;

Review and approve IAP's;

Ensure integration of response organizations into the ICS/UC;
Establish protocols;

Ensure worker and public health and safety; and

Inform the media.

vy D By D D Dy D D

The modular organization of the ICS allows responders to scale their efforts and apply the
the ICS structure that best meet the demands of the incident. In other words, there are no
fast rules for when or how to expand the ICS organizalitamy incidents will never require the
activation of Planning, Logistics, or Finance/Administration Sections, while others will requ
some or all of them to be established. A major advantage of the ICS organization is the ab
fill only those partof the organization that are required. For some incidents, and in some
applications, only a few of the organiza
there is a need to expand the organization, additional positions exist within than@Ssvbrk to
meet virtually any need.




The General Staffincludes Operations, Planning, Logistics, and Finance/Administrative
responsibilities. These responsibilities remain with the IC until they are assigned to anott
individual. When the OperationBJanning, Logistics or Finance/Administrative responsibilit
are established as separate functions under the IC, they are managed by a section chief
be supported by other functional units.

A TheOperations Staff is responsible for all operatiodsectly
applicable to the primary mission of the response.

A ThePlanning Staff is responsible for collecting, evaluating, and
disseminating the tactical information related to the incident, and
preparing and documenting Incident Action Plans (IAP's).

A ThelLogistics Staff is responsible for providing facilities, services,
materials for the incident response.

A TheFinance and Administrative Staff is responsible for all financi:
administrative, and cost analysis aspects of the incident.

The following is a list of Command Staff and General Staff responsibilities that either the
UC of any response should perform or assign to appropriate members of the Command
General Staffs:

Provide response direction;

Coordinate effective communication;

Coordinate resources;

Establish incident priorities;

Develop mutually agreedpon incident objectives and approve response strategies
Assign objectives to the response structure;

Review and approve IAP's;

Ensure integration of response organizaiono the ICS/UC,;
Establish protocols;

Ensure worker and public health and safety; and

Inform the media.

vy D By D D Dy D D

The modular organization of the ICS allows responders to scale their efforts and apply tl
of the ICS structure that best meet the demaitise incident. In other words, there are no t
and fast rules for when or how to expand the ICS organization. Many incidents will neve
require the activation of Planning, Logistics, or Finance/Administration Sections, while o
will require some oall of them to be established. A major advantage of the ICS organizat
the ability to fill only those parts of the organization that are required. For some incidents
i n some applications, only a f ewbeoequiredh e
However, if there is a need to expand the organization, additional positions exist within t
framework to meet virtually any need.

For example, in responses involving responders from a single jurisdiction, the ICS estab
organkation for comprehensive response management. However, when an incident invo
more than one agency or jurisdiction, responders can expand the ICS framework to add
multi-jurisdictional incident.




The roles of the ICS participants will also varydading on the incident and may even vary
during the same incident. Staffing considerations are based on the needs of the incident.
number of personnel and the organization structure are dependent on the size and comg
the incident. There is nabsolute standard to follow. However, lasgmale incidents will usuall
require that each component, or section, is set up separately with different staff member:
managing each section. A basic operating guideline is that the Incident Commander is
resposible for all activities until command authority is transferred to another person.

Another key aspect of an ICS that warrants mention is the development of an IAP. A plar
cycle is typically established by the Incident Commander and Planning Secieina@id an
IAP is then developed by the Planning Section for the next operational period (usualy24?
hours in length) and submitted to the Incident Commander for approval. Creation of a ple
cycle and development of an IAP for a particular apenal period help focus available
resources on the highest priorities/incident objectives. The planning cycle, if properly pra
brings together everyone's input and identifies critical shortfalls that need to be addresse
carry out the Incidenffommander's objectives for that ywet.

This document is to be used as a reference in determining incident response. The following link will also ass
in providing more detailed information and forms to use.
http://www.osha.gov/SLTC/etools/ics/org.html



http://www.osha.gov/SLTC/etools/ics/org.html

EMPLOYEE EMERGENCY INFORMATION

Employees are provided this form for completion. Submission of this form is not mandatory although it is
encouraged so that basic contact and medical infamet available in the event of an emergency.

Name: Todaydés D

Home address: Home Phone No:

MEDICAL INFORMATION

Healthcare Insurance Carrie

Doctor 6s Name: Pho

Specialistds Name: P

Preferred Hospital:

Known allergies to medications:

Other information that a medical professional should know:

EMERGENCY CONTACT INFORMATION
Person(s) to contact in the event of an emergency:

Name: Home Phone No:

Relationship: Cellular:

Employer: Work Phone No:
Pager:

Name: Home Phone No:

Relationship: Cellular:

Employer: Work Phone No:
Pager:

Please submit this form to your Safety and Security Coordinators (SSC)/supervisor
NOTE: Ifyou are concerned about privacy, submit this form to your supervisor in a sealed envelope. Place your name «
the envel ope and note ATO BE OPENED I N THE EVENT OF /






EXIT INTERVIEW CHECKLIST

Supervisors must complete this form for employees who are saating employment from or transferring
to another division. Upon completion and upon signature of both supervisor and employee, submit this
form to your divisionds employee relations offic

submissbn of the Exit Interview Checklist.

Date:

Supervisords name:

Empl oyeeds name:

Division:

Office:

Separation date;

Employee is (check one):

_____Transferring to another office in the same division
_____Transferring to another division

______Transferring to another state ageniogard or commission
____Leaving state government

Has the employee returnedYes No N/A
Building I.LD. badge _
Security/access badges
Keys
Pager
Cell Phone
Blackberry
Flash Drive
Laptop computer
Secure ID token
ASAP Binder
Other

Is this employee: Yes No
A Safety Warden _
An Essential Employee Weather
An Essential Employee Disaster
Visually, hearing, or physically impaired_

Have the following officials been contacted (attach copywiads to this form):

______IT Services administrator/LAN to terminate accounts and access privileges
_____Telephone Coordinator to make necessary changes in phone service, voicemail, etc.
______Your Division Safety and Security Coordinators (SSC) to ensure all equipment is returned.

Buil ding Security of this

e hopphysigaklyéntparediPe par t ur e



If the employee is transferring to another agency or leaving state government, did you, as supervis
ensure this employee has a scheduled exit i nt
relations officer ad/or the Department of Human Resources? Important benefit information and
separation documentation are reviewed with the employee at this meeting.

MEETING DATE/TIME:

Supervisor signature date Employee signature  date



EMERGENCY EVACUATION

1st Floor:

NAME OFFICE PRESENT OFF SITE UNACCOUNTED
VISITORS/OTHERS
REPORTING PRESENT

Primary Assembly Point:

Secondary:
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ACRONYMNS

ASAP Area Safety and Security Program

ASSC Alternate Safety and Security Coordinator
BGS Buildings and General Services

CAS Crisis Action System

CBRN Chemical, Biological, Radiological, Nuclear
CC Command Center

DFM District Facility Manager

DHR Departent of Human Resources

DIl Department of Information and Innovation
DMV Department of Motor Vehicles

EMA EmergencyManagement Agency

EOC Emergency Operation Center

EOP Emergency Operations Plan

ESF Emergency Support Functions

FBI Federal Bureau dhvestigation

FEMA Federal Emergency Management Agency
FMS Fleet management Services

HSAS US Homeland Security Advisory System
IAP Incident Action Plan

IC Incident Commander

IED Improvised Explosive Device

IRT Incident Response Team

IT InformationTechnology

NAC National Automobile Club

SSC Safety and Security Coordinator

uC Unified Command
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