
















STATE OF t:T-\H COOPER\Tl\'F CO!\TRACT .-\ME~DME'\T 

AMENDMENT #: 1 

CONTRACT #: AR2480 

Starting Date: Unchanged 

Expiration Date: Unchanged 

TO BE ATTACHED AND MADE PART OF the specified contract by and between the State of Utah Division of Purchasing and 

DLT Solutions (Referred to as CONTRACTOR). 

BOTH PARTIES AGREE TO AMEND THE CONTRACT AS FOLLOWS: 

Attachment E to AR2480 is amended to include the following, attached additional End User License 
Agreements: 

• eLearningForce International End User License Agreement 
• Immersion End User License Agreement 

Effective Date of Amendment: 6/7/2018 

All other terms and conditions of the contract, including those previously modified, shall remain in full force and effect. 

TN WITNESS WHEREOF, the parties sign and cause this contract to be executed. 

Edward A. Abbot CONTRACTOR 

Ill - Director, 
Contracts 
Contractor's Signature 

Edward A. Abbot 111 
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Contractor's Name (Print) 

Director, Contracts 
Title (Print) 

For Division of Purchasing Internal Use 

8 JUN 2018 
Date 

Purchasing Agent Phone # 

Solomon Kin ston 801-538-3228 

E-mail Address 

ov 

STATE OF UTAH 

Contract# 
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ELEARNINGFORCE International 

LMS365 Cloud 
END USER LICENSE AGREEMENT 

• EELEARNINGFORCE 

IMPORTANT-READ CAREFULLY: This End User License Agreement c·EULA") is a legal agreement between 
you (either an individual or a single entity) and ELEARNINGFORCE International and its subsidiaries 
(collectively, ·ELEARNINGFORCE") for ·LMS365 Cloud· which includes computer software and may include 
associated media, printed materials, and ·online" or electronic documentation (collectively •ucensed 
Software"). The Licensed Software also includes any updates and supplements to the original Licensed 
Software which may be made available to you by ELEARNINGFORCE. By accepting this EULA, or accessing 
or otherwise using the Licensed Software, you agree to be bound by the terms of this EULA for this Licensed 
Software, or, if you have entered into a separate written license agreement with ELEARNINGFORCE 
regarding the Licensed Software, you agree to be bound by the terms of such agreement. 

If you do not agree to the terms of this EULA, do not install, access or use the Licensed Software. 

The Licensed Software is protected by copyright laws and international copyright treaties, as well as other 
intellectual property laws and treaties. The Licensed Software is licensed, not sold. 

1. Grant of License. Under this EU LA, ELEARN ING FORCE grants to you a non-exclusive license to use the version 
of the Licensed Software made available to you by ELEARNINGFORCE, solely for your internal business. Your use 
of the Licensed Software shall be in accordance with this EULA and the documentation for the Licensed Software 
as provided. All rights not expressly granted in this EULA are reseNed by ELEARNINGFORCE. 

2. Other Rights and Limitations. 
Limitations on Reverse Engineering, Decompilation, and Disassembly. You shall not cause or permit the reverse 
engineering, decompilation, or disassembly of the Licensed Software or any portion thereof, except and only to 
the extent that such activity is expressly permitted by applicable law. 

Marks. This EULA does not grant you any rights in connection with any trademarks or seNice marks of 
ELEARNINGFORCE. You shall not remove or modify any Licensed Software markings or any notice of 
ELEARNINGFORCE's proprietary rights. 

Third Party Use. You shall not rent, lease or lend the Licensed Software, or make the Licensed Software available 
in any manner to any third party for use in the third party's business operations (unless such access is expressly 
permitted in writing by ELEARNINGFORCE). 
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• EELEARNINGFORCE 

Benchmarks and Comgetitive Use. You shall not disclose results of any Licensed Software benchmark tests without 
ELEARNINGFORCE's prior written consent. The Licensed Software may not be used for purposes of competitive 
analysis or development of a competitive product. 

Progrietary Rights. All rights, title, interest and copyrights in and to the Licensed Software are owned by 
ELEARNINGFORCE or its licensors. All title and intellectual property rights in and to the content which may be 
accessed through use of the Licensed Software is the property of the respective content owner and may be 
protected by applicable copyright or other intellectual property laws and treaties. This EULA grants you no rights 
to use such content. 

3. Disclaimer of Warranties. The Licensed Software is made available to you "as is" with no warranty of any kind. 
ELEARNINGFORCE AND ITS LICENSORS EXPRESSLY DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTIES OR 
CONDITIONS, INCLUDING WARRANTIES OR CONDITIONS OF MERCHANTABILITY, TITLE, NON­
INFRINGEMENT, QUALITY AND FITNESS FOR A PARTICULAR PURPOSE. 

4. Limitation of Liability. 
NEITHER ELEARNINGFORCE NOR ITS LICENSORS SHALL BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, PUNITIVE OR CONSEQUENTIAL DAMAGES, OR ANY LOSS OF PROFITS, REVENUE, DATA OR DATA 
USE, ARISING FROM THIS EULA OR FROM THE USE OF OR INABILITY TO USE THE LICENSED SOFTWARE, EVEN 
IF ELEARNINGFORCE OR ITS LICENSORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
ELEARNINGFORCE'S MAXIMUM LIABILITY FOR ANY DAMAGES ARISING OUT OF OR RELATED TO THIS EULA, 
OR THE USE OF THE LICENSED SOFTWARE, WHETHER IN CONTRACT OR TORT, OR OTHERWISE, SHALL BE 
LIMITED TO THE FEES YOU PAID TO ELEARNINGFORCE FOR THE DEFICIENT LICENSED SOFTWARE UNDER 
THIS EULA. Except for actions relating to death or personal injury to persons caused by the negligence of 
ELEARNINGFORCE, no action, regardless of form, arising out of or relating to this EULA or the Licensed Software 
may be brought by you against ELEARNINGFORCE more than two years after the cause of action has accrued. 

5. Termination. This EULA and your license to use the Licensed Software shall terminate automatically if you fail 
to comply with the terms of this EULA. No notice will be required by ELEARNINGFORCE to effect a termination. 
If you are in default of this EULA, or if the EULA is terminated, you may no longer use the Licensed Software. 
Notwithstanding anything to the contrary, your license to the Licensed Software will terminate immediately if you 
become insolvent or bankrupt or enter into any arrangement or composition with your creditors or if a receiver, 
trustee or administrator is appointed to operate or otherwise direct your business or assets. Provisions of this 
EULA which survive termination or expiration include those relating to limitation of liability, infringement indemnity, 
and others which by their nature are intended to survive. 

6. Indemnification. You will defend, indemnify and hold ELEARNINGFORCE and its licensors harmless against: 
(a) any claims or actions by any third party (including any of your customers) in connection with the Licensed 
Software or your use thereof, or this EULA; and (b) any loss or damage arising from a breach by you of this EULA, 
or any action of any of your agents or contractors with respect to the Licensed Software for which you are 
responsible under this EULA. 
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• EELEARNINGFORCE 

7. Governing Law and Jurisdiction. This EULA is governed by the laws of the State of Wyoming, and both you 
and ELEARNINGFORCE agree to submit to the exclusive jurisdiction of the courts located in State of Wyoming in 
any dispute arising out of or relating to the Licensed Software or this EULA. 

8. Other. 

Export Restrictions. You acknowledge that the Licensed Software is subject to E.U. export jurisdiction. You shall 
comply with all applicable international and national laws that apply to the Licensed Software, including the E.U. 
Export Regulations, as well as end-user, end-use and destination restrictions issued by E.U. and other 
governments. 

Transfer Restrictions. You shall not assign or otherwise transfer this EULA or any portion of the Licensed Software, 
or any interests in any of the foregoing, without ELEARNINGFORCE's prior written consent. For purposes of this 
EULA, a merger, consolidation or other corporate reorganization or a transfer or sale of a controlling interest in 
your stock, or all or substantially all of your assets, shall be deemed to be an assignment. This EULA will inure to 
the benefit of and be binding upon the parties, their successors, administrators, heirs and permitted assigns. 

Entire Ag reement. This EULA and the information which is incorporated into this EULA by written reference 
is the complete agreement for the Licensed Software provided to you, and this EULA supersedes all prior 
or contemporaneous agreements or representations, written or oral, regarding such Licensed Software. 
THE TERMS OF THIS EULA SHALL SUPERSEDE THE TERMS CONTAINED IN ANY PURCHASE ORDER OR 
OTHER NON-ELEARNINGFORCE ORDERING DOCUMENT OR CORRESPONDENCE, REGARDLESS OF 
WHEN SUCH ORDERING DOCUMENT IS RECEIVED OR IF ELEARNINGFORCE SIGNS SUCH ORDERING 
DOCUMENT, AND NO TERMS INCLUDED IN ANY SUCH PURCHASE ORDER OR OTHER NON­
SOURCECODE ORDERING DOCUMENT OR CORRESPONDENCE SHALL APPLY TO SOURCECODE OR TO 
THE LICENSED SOFTWARE. If any term of this EULA is found to be invalid or unenforceable, the remaining 
provisions will continue in effect. Any notice required under this EULA shall be provided to the other party 
in writing. 

© Copyright ELEARNINGFORCE International ApS. All rights reserved . 
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SOFTWARE AS A SERVICE AGREEMENT (V.18109) 

PLEASE READ THIS AGREEMENT BEFORE USING IMMERSION'S SERVICES. BY ACCESSING OR USING 
IMMERSION'S EXTERNAL USER MANAGEMENT SERVICES OFFERING, YOU ("the Customer") SIGNIFY 
ACCEPTANCE OF AND AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT 
AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, DO NOT ACCESS OR USE THE SERVICES. 
IF THE PARTIES HAVE A FULLY EXECUTED AGREEMENT THAT EXPRESSLY GOVERNS ORDERS FOR 
IMMERSION'S SOFTWARE AS A SERVICE AGREEMENT, SUCH AGREEMENT SHALL SUPERSEDE THIS 
AGREEMENT. 

This Software as a Service Agreement ("Agreement") is entered into between Customer and Immersion Technology Services, 
a Wyoming limited liability corporation ("Immersion"), with its principal place of business at 3742 Colliers Drive, Suite 
100, Edgewater, Maryland 21037 and Customer agree that the following terms and conditions will apply to the services 
provided under this Agreement and Orders placed thereunder. 

1. DEFINITIONS 

"External User" means a user of a Microsoft Online Service that is not an employee, onsite contractor, or onsite 
agent of Customer or its Affiliates. 

"Administrator User" means each Customer employee designated by Customer to serve as technical 
administrator of the SaaS Services on Customer's behalf. Each Administrator User must complete training and qualification 
requirements reasonably required by Immersion. 

"Customer Content" means all data and materials provided by Customer to Immersion for use in connection with 
the SaaS Services, including, without limitation, customer applications, data files, and graphics. 

"Documentation" means the user guides, online help, release notes, training materials and other documentation 
provided or made available by Immersion to Customer regarding the use or operation of the SaaS Services. 

"Host" means the computer equipment on which the Software is installed, which is owned and operated by 
Immersion or its services provider. 

"Maintenance Services" means the support and maintenance services provided by Immersion to Customer pursuant 
to this SaaS Agreement and Exhibit A. 

"Other Services" means all technical and non-technical services performed or delivered by Immersion under this 
SaaS Agreement, including, without limitation, implementation services and other professional services, training and 
education services but excluding the SaaS Services and the Maintenance Services. Other Services will be provided on a 
time and material basis at such times or during such periods, as may be specified in a Schedule and mutually agreed to by 
the parties. All Other Services will be provided on a non-work for hire basis. 

"Schedule" is a written document quote that specifies the quantity and price executed separately by Immersion and 
Customer for the purpose of purchasing Saas Services under the terms and conditions of this Saas Agreement 

"Software" means the object code version of any software to which Customer is provided access as part of the 
Service, including any updates or new versions. 

"SaaS Services" refer to the specific Immersion internet-accessible service identified in a Schedule that provides 
use of Immersion external user management Software that is hosted by Immersion or its services provider and made 
available to Customer over a network on a term-use basis. 
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"Subscription Term" shall mean that period specified in a Schedule during which Customer will have on-line 
access and use of the Software through Immersion's SaaS Services. The Subscription Tenn shall renew for successive 12-
month periods unless either party delivers written notice of non-renewal to the other party at least 30 days prior to the 
expiration of the then-crnTent Subscription Term. 

2. SaaS SERVICES 

2.1 During the Subscription Term, Customer will receive a nonexclusive, non-assignable, royalty free, worldwide 
right to access and use the SaaS Services solely for your internal business operations subject to the terms of this 
Agreement and up to the number of external users documented in the Schedule. 

2.2 Customer acknowledges that this Agreement is a services agreement and Immersion will not be delivering copies of 
the Software to Customer as part of the SaaS Services. 

3. RESTRICTIONS 

Customer shall not, and shall not permit anyone to: (i) copy or republish the SaaS Services or Software, (ii) make 
the Saas Services available to any person other than authorized external users, (iii) use or access the SaaS 
Services to provide service bureau, time-sharing or other computer hosting services to third parties, (iv) modify or 
create derivative works based upon the Saas Services or Documentation, (v) remove, modify or obscure any 
copy1ight, trademark or other proprietary notices contained in the software used to provide the SaaS Services or in 
the Documentation, (vi) reverse engineer, decompile, disassemble, or othe1wise attempt to derive the source code 
of the Software used to provide the SaaS Services, except and only to the extent such activity is expressly 
permitted by applicable law, or (vii) access the SaaS Seivices or use the Documentation in order to build a similar 
product or competitive product. Subject to the limited licenses granted herein, Immersion shall own all right, title 
and interest in and to the Software, seivices, Documentation, and other deliverables provided under this SaaS 
Agreement, including all modifications, improvements, upgrades, derivative works and feedback related thereto 
and intellectual property rights therein. Customer agrees to assign all right, title and interest it may have in the 
foregoing to Immersion. 

4. CUSTOMER RESPONSIBILITIES 

4.1 Assistance. Customer shall provide commercially reasonable information and assistance to Immersion to enable 
Immersion to deliver the SaaS Services. Upon request from Immersion, Customer shall promptly deliver Customer 
Content to Immersion in an electronic file format specified and accessible by Immersion. Customer acknowledges 
that Immersion's ability to deliver the SaaS Seivices in the manner provided in this Saas Agreement may depend 
upon the accuracy and timeliness of such information and assistance. 

4.2 Compliance with Laws. Customer shall comply with all applicable local, state, national and foreign laws in 
connection with its use of the SaaS Services, including those laws related to data privacy, international 
communications, and the transmission of technical or personal data. Customer acknowledges that Immersion 
exercises no control over the content of the information transmitted by Customer or the External User 
Management users through the SaaS Services. Customer shall not upload, post, reproduce or distribute any 
information, software or other material protected by copyright, privacy rights, or any other intellectual property 
right without first obtaining the permission of the owner of such rights. 

4.3 Unaut110rized Use; False Information. Customer shall: (a) notify Immersion immediately of any unauthorized use of 
any password or user id or any other known or suspected breach of security, (b) report to Immersion immediately 
and use reasonable effo1is to stop any unauthorized use of the SaaS Seivices that is known or suspected by 
Customer or any External User Management user, and (c) not provide false identity inf01mation to gain access to or 
use the SaaS Services. 

4.4 Administrator Access. Customer shall be solely responsible for the acts and omissions of its Administrator Users. 
Immersion shall not be liable for any loss of data or functionality caused directly or indirectly by the Administrator 
Users. 
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4.5 Cu tamer lnput. Customer is solely responsible for collecting, inputting and updating all Customer Content stored 
on the Host, and for ensuring that the Customer Content does not (i) include anything that actually or potentially 
infringes or misappropriates the copyright, trade secret, trademark or other intellectual property right of any third 
party, or (ii) contain anything that is obscene, defamatory, harassing, offensive or malicious. Customer shall: (i) 
notify Immersion immediately of any unauthorized use of any password or user id or any other known or suspected 
breach of security, (ii) report to Immersion immediately and use reasonable efforts to stop any unauthorized use of 
the Service that is known or suspected by Customer or any External User Management user, and (iii) not provide 
false identity information to gain access to or use the Service. 

4.6 License from Customer. Subject to the terms and conditions of this SaaS Agreement, Customer shall grant to 
Immersion a limited, non-exclusive and non-transferable license, to copy, store, configure, perform, display and 
transmit Customer Content solely as necessary to provide the SaaS Services to Customer. 

4.7 Ownership and Restriction . Customer retains ownership and intellectual property rights in and to its Customer 
Content. Immersion or its licensors retain all ownership and intellectual property rights to the services, Software 
programs, and anything developed and delivered under the Agreement. Third party technology that may be 
approp1iate or necessary for use with some Immersion programs is specified in the program Documentation or 
ordering document as applicable. Customer's right to use such third-party technology is governed by the tenns of 
the third-party technology license agreement specified by Immersion and not under the Agreement. 

4.8 Suggestions. Immersion shall have a royalty-free, worldwide, irrevocable, perpetual license to use and incorporate 
into the SaaS Services any suggestions, enhancement requests, recommendation or other feedback provided by 
Customer, including Users, relating to the operation of the SaaS Services. 

5. ORDERSANDPAYMENT 

5.1 Orders. Customer shall order SaaS Services pursuant to a Schedule. All services acquired by Customer shall be 
governed exclusively by this SaaS Agreement and the applicable Schedule. In the event of a conflict between the 
terms of a Schedule and this SaaS Agreement, the terms of the Schedule shall take precedence. 

5.2 Invoicing and Pavment. Unless otherwise provided in the Schedule, Immersion shall invoice Customer for all fees 
on the Schedule effective date. Customer shall pay all undisputed invoices within 30 days after Customer receives 
the invoice. Except as expressly provided otherwise, fees are non-refundable. All fees are stated in United States 
Dollars and must be paid by Customer to Immersion in United States Dollars. 

5.3 Expenses. Customer will reimburse Immersion for its reasonable, out-of-pocket travel and related expenses 
incurred in performing the Other Services. Immersion shall notify Customer prior to incurring any such expense. 
Immersion shall comply with Customer's travel and expense policy if made available to Immersion prior to 
the required travel. 

5.4 Taxes. Immersion shall bill Customer for applicable taxes as a separate line item on each invoice. Customer shall 
be responsible for payment of all sales and use taxes, value added taxes (VAT), or similar charges relating to 
Customer's purchase and use of the services. Customer shall not be liable for taxes based on Immersion's net 
income, capital or corporate franchise. 

6. TERM AND TERMINATION 

6.1 Term of SaaS Agreement. The term of this SaaS Agreement shall begin on the Effective Date and shall continue 
until terminated by either party as outlined in this Section. 

6.2 Te1mination. Either party may terminate this SaaS Agreement immediately upon a material breach by the other 
party that has not been cured within thirty (30) days after receipt of notice of such breach. 

6.3 Suspension for Non-Payment. Immersion reserves the right to suspend delivery of the SaaS Services if 
Customer fails to timely pay any undisputed amounts due to Immersion under this SaaS Agreement, but only after 
Immersion notifies Customer of such failure and such failure continues for fifteen ( 15) days. Suspension of the SaaS 
Services shall not release Customer of its payment obligations under this SaaS Agreement. Customer agrees that 
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Immersion shall not be liable to Customer or to any third party for any liabilities, claims or expenses arising from 
or relating to suspension of the SaaS Services resulting from Customer's nonpayment. 

6.4 Suspension for Ongoing Ham1. Immersion reserves the right to suspend delivery of the SaaS Services if Immersion 
reasonably concludes that Customer or an External User Management user's use of the SaaS Services is causing 
immediate and ongoing haim to Immersion or others. In the extraordinary case that Immersion must suspend 
delivery of the Saas Services, Immersion shall immediately notify Customer of the suspension and the parties shall 
diligently attempt to resolve the issue. Immersion shall not be liable to Customer or to any third party for any 
liabilities, claims or expenses arising from or relating to any suspension of the SaaS Services in accordance 
with this ecLion 6.4. Nothing in this SecLion 6.4 will limit Immersion ' s 1ights under Section 6.5 below. 

6.5 Effect ofTermination. 

(a) Upon termination of this Saas Agreement or expiration of the Subscription Term, Immersion shall immediately 
cease providing the SaaS Services and all usage rights granted under this SaaS Agreement shall terminate. 

(b) Iflmmersion terminates this SaaS Agreement due to a breach by Customer, then Customer shall immediately 
pay to Immersion all amounts then due under this SaaS Agreement and to become due during the remaining 
term of this SaaS Agreement, but for such termination. Tf Customer terminates this SaaS Agreement due to a 
breach by Immersion, then Immersion shall immediately repay to Customer all pre-paid amounts for any 
unperformed SaaS Services scheduled to be delivered after the termination date. 

(c) Upon termination of this SaaS Agreement and upon subsequent written request by the disclosing party, the 
receiving paiiy of tangible Confidential Information shall immediately return such information or destroy 
such information and provide w1itten certification of such destruction, provided that the receiving party may 
permit its legal counsel to retain one archival copy of such information in the event of a subsequent dispute 
between the parties. 

7. SERVICE LEVEL AGREEMENT 

The Service Level Saas Agreement ("SLA") for the Saas Services is set forth in Exhibit 8 hereto. The SLA sets forth 
Customer's sole remedies for availability or quality of the SaaS Services including any failure to meet any guarantee 
set forth in the SLA. 

8. WARRANTIES 

8.1 Warranty. Immersion represents and warrants that it will provide the SaaS Services in a professional manner 
consistent with general industry standards and that the SaaS Services will perform substantially in accordance with 
the Documentation. For any beach of a waiTanty, Customer's exclusive remedy shall be as provided in Section 6, 
Term and Termination. 

8.2 IMMERSION WARRANTS THAT THE SAAS SERVICES WILL PERFORM IN ALL MATERIAL RESPECTS 
IN ACCORDANCE WITH THE DOCUMENTATION. IMMERSION DOES NOT GUARANTEE THAT THE 
SAAS SERVICES WILL BE PERFORMED ERROR-FREE OR UNINTERRUPTED, OR THAT IMMERSION 
WILL CORRECT ALL SAAS SERVICES ERRORS. CUSTOMER ACKNOWLEDGES THAT IMMERSION 
DOES NOT CONTROL THE TRANSFER OF DATA OVER COMMUNICATIONS FACILITIES, 
INCLUDING THE INTERNET, AND THAT THE SAAS SERVICE MAY BE SUBJECT TO LIMITATIONS, 
DELAYS, AND OTHER PROBLEMS INHERENT IN THE USE OF SUCH COMMUNICATIONS 
FACILITIES.THIS SECTION SETS FORTH THE SOLE AND EXCLUSIVE WARRANTY GIVEN BY 
IMMERSION (EXPRESS OR IMPLIED) WITH RESPECT TO THE SUBJECT MATTER OF THIS 
AGREEMENT. NEITHER IMMERSION NOR ANY OF ITS LICENSORS OR OTHER SUPPLIERS WARRANT 
OR GUARANTEE THAT THE OPERATION OF THE SUBSCRIPTION SERVICE WILL BE 
UNINTERRUPTED, VIRUS-FREE OR ERROR-FREE, NOR SHALL IMMERSION OR ANY OF ITS SERVICE 
PROVIDERS BE LIABLE FOR UNAUTHORIZED ALTERATION, THEFT OR DESTRUCTION OF 
CUSTOMER'S OR ANY USER' S DAT A, FILES, OR PROGRAMS. 
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9. LIMITATIONS OF LIABILITY 

NEITHER PARTY (NOR ANY LICENSOR OR OTHER SUPPLIER OF IMMERSION) SHALL BE LIABLE FOR 
INDIRECT, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES, INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR LOST BUSINESS, PROFITS, DATA OR USE OF ANY SERVICE, INCURRED BY EITHER PARTY 
OR ANY THIRD PARTY IN CONNECTION WITH THIS SAAS AGREEMENT, REGARDLESS OF THE NATURE 
OF THE CLAIM (INCLUDING NEGLIGENCE), EVEN IF FORESEEABLE OR THE OTHER PARTY HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. NEITHER PARTY'S AGGREGATE LIABILITY FOR 
DAMAGES UNDER THIS SAAS AGREEMENT, REGARDLESS OF THE NATURE OF THE CLAIM (INCLUDING 
NEGLIGENCE), SHALL EXCEED THE FEES PAID OR PAYABLE BY CUSTOMER UNDER THIS SAAS 
AGREEMENT DURING THE 12 MONTHS PRECEDING THE DATE THE CLAIM AROSE. THE FOREGOING 
LIMITATIONS SHALL NOT APPLY TO THE PARTIES' OBLIGATIONS (OR ANY BREACH THEREOF) UNDER 
SECTIONS ENTI LED "RESTRICTION", "INDEMNIFICATION", OR "CONFIDENTIALITY". 

10. INDEMNIFICATION 

10.1 Indemnification by Immersion. If a third party makes a claim against Customer that the SaaS Services infringes any 
patent, copyright or trademark, or misappropriates any trade secret, or that Immersion's negligence or willful 
misconduct has caused bodily injury or death, Immersion shall defend Customer and its directors, officers and 
employees against the claim at Immersion's expense and Immersion shall pay all losses, damages and expenses 
(including reasonable attorneys' fees) finally awarded against such parties or agreed to in a written settlement 
agreement signed by Immersion, to the extent arising from the claim. Immersion shall have no liability for any claim 
based on (a) the Customer Content, (b) modification of the SaaS Services not authorized by Immersion, or (c) use of 
the SaaS Services other than in accordance with the Documentation and this Saas Agreement. Immersion may, at 
its sole option and expense, procure for Customer the right to continue use of the SaaS Services, modify the SaaS 
Services in a manner that does not materially impair the functionality, or terminate the Subscription Term and 
repay to Customer any amount paid by Customer with respect to the Subscription Term following the termination 
date. 

l 0.2 lndcmnilication by Customer. If a third party makes a claim against Immersion that the Customer Content infringes 
any patent, copyright or trademark, or misappropriates any trade secret, Customer shall defend Immersion and its 
directors, officers and employees against the claim at Customer's expense and Customer shall pay all losses, 
damages and expenses (including reasonable attorneys' fees) finally awarded against such parties or agreed to in a 
written settlement agreement signed by Customer, to the extent arising from the claim. 

10.3 Conditions for lndemnilication. A party seeking indemnification under this section shall (a) promptly notify the 
other party of the claim, (b) give the other party sole control of the defense and settlement of the claim, and (c) 
provide, at the other party's expense for out-of-pocket expenses, the assistance, information and authority 
reasonably requested by the other party in the defense and settlement of the claim. 

11. CONFIDENTIALITY 

11.1 Definition. "Confidential Information" means any information disclosed by a party to the other party, directly or 
indirectly, which, (a) if in written, graphic, machine-readable or other tangible form, is marked as "confidential" or 
"proprieta1y," (b) if disclosed orally or by demonstration, is identified at the time of initial disclosure as confidential 
and is confirmed in writing to the receiving party to be "confidential" or "proprietary" within 30 days of such 
disclosure, (c) is specifically deemed to be confidential by the terms of this SaaS Agreement, or (d) reasonably 
appears to be confidential or proprietary because of the circumstances of disclosure and the nature of the 
information itself. Confidential Information will also include information disclosed by third parties to a 
disclosing party under an obligation of confidentiality. Subject to the display of Customer Content as 
contemplated by this SaaS Agreement, Customer Content is deemed Confidential Information of Customer. 
Immersion software and Documentation are deemed Confidential Information oflmmersion. 

11.2 Confidentiality. During the term of this SaaS Agreement and for 5 years thereafter (perpetually in the case of 
software), each party shall treat as confidential all Confidential Information of the other party, shall not use such 
Confidential Information except to exercise its rights and perform its obligations under this SaaS Agreement, and 
shall not disclose such Confidential Information to any third party. Without limiting the foregoing, each party 
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shall use at least the same degree of care, but not less than a reasonable degree of care, it uses to prevent the 
disclosure of its own confidential information to prevent the disclosure of Confidential Information of the other 
party. Each party shall promptly notify the other party of any actual or suspected misuse or unauthorized 
disclosure of the other party's Confidential Information. Neither party shall reverse engineer, disassemble or 
decompile any prototypes, software or other tangible objects which embody the other party's Confidential 
Information, and which are provided to the party hereunder. Each party may disclose Confidential Information of 
the other party on a need-to-know basis to its contractors who are subject to confidentiality agreements requiring 
them to maintain such information in confidence and use it only to facilitate the performance of their services on 
behalfofthe receiving party. 

11.3 Exceptions. Confidential Information excludes information that: (a) is known publicly at the time of the disclosure 
or becomes known publicly after disclosure through no fault of the receiving party, (b) is known to the receiving 
party, without restriction, at the time of disclosure or becomes known to the receiving party, without restriction, 
from a source other than the disclosing party not bound by confidentiality obligations to the disclosing party, or (c) 
is independently developed by the receiving party without use of the Confidential Information as demonstrated by 
the written records of the receiving party. The receiving party may disclose Confidential Information of the other 
party to the extent such disclosure is required by law or order of a court or other governmental authority, provided 
that the receiving party shall use reasonable efforts to promptly notify the other party prior to such disclosure to 
enable the disclosing party to seek a protective order or otheiwise prevent or restrict such disclosure. Each party 
may disclose the existence of this SaaS Agreement and the relationship of the parties but agrees that the specific 
terms of this SaaS Agreement will be treated as Confidential Information; provided, however, that each party may 
disclose the terms of this SaaS Agreement to those with a need to know and under a duty of confidentiality such as 
accountants, lawyers, bankers and investors. 

12. GENERAL PROVISIONS 

12.1 

12.2 

Non-Exclusive Service. Customer acknowledges that SaaS Services is provided on a non-exclusive basis. 
Nothing shall be deemed to prevent or restrict Immersion's ability to provide the SaaS Services or other technology, 
including any features or functionality first developed for Customer, to other parties. 

Personal Data. Customer hereby acknowledges and agrees that Immersion's performance of this Saas Agreement 
may require Immersion to process, transmit and/or store Customer personal data or the personal data of Customer 
employees and Affiliates. By submitting personal data to Immersion, Customer agrees that Immersion and 
its Affiliates may process, transmit and/or store personal data only to the extent necessary for, and for the 
sole purpose of, enabling Immersion to perform its obligations to under this SaaS Agreement. In relation to all 
Personal Data provided by or through Customer to Immersion, Customer will be responsible as sole Data 
Controller for complying with all applicable data protection or similar laws such as EU Directive 95/46/EC and 
laws implementing that Directive that regulate the processing of Personal Data and special categmies of data as 
such terms are defined in that Directive. Customer agrees to obtain all necessary consents and make all 
necessary disclosures before including Personal Data in Content and using the Enabling Software and 
Immersion SaaS. Customer confirms that Customer is solely responsible for any Personal Data that may be 
contained in Content, including any information which any Immersion Saas User shares with third parties on 
Customer's behalf. Customer is solely responsible for determining the purposes and means of processing Customer 
Personal Data by Immersion under this Agreement, including that such processing according to Customer's 
instructions will not place Immersion in breach of applicable data protection laws. Prior to processing, Customer 
will inform Immersion about any special categories of data contained within Customer Personal Data and any 
restrictions or special requirements in the processing of such special categories of data, including any cross-border 
transfer restrictions. Customer is responsible for ensuring that the Immersion SaaS meets such restrictions or 
special requirements. 

12.3 Immersion Personal Data Obligations. In performing the SaaS Services, Immersion will comply with the 
Immersion Services Privacy Policy, which is available at hllp://www.lmmersiontechnoloeyservices.com/privacy­
policy and incorporated herein by reference. The Immersion Services Privacy Policy is subject to change at 
Immersion's discretion; however, Immersion policy changes will not result in a material reduction in the level of 
protection provided for Customer data during the period for which fees for the services have been paid. The services 
policies referenced in this SaaS Agreement specify our respective responsibilities for maintaining the security of 
Customer data in connection with the Saas Services. Immersion reserves the right to provide the SaaS Services 
from Host locations, and/or through use of subcontractors, worldwide. Immersion subscribes to the United 
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States/European Union Safe Harbor Principles, and as a result, appears on the U.S. Department of Commerce Safe 
Harbor list (available at http://www.cxport.gov/safeharbor) as of the effective date of this SaaS Agreement. 
Immersion's Safe Harbor certification specifically includes Immersion's performance of services for customer 
provided personal information. Immersion will only process Customer Personal Data in a manner that is 
reasonably necessary to provide SaaS Services and only for that purpose. Immersion will only process Customer 
Personal Data in delivering Immersion's SaaS. Customer agrees to provide any notices and obtain any consent 
related to Immersion's use of the data for provisioning the SaaS Services, including those related to the collection, 
use, processing, transfer and disclosure of personal information. Customer shall have sole responsibility for the 
accuracy, quality, integrity, legality, reliability, appropriateness and retains ownership of all of Customer data. 

12.4 Assignment. Neither party may assign this SaaS Agreement or any right under this SaaS Agreement, without the 
consent of the other party, which consent shall not be unreasonably withheld or delayed; provided however, that 
either party may assign this SaaS Agreement to an acquirer of all or substantially all of the business of such party 
to which this SaaS Agreement relates, whether by merger, asset sale or otherwise. This SaaS Agreement shall be 
binding upon and inure to the benefit of the parties' successors and permitted assigns. Either party may employ 
subcontractors in performing its duties under this SaaS Agreement, provided, however, that such party shall not be 
relieved of any obligation under this SaaS Agreement. 

12.5 Notices. Except as otherwise permitted in this SaaS Agreement, notices under this SaaS Agreement shall be in 
writing and shall be deemed to have been given (a) five (5) business days after mailing if sent by registered or 
certified U.S. mail, (b) when transmitted if sent by facsimile, provided that a copy of the notice is promptly sent by 
another means specified in this section, or (c) when delivered if delivered personally or sent by express courier 
service. All notices shall be sent to the other party at the address set forth on the cover page of this SaaS 
Agreement. 

12.6 Force Majeure. Each party will be excused from performance for any period during which, and to the extent that, 
such party or any subcontractor is prevented from perfmming any obligation or Service, in whole or in part, as a 
result of causes beyond its reasonable control, and without its fault or negligence, including without limitation, 
acts of God, strikes, lockouts, riots, acts of ten-orism or war, epidemics, communication line failures, and power 
failures. 

12.7 Waiver. No waiver shall be effective unless it is in writing and signed by the waiving party. The waiver by either 
party of any breach of this SaaS Agreement shall not constitute a waiver of any other or subsequent breach. 

12.8 Severabiliry. If any term of this Saas Agreement is held to be invalid or unenforceable, that term shall be 
ref01med to achieve as nearly as possible the same effect as the original te1m, and the remainder of this SaaS 
Agreement shall remain in full force. 

12.9 Entire SaaS Agreement. This SaaS Agreement (including all Schedules and exhibits) contains the entire agreement 
of the parties and supersedes all previous oral and written communications by the patties, concerning the subject 
matter of this SaaS Agreement. This SaaS Agreement may be amended solely in a writing signed by both parties. 
Standard or printed terms contained in any purchase order or sales confirmation are deemed rejected and shall be 
void unless specifically accepted in writing by the party against whom their enforcement is sought; mere 
commencement of work or payment against such forms shall not be deemed acceptance of the terms. 

12.10 Survival. Sections 3, 6, and 8 Lhrough 12 of this SaaS Agreement shall survive the expiration or termination of 
this SaaS Agreement for any reason. 

12.11 Publicity. Immersion may include Customer's name and logo in its customer lists and on its website. Upon signing, 
Immersion may issue a high-level press release announcing the relationship and the manner in which Customer will 
use the Immersion solution. Immersion shall coordinate its efforts with appropriate communications personnel 
in Customer's organization to secure approval of the press release if necessary. 

12.12 Export Regulations. Export laws and regulations of the United States and any other relevant local export laws and 
regulations apply to the SaaS Services. Customer agrees that such export control laws govern its use of the SaaS 
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Services (including technical data) and any services deliverables provided under this Agreement, and Customer 
agrees to comply with all such export laws and regulations. Customer agrees that no data, information, software 
programs and/or materials resulting from services ( or direct product thereof) will be exported, directly or indirectly, 
in violation of these laws. 

12.13 No Third-Pany BeneCiciaric ' . This SaaS Agreement is an agreement between the parties, and confers no rights 
upon either party's employees, agents, contractors, partners of customers or upon any other person or entity. 

12.14 Independent Contractor. The parties have the status of independent contractors, and nothing in this SaaS Agreement 
nor the conduct of the patties will be deemed to place the parties in any other relationship. Except as provided in 
this SaaS Agreement, neither party shall be responsible for the acts or omissions of the other party or the other 
party's personnel. 

12.15 Statistical Information. Immersion may anonymously compile statistical information related to the performance of 
the Services for purposes of improving the SaaS service, provided that such information does not identify 
Customer's data or include Customer's name. 

12.16 Governing Law. This SaaS Agreement shall be governed by the laws of the State of Wyoming, excluding its conflict 
of law principles. The United Nations Convention on Contracts for the International Sale of Goods shall not 
apply. 

12.17 Compliance with Laws. Immersion shall comply with all applicable local, state, national and foreign laws in 
connection with its delivery of the SaaS Services, including those laws related to data privacy, international 
communications, and the transmission of technical or personal data 

12.18 Dispute Resolution. Customer's satisfaction is an important objective to Immersion in performing its obligations 
under this SaaS Agreement. Except with respect to intellectual property rights, if a dispute arises between the 
parties relating to the interpretation or performance of this SaaS Agreement or the grounds for the termination 
hereof, the parties agree to hold a meeting within fifteen (15) days of written request by either party, attended by 
individuals with decision-making authority, regarding the dispute, to attempt in good faith to negotiate a resolution 
of the dispute prior to pursuing other available remedies. If, within 15 days after such meeting, the parties have 
not succeeded in resolving the dispute, either party may protect its interests by any lawful means available to it. 

*** End of Page*** 
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EXHIBIT A 
Support and Maintenance Services 

l. Support and Maintenance Services 
Support and Maintenance Services are included in the SaaS subscription and entitle Customer to the following: 

(a) Telephone or electronic support to help Customer locate and correct problems with the Software. 
(b) Bug fixes and code corrections to correct Software malfunctions to bring such Software into substantial 

conformity with the operating specifications. 
(c) All extensions, enhancements and other changes that Immersion, at its sole discretion, makes or adds to the Software 

and which Immersion furnishes, without charge, to all other Subscribers of the SaaS Service. 
(d) Up to five (5) dedicated contacts designated by Customer in writing that will have access lo support services. 

2. Response and Resolution Goals 
• "Business hours" 8am-8pm EST, Monday thru Friday, except holidays. 
• "Fix" means the repair or replacement of Software component to remedy Problem. 
• "Problem" means a defect in Software as defined in Immersion's standard Software specification that significantly 

degrades such Software. 
• "Respond" means acknowledgement of Problem containing assigned support engineer name, date and time assigned, and 

severity assignment. 
• "Workaround" means a change in the procedures followed or data supplied by Customer to avoid a Problem without 

substantially impairing Customer' s use of the Software. 

Problem Severity Response Times Resolution Goals 

1. The production system is creating a Immersion will Upon confirmation of receipt, an Immersion support 
significant impact to the Customer's Respond within 2 personnel begins continuous work on the Problem, and a 
business function preventing that business hours. customer resource must be available at any time to assist 
function from being executed. with problem determination. Customer Suppmt will provide 

reasonable effort for Workaround or Fix within 24 hours, 
once the Problem is reproducible or once we have identified 
the Software defect. Immersion may incorporate Fix in 
future release of software. 

2. The production system or application Immersion will Customer Support will provide reasonable effort for 
is moderately affected. There is no Respond within 4 Workaround or Fix within 7 business days, once the Problem 
workaround currently available or the business hours. is reproducible. Immersion may incorporate fix in future 
workaround is cumbersome to use. release of software. 

3. The production system or application Immersion will Customer Support will provide reasonable effort for 
issue is not critical: no data has been lost, Respond within 8 Workaround or Fix within 10 business days, once the Problem 
and the system has not failed. The issue business hours. is reproducible. Immersion may incorporate Fix in future 
has been identified and does not hinder release of software. 
normal operation, or the situation may be 
temporarily circumvented using an 
available workaround. 

4. Non-critical issues, general Immersion will Respond Resolution of Problem may appear in future release of 
questions, enhancement requests, or within 24 business hours. software. 
the functionality does not match 
documented specifications. 
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3. Accessing Support 
Customer Support offers several ways to resolve any technical difficulties. In addition to online help in the Software, which can be 
accessed by clicking the "Help" tab when logged into the Software, function-specific help information can also be accessed throughout 

the Software using the'?' option. The online support center (http://support.external365.com) is available 24x7 for self-service 
technical assistance including: 

• Downloading software updates and patches 
• Logging tickets and viewing status of previously submitted tickets 
• Viewing updates to supported platforms and hardware 
• Accessing product documentation, technical articles, and FAQs 

The support email address is helpdesk@immersiontechnologyservices.tom 
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EXHIBITB 
SERVICE LEVEL AGREEMENT 

The External User Management (EUM) SaaS Services will achieve System Availability (as defined below) of at least 99.9% 
during each calendar year of the Subscription Term. All other SaaS Services will achieve System Availability (as defined 
below) of at least 99% during each calendar year of the Subscription Term. "System Availability" means the number of 
minutes in a year that the key components of the Saas Services are operational as a percentage of the total number of 
minutes in such year, excluding downtime resulting from (a) scheduled maintenance, (b) events of Force Majeure in the 
SaaS Agreement), (c) malicious attacks on the system, (d) issues associated with the Customer's computing devices, local 
area networks or internet service provider connections, or (e) inability to deliver services because of acts or omissions of 
Customer or any External User Management user. Immersion reserves the right to take the Service offline for scheduled 
maintenance for which Customer has been provided reasonable notice and Immersion resetves the right to change its 
maintenance window upon prior notice to Customer. 

If Immersion fails to meet System Availability in the year, upon written request by Customer within 30 days after the end of 
the year, Immersion will issue a credit in Customer's next invoice in an amount equal to l % of the yearly fee for the affected 
SaaS Services for each 1 % loss of System Availability up to a maximum of the Customer's fee for the affected SaaS 
Services. Tf the yearly fee has been paid in advance, then at Customer's election Immersion shall provide a credit to 
Customer to be used for additional External U er Managements o,r term exten ion . The remedy stated in this paragraph is 
Customer's sole and cxcl.usive remedy for interruption of SaaS Services and [mmersion 's fa ilure to meel System Avai lability. 
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Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions

1. Master Agreement Order of Precedence 

a. Any Order placed under this Master Agreement shall consist of the following 
documents:

(1) A Participating Entity’s Participating Addendum1 (“PA”);
(2) NASPO ValuePoint Master Agreement Terms & Conditions, including the applicable 
Exhibits2 to the Master Agreement;
(3) The Solicitation;
(4) Contractor’s response to the Solicitation, as revised (if permitted) and accepted by 
the Lead State; and
(5) A Service Level Agreement issued against the Participating Addendum.

b. These documents shall be read to be consistent and complementary.  Any conflict 
among these documents shall be resolved by giving priority to these documents in the 
order listed above. Contractor terms and conditions that apply to this Master Agreement 
are only those that are expressly accepted by the Lead State and must be in writing and 
attached to this Master Agreement as an Exhibit or Attachment.  

2.  Definitions - Unless otherwise provided in this Master Agreement, capitalized terms 
will have the meanings given to those terms in this Section.

Confidential Information means any and all information of any form that is marked as 
confidential or would by its nature be deemed confidential obtained by Contractor or its 
employees or agents in the performance of this Master Agreement, including, but not 
necessarily limited to (1) any Purchasing Entity’s records, (2) personnel records, and (3) 
information concerning individuals, is confidential information of Purchasing Entity.

Contractor means the person or entity providing solutions under the terms and 
conditions set forth in this Master Agreement. Contractor also includes its employees, 
subcontractors, agents and affiliates who are providing the services agreed to under the 
Master Agreement.

Data means all information, whether in oral or written (including electronic) form, 
                   

1 A Sample Participating Addendum will be published after the contracts have been awarded. 
2 The Exhibits comprise the terms and conditions for the service models: PaaS, IaaS, and PaaS. 



created by or in any way originating with a Participating Entity or Purchasing Entity, and 
all information that is the output of any computer processing, or other electronic
manipulation, of any information that was created by or in any way originating with a 
Participating Entity or Purchasing Entity, in the course of using and configuring the 
Services provided under this Agreement.

Data Breach means any actual or reasonably suspected non-authorized access to or 
acquisition of computerized Non-Public Data or Personal Data that compromises the 
security, confidentiality, or integrity of the Non-Public Data or Personal Data, or the 
ability of Purchasing Entity to access the Non-Public Data or Personal Data.

Data Categorization means the process of risk assessment of Data. See also “High 
Risk Data”, “Moderate Risk Data” and “Low Risk Data”.

Disabling Code means computer instructions or programs, subroutines, code, 
instructions, data or functions, (including but not limited to viruses, worms, date bombs 
or time bombs), including but not limited to other programs, data storage, computer 
libraries and programs that self-replicate without manual intervention, instructions 
programmed to activate at a predetermined time or upon a specified event, and/or 
programs purporting to do a meaningful function but designed for a different function, 
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the 
Purchasing Entity’s’ software, applications and/or its end users processing environment, 
the system in which it resides, or any other software or data on such system or any 
other system with which it is capable of communicating.

Fulfillment Partner means a third-party contractor qualified and authorized by 
Contractor, and approved by the Participating State under a Participating Addendum, 
who may, to the extent authorized by Contractor, fulfill any of the requirements of this 
Master Agreement including but not limited to providing Services under this Master 
Agreement and billing Customers directly for such Services. Contractor may, upon 
written notice to the Participating State, add or delete authorized Fulfillment Partners as 
necessary at any time during the contract term. Fulfillment Partner has no authority to 
amend this Master Agreement or to bind Contractor to any additional terms and 
conditions.

High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization 
of Federal Information and Information Systems (“High Impact Data”).

Infrastructure as a Service (IaaS) as used in this Master Agreement is defined the 
capability provided to the consumer to provision processing, storage, networks, and 
other fundamental computing resources where the consumer is able to deploy and run 
arbitrary software, which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud infrastructure but has 
control over operating systems, storage, deployed applications; and possibly limited 
control of select networking components (e.g., host firewalls).



Intellectual Property means any and all patents, copyrights, service marks, 
trademarks, trade secrets, trade names, patentable inventions, or other similar 
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein.

Lead State means the State centrally administering the solicitation and any resulting 
Master Agreement(s).

Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of 
Federal Information and Information Systems (“Low Impact Data”).

Master Agreement means this agreement executed by and between the Lead State, 
acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter 
amended. 

Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security 
Categorization of Federal Information and Information Systems (“Moderate Impact Data”).

NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program, 
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)(3) limited 
liability company (doing business as NASPO ValuePoint) is a subsidiary organization 
the National Association of State Procurement Officials (NASPO), the sole member of 
NASPO ValuePoint.  The NASPO ValuePoint Cooperative Purchasing Organization 
facilitates administration of the cooperative group contracting consortium of state chief 
procurement officials for the benefit of state departments, institutions, agencies, and 
political subdivisions and other eligible entities (i.e., colleges, school districts, counties, 
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The 
NASPO ValuePoint Cooperative Development Team is identified in the Master 
Agreement as the recipient of reports and may be performing contract administration 
functions as assigned by the Lead State.

Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to 
distribution to the public as public information. It is deemed to be sensitive and 
confidential by the Purchasing Entity because it contains information that is exempt by 
statute, ordinance or administrative rule from access by the general public as public 
information.

Participating Addendum means a bilateral agreement executed by a Contractor and a 
Participating Entity incorporating this Master Agreement and any other additional 
Participating Entity specific language or other requirements, e.g. ordering procedures 
specific to the Participating Entity, other terms and conditions. 

Participating Entity means a state, or other legal entity, properly authorized to enter 
into a Participating Addendum.  

Participating State means a state, the District of Columbia, or one of the territories of 
the United States that is listed in the Request for Proposal as intending to participate.  



Upon execution of the Participating Addendum, a Participating State becomes a
Participating Entity.

Personal Data means data alone or in combination that includes information relating to 
an individual that identifies the individual by name, identifying number, mark or 
description can be readily associated with a particular individual and which is not a 
public record. Personal Information may include the following personally identifiable 
information (PII): government-issued identification numbers (e.g., Social Security, 
driver’s license, passport); financial account information, including account number, 
credit or debit card numbers; or Protected Health Information (PHI) relating to a person.

Platform as a Service (PaaS) as used in this Master Agreement is defined as the 
capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools 
supported by the provider. This capability does not necessarily preclude the use of 
compatible programming languages, libraries, services, and tools from other sources. 
The consumer does not manage or control the underlying cloud infrastructure including 
network, servers, operating systems, or storage, but has control over the deployed 
applications and possibly application hosting environment configurations.

Product means any deliverable under this Master Agreement, including Services, 
software, and any incidental tangible goods.

Protected Health Information (PHI) means individually identifiable health information 
transmitted by electronic media, maintained in electronic media, or transmitted or 
maintained in any other form or medium. PHI excludes education records covered by 
the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 
1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held 
by a covered entity in its role as employer. PHI may also include information that is a 
subset of health information, including demographic information collected from an 
individual, and (1) is created or received by a health care provider, health plan, 
employer or health care clearinghouse; and (2) relates to the past, present or future 
physical or mental health or condition of an individual; the provision of health care to an 
individual; or the past, present or future payment for the provision of health care to an 
individual; and (a) that identifies the individual; or (b) with respect to which there is a 
reasonable basis to believe the information can be used to identify the individual.

Purchasing Entity means a state, city, county, district, other political subdivision of a 
State, and a nonprofit organization under the laws of some states if authorized by a 
Participating Addendum, who issues a Purchase Order against the Master Agreement 
and becomes financially committed to the purchase.

Services mean any of the specifications described in the Scope of Services that are 
supplied or created by the Contractor pursuant to this Master Agreement.

Security Incident means the possible or actual unauthorized access to a Purchasing 



Entity’s Non-Public Data and Personal Data the Contractor believes could reasonably 
result in the use, disclosure or theft of a Purchasing Entity’s Non-Public Data within the 
possession or control of the Contractor. A Security Incident also includes a major 
security breach to the Contractor’s system, regardless if Contractor is aware of 
unauthorized access to a Purchasing Entity’s Non-Public Data.  A Security Incident may 
or may not turn into a Data Breach.

Service Level Agreement (SLA) means a written agreement between both the 
Purchasing Entity and the Contractor that is subject to the terms and conditions in this 
Master Agreement and relevant Participating Addendum unless otherwise expressly 
agreed in writing between the Purchasing Entity and the Contractor.  SLAs should 
include: (1) the technical service level performance promises, (i.e. metrics for 
performance and intervals for measure), (2) description of service quality, (3) 
identification of roles and responsibilities, (4) remedies, such as credits, and (5) an 
explanation of how remedies or credits are calculated and issued.

Software as a Service (SaaS) as used in this Master Agreement is defined as the 
capability provided to the consumer to use the Contractor’s applications running on a 
Contractor’s infrastructure (commonly referred to as ‘cloud infrastructure).  The 
applications are accessible from various client devices through a thin client interface 
such as a Web browser (e.g., Web-based email), or a program interface. The consumer 
does not manage or control the underlying cloud infrastructure including network, 
servers, operating systems, storage, or even individual application capabilities, with the 
possible exception of limited user-specific application configuration settings.

Solicitation means the documents used by the State of Utah, as the Lead State, to 
obtain Contractor’s Proposal.   

Statement of Work means a written statement in a solicitation document or contract 
that describes the Purchasing Entity’s service needs and expectations.

3.  Term of the Master Agreement: The initial term of this Master Agreement is for ten
(10) years with no renewal options.

4. Amendments: The terms of this Master Agreement shall not be waived, altered, 
modified, supplemented or amended in any manner whatsoever without prior written 
approval of the Lead State and Contractor.

5. Assignment/Subcontracts: Contractor shall not assign, sell, transfer, or sublet 
rights, or delegate responsibilities under this Master Agreement, in whole or in part, 
without the prior written approval of the Lead State. 

The Lead State reserves the right to assign any rights or duties, including written 
assignment of contract administration duties to the NASPO Cooperative Purchasing 
Organization LLC, doing business as NASPO ValuePoint.

6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of 
the Master Agreement. Participating Entities and Purchasing Entities shall receive the 



immediate benefit of price or rate reduction of the services provided under this Master 
Agreement.  A price or rate reduction will apply automatically to the Master Agreement 
and an amendment is not necessary. 

7. Termination: Unless otherwise stated, this Master Agreement may be terminated by 
either party upon 60 days written notice prior to the effective date of the termination.
Further, any Participating Entity may terminate its participation upon 30 days written 
notice, unless otherwise limited or stated in the Participating Addendum.  Termination
may be in whole or in part.  Any termination under this provision shall not affect the 
rights and obligations attending orders outstanding at the time of termination, including 
any right of any Purchasing Entity to indemnification by the Contractor, rights of 
payment for Services delivered and accepted, data ownership, Contractor obligations 
regarding Purchasing Entity Data, rights attending default in performance an applicable 
Service Level of Agreement in association with any Order, Contractor obligations under 
Termination and Suspension of Service, and any responsibilities arising out of a 
Security Incident or Data Breach. Termination of the Master Agreement due to 
Contractor default may be immediate.

8. Confidentiality, Non-Disclosure, and Injunctive Relief  
a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in 
the course of providing a Product under this Master Agreement, be exposed to or 
acquire information that is confidential to Purchasing Entity’s or Purchasing Entity’s 
clients.  Any reports or other documents or items (including software) that result from 
the use of the Confidential Information by Contractor shall be treated in the same 
manner as the Confidential Information.   Confidential Information does not include 
information that (1) is or becomes (other than by disclosure by Contractor) publicly 
known; (2) is furnished by Purchasing Entity to others without restrictions similar to 
those imposed by this Master Agreement; (3) is rightfully in Contractor’s possession 
without the obligation of nondisclosure prior to the time of its disclosure under this 
Master Agreement; (4) is obtained from a source other than Purchasing Entity without 
the obligation of confidentiality, (5) is disclosed with the written consent of Purchasing 
Entity or; (6) is independently developed by employees, agents or subcontractors of 
Contractor who can be shown to have had no access to the Confidential Information.

b. Non-Disclosure.  Contractor shall hold Confidential Information in confidence, using 
at least the industry standard of confidentiality, and shall not copy, reproduce, sell, 
assign, license, market, transfer or otherwise dispose of, give, or disclose Confidential 
Information to third parties or use Confidential Information for any purposes whatsoever 
other than what is necessary to the performance of Orders placed under this Master 
Agreement.  Contractor shall advise each of its employees and agents of their 
obligations to keep Confidential Information confidential.  Contractor shall use 
commercially reasonable efforts to assist Purchasing Entity in identifying and preventing 
any unauthorized use or disclosure of any Confidential Information.  Without limiting the 
generality of the foregoing, Contractor shall advise Purchasing Entity, applicable 
Participating Entity, and the Lead State immediately if Contractor learns or has reason 
to believe that any person who has had access to Confidential Information has violated 
or intends to violate the terms of this Master Agreement, and Contractor shall at its 



expense cooperate with Purchasing Entity in seeking injunctive or other equitable relief 
in the name of Purchasing Entity or Contractor against any such person.  Except as 
directed by Purchasing Entity, Contractor will not at any time during or after the term of 
this Master Agreement disclose, directly or indirectly, any Confidential Information to 
any person, except in accordance with this Master Agreement, and that upon 
termination of this Master Agreement or at Purchasing Entity’s request, Contractor shall 
turn over to Purchasing Entity all documents, papers, and other matter in Contractor's 
possession that embody Confidential Information.  Notwithstanding the foregoing, 
Contractor may keep one copy of such Confidential Information necessary for quality 
assurance, audits and evidence of the performance of this Master Agreement.

c. Injunctive Relief. Contractor acknowledges that breach of this section, including 
disclosure of any Confidential Information, will cause irreparable injury to Purchasing 
Entity that is inadequately compensable in damages.  Accordingly, Purchasing Entity 
may seek and obtain injunctive relief against the breach or threatened breach of the 
foregoing undertakings, in addition to any other legal remedies that may be available.  
Contractor acknowledges and agrees that the covenants contained herein are 
necessary for the protection of the legitimate business interests of Purchasing Entity 
and are reasonable in scope and content.

d. Purchasing Entity Law.  These provisions shall be applicable only to extent they are 
not in conflict with the applicable public disclosure laws of any Purchasing Entity.

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must 
secure prior approval from the Lead State or  Participating Entity for the release of any 
information that pertains to the potential work or activities covered by the Master 
Agreement , including but not limited to reference to or use of the Lead State or a 
Participating Entity’s name, Great Seal of the State, Coat of Arms, any Agency or other 
subunits of the State government, or any State official or employee, for commercial 
promotion which is strictly prohibited.  News releases or release of broadcast e-mails 
pertaining to this Master Agreement or Participating Addendum shall not be made without 
prior written approval of the Lead State or a Participating Entity.

The Contractor shall not make any representations of NASPO ValuePoint’s opinion or 
position as to the quality or effectiveness of the services that are the subject of this 
Master Agreement without prior written consent. Failure to adhere to this requirement 
may result in termination of the Master Agreement for cause.

10. Defaults and Remedies 
a. The occurrence of any of the following events shall be an event of default under this 
Master Agreement:

(1) Nonperformance of contractual requirements; or

(2) A material breach of any term or condition of this Master Agreement; or

(3) Any certification, representation or warranty by Contractor in response to the 
solicitation or in this Master Agreement that proves to be untrue or materially 
misleading; or



(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or 
similar law, by or against Contractor, or the appointment of a receiver or similar 
officer for Contractor or any of its property, which is not vacated or fully stayed 
within thirty (30) calendar days after the institution or occurrence thereof; or

(5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an event of default, Lead State shall issue a written notice of 
default, identifying the nature of the default, and providing a period of 30 calendar days 
in which Contractor shall have an opportunity to cure the default. The Lead State shall 
not be required to provide advance written notice or a cure period and may immediately 
terminate this Master Agreement in whole or in part if the Lead State, in its sole 
discretion, determines that it is reasonably necessary to preserve public safety or 
prevent immediate public crisis.  Time allowed for cure shall not diminish or eliminate 
Contractor’s liability for damages.

c. If Contractor is afforded an opportunity to cure and fails to cure the default within the 
period specified in the written notice of default, Contractor shall be in breach of its 
obligations under this Master Agreement and Lead State shall have the right to exercise 
any or all of the following remedies:

(1) Exercise any remedy provided by law; and

(2) Terminate this Master Agreement and any related Contracts or portions 
thereof; and

(3) Suspend Contractor from being able to respond to future bid solicitations; 
and

(4) Suspend Contractor’s performance; and

(5) Withhold payment until the default is remedied.

d. Unless otherwise specified in the Participating Addendum, in the event of a default 
under a Participating Addendum, a Participating Entity shall provide a written notice of 
default as described in this section and have all of the rights and remedies under this 
paragraph regarding its participation in the Master Agreement, in addition to those set 
forth in its Participating Addendum.  Nothing in these Master Agreement Terms and 
Conditions shall be construed to limit the rights and remedies available to a Purchasing 
Entity under the applicable commercial code.  

11. Changes in Contractor Representation: The Contractor must notify the Lead State 
of changes in the Contractor’s key administrative personnel, in writing within 10 calendar 
days of the change.   The Lead State reserves the right to approve changes in key 
personnel, as identified in the Contractor’s proposal.  The Contractor agrees to propose 
replacement key personnel having substantially equal or better education, training, and 
experience as was possessed by the key person proposed and evaluated in the 
Contractor’s proposal. 

12. Force Majeure: Neither party shall be in default by reason of any failure in 
performance of this Contract in accordance with reasonable control and without fault or 
negligence on their part. Such causes may include, but are not restricted to, acts of 
nature or the public enemy, acts of the government in either its sovereign or contractual 



capacity, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes and 
unusually severe weather, but in every case the failure to perform such must be beyond 
the reasonable control and without the fault or negligence of the party. 

13. Indemnification 

a.  The Contractor shall defend, indemnify and hold harmless NASPO, NASPO 
ValuePoint, the Lead State, Participating Entities, and Purchasing Entities, along with 
their officers, agents, and employees as well as any person or entity for which they may 
be liable, from and against any and all third party claims, direct damages or causes of 
action including reasonable attorneys’ fees and related costs for any death, injury, or 
damage to property arising directly from act(s), error(s), or omission(s) of the 
Contractor, its employees or subcontractors or volunteers, at any tier, relating to the 
performance under the Master Agreement.  

b. Indemnification – Intellectual Property. The Contractor shall defend, indemnify and 
hold harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities, 
Purchasing Entities, along with their officers, agents, and employees as well as any 
person or entity for which they may be liable ("Indemnified Party"), from and against 
claims, damages or causes of action including reasonable attorneys’ fees and related 
costs arising out of the claim that the Product or its use, infringes Intellectual Property 
rights ("Intellectual Property Claim") of another person or entity.

(1) The Contractor’s obligations under this section shall not extend to any claims 
arising from the combination of the Product with any other product, system or method, 
unless the Product, system or method is:

(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates;

(b) specified by the Contractor to work with the Product; or

(c) reasonably required, in order to use the Product in its intended 
manner, and the infringement could not have been avoided by substituting another 
reasonably available product, system or method capable of performing the same 
function; or

(d) It would be reasonably expected to use the Product in combination 
with such product, system or method.

(2) The Indemnified Party shall notify the Contractor within a reasonable time 
after receiving notice of an Intellectual Property Claim.  Even if the Indemnified Party 
fails to provide reasonable notice, the Contractor shall not be relieved from its 
obligations unless the Contractor can demonstrate that it was prejudiced in defending 
the Intellectual Property Claim resulting in increased expenses or loss to the Contractor 
and then only to the extent of the prejudice or expenses.  Contractor shall have control 
over the defense and settlement of it.  Unless otherwise agreed in writing, this section is 
not subject to any limitations of liability in this Master Agreement or in any other 
document executed in conjunction with this Master Agreement.



14. Independent Contractor: The Contractor shall be an independent contractor.  
Contractor shall have no authorization, express or implied, to bind the Lead State, 
Participating States, other Participating Entities, or Purchasing Entities to any 
agreements, settlements, liability or understanding whatsoever, and agrees not to hold 
itself out as agent except as expressly set forth herein or as expressly agreed in any 
Participating Addendum.

15. Individual Customers: Except to the extent modified by a Participating Addendum, 
each Purchasing Entity shall follow the terms and conditions of the Master Agreement 
and applicable Participating Addendum and will have the same rights and 
responsibilities for their purchases as the Lead State has in the Master Agreement, 
including but not limited to, any indemnity or right to recover any costs as such right is 
defined in the Master Agreement and applicable Participating Addendum for their 
purchases.  Each Purchasing Entity will be responsible for its own charges, fees, and 
liabilities. The Contractor will apply the charges and invoice each Purchasing Entity 
individually. 

16. Insurance  

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the 
term of this Master Agreement, maintain in full force and effect, the insurance described 
in this section.  Contractor shall acquire such insurance from an insurance carrier or 
carriers licensed to conduct business in each Participating Entity’s state and having a 
rating of A-, Class VII or better, in the most recently published edition of Best’s Reports.  
Failure to buy and maintain the required insurance may result in this Master 
Agreement’s termination or, at a Participating Entity’s option, result in termination of its 
Participating Addendum.

b. Coverage shall be written on an occurrence basis. The minimum acceptable limits 
shall be as indicated below, with no deductible for each of the following categories:

(1) Commercial General Liability covering premises operations, independent 
contractors, products and completed operations, blanket contractual liability, 
personal injury (including death), advertising liability, and property damage,   
with a limit of not less than $1 million per occurrence/$3 million general 
aggregate; Contractor will meet these requirements with a combination of 
primary and umbrella liability limits.

(2) CLOUD MINIMUM INSURANCE COVERAGE:

Level of Risk

Data Breach and Privacy/Cyber Liability 
including Technology Errors and Omissions

Minimum Insurance Coverage
Low Risk Data $2,000,000
Moderate Risk Data $5,000,000
High Risk Data $10,000,000



Lead State acknowledges and accepts Contractor has limits of $3,000,000 each 
claim / policy aggregate for technology errors and Omissions, and Cyber with a 
$50,000 deductible paid by Contractor.

(3) Contractor must comply with any applicable State Workers Compensation or 
Employers Liability Insurance requirements

(4) Professional Liability. As applicable, Professional Liability Insurance Policy in 
the minimum amount of $1,000,000 per occurrence and $1,000,000 in the 
aggregate, written on an occurrence form that provides coverage for its work 
undertaken pursuant to each Participating Addendum.

c. Contractor shall pay premiums on all insurance policies.  Such policies shall also 
reference this Master Agreement and shall have a condition that they not be revoked by 
the insurer until thirty (30) calendar days after notice of intended revocation thereof shall 
have been given to Purchasing Entity and Participating Entity by the Contractor.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a 
written endorsement to the Contractor’s general liability insurance policy or other 
documentary evidence acceptable to the Lead State that (1) Contractor has additional
insured endorsement that automatically includes those entities requiring to be additional 
insureds when required by written contract and does not specifically name additional 
insured, (2) provides that no material alteration, cancellation, non-renewal, or expiration 
of the coverage contained in such policy shall have effect unless the named 
Participating State has been given at least thirty (30) days prior written notice, provided 
Contractor has been given such written notice by its insurance carrier, and (3) provides 
that the Contractor’s liability insurance policy shall be primary, with any liability 
insurance of any Participating State as secondary and noncontributory.  Unless 
otherwise agreed in any Participating Addendum, the Participating Entity’s rights and 
Contractor’s obligations are the same as those specified in the first sentence of this 
subsection.  Before performance of any Purchase Order issued after execution of a 
Participating Addendum authorizing it, the Contractor shall provide to a Purchasing 
Entity or Participating Entity who requests it the same information described in this 
subsection.    

e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the 
Purchasing Entity copies of certificates of all required insurance within thirty (30) 
calendar days of the execution of this Master Agreement, the execution of a 
Participating Addendum, or the Purchase Order’s effective date and prior to performing 
any work.  The insurance certificate shall provide the following information:  the name 
and address of the insured; name, address, telephone number and signature of the 
authorized agent; name of the insurance company (authorized to operate in all states); 
a description of coverage in detailed standard terminology (including policy period, 
policy number, limits of liability, exclusions and endorsements); and an acknowledgment 
of the requirement for notice of cancellation provided Contractor has been given such 
notice by its insurance carrier.  Copies of renewal certificates of all required insurance 



shall be furnished within thirty (30) days after any renewal date.  These certificates of 
insurance must expressly indicate compliance with each and every insurance 
requirement specified in this section. Failure to provide evidence of coverage may, at 
sole option of the Lead State, or any Participating Entity, result in this Master 
Agreement’s termination or the termination of any Participating Addendum.

f. Coverage and limits shall not limit Contractor’s liability and obligations under this 
Master Agreement, any Participating Addendum, or any Purchase Order. 

17. Laws and Regulations: Any and all Services offered and furnished shall comply 
fully with all applicable Federal and State laws and regulations.

18. No Waiver of Sovereign Immunity: In no event shall this Master Agreement, any 
Participating Addendum or any contract or any Purchase Order issued thereunder, or 
any act of a Lead State, a Participating Entity, or a Purchasing Entity be a waiver of any 
form of defense or immunity, whether sovereign immunity, governmental immunity, 
immunity based on the Eleventh Amendment to the Constitution of the United States or 
otherwise, from any claim or from the jurisdiction of any court. 

This section applies to a claim brought against the Participating State only to the extent 
Congress has appropriately abrogated the Participating State’s sovereign immunity and 
is not consent by the Participating State to be sued in federal court.  This section is also 
not a waiver by the Participating State of any form of immunity, including but not limited 
to sovereign immunity and immunity based on the Eleventh Amendment to the 
Constitution of the United States. 

19. Ordering 

a. Master Agreement order and purchase order numbers shall be clearly shown on all 
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.   

b. This Master Agreement permits Purchasing Entities to define project-specific 
requirements and informally compete the requirement among other firms having a 
Master Agreement on an “as needed” basis.  This procedure may also be used when 
requirements are aggregated or other firm commitments may be made to achieve 
reductions in pricing.  This procedure may be modified in Participating Addenda and 
adapted to Purchasing Entity rules and policies. The Purchasing Entity may in its sole 
discretion determine which firms should be solicited for a quote.  The Purchasing Entity
may select the quote that it considers most advantageous, cost and other factors 
considered.

c. Each Purchasing Entity will identify and utilize its own appropriate purchasing 
procedure and documentation. Contractor is expected to become familiar with the
Purchasing Entities’ rules, policies, and procedures regarding the ordering of supplies 
and/or services contemplated by this Master Agreement. 

d. Contractor shall not begin providing Services without a valid Service Level 
Agreement or other appropriate commitment document compliant with the law of the 



Purchasing Entity. 

e. Orders may be placed consistent with the terms of this Master Agreement during the 
term of the Master Agreement.   

f. All Orders pursuant to this Master Agreement, at a minimum, shall include:

(1) The services or supplies being delivered;
(2) The place and requested time of delivery;
(3)  A billing address;
(4) The name, phone number, and address of the Purchasing Entity 
representative;
(5) The price per unit or other pricing elements consistent with this Master 
Agreement and the contractor’s proposal;
(6) A ceiling amount of the order for services being ordered; and 
(7) The Master Agreement identifier and the Participating State contract identifier.

g. All communications concerning administration of Orders placed shall be furnished 
solely to the authorized purchasing agent within the Purchasing Entity’s purchasing 
office, or to such other individual identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination 
date of this Master Agreement. Contractor is reminded that financial obligations of 
Purchasing Entities payable after the current applicable fiscal year are contingent upon 
agency funds for that purpose being appropriated, budgeted, and otherwise made 
available.

i. Notwithstanding the expiration or termination of this Master Agreement, Contractor 
agrees to perform in accordance with the terms of any Orders then outstanding at the 
time of such expiration or termination. Contractor shall not honor any Orders placed 
after the expiration or termination of this Master Agreement. Orders from any separate 
indefinite quantity, task orders, or other form of indefinite delivery order arrangement 
priced against this Master Agreement may not be placed after the expiration or 
termination of this Master Agreement, notwithstanding the term of any such indefinite 
delivery order agreement.

20. Participants and Scope

a. Contractor may not deliver Services under this Master Agreement until a Participating 
Addendum acceptable to the Participating Entity and Contractor is executed.  The 
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any 
Order by a Participating Entity (and other Purchasing Entities covered by their 
Participating Addendum), except to the extent altered, modified, supplemented or 
amended by a Participating Addendum.  By way of illustration and not limitation, this 
authority may apply to unique delivery and invoicing requirements, confidentiality 
requirements, defaults on Orders, governing law and venue relating to Orders by a 
Participating Entity, indemnification, and insurance requirements.  Statutory or 



constitutional requirements relating to availability of funds may require specific language 
in some Participating Addenda in order to comply with applicable law.  The expectation 
is that these alterations, modifications, supplements, or amendments will be addressed 
in the Participating Addendum or, with the consent of the Purchasing Entity and 
Contractor, may be included in the ordering document (e.g. purchase order or contract) 
used by the Purchasing Entity to place the Order.

b.  Subject to subsection 20c and a Participating Entity’s Participating Addendum, the 
use of specific NASPO ValuePoint cooperative Master Agreements by state agencies, 
political subdivisions and other Participating Entities (including cooperatives) authorized 
by individual state’s statutes to use state contracts is subject to the approval of the 
respective State Chief Procurement Official.  

c.  Unless otherwise stipulated in a Participating Entity’s Participating Addendum, 
specific services accessed through the NASPO ValuePoint cooperative Master 
Agreements for Cloud Services by state executive branch agencies, as required by a 
Participating Entity’s statutes, are subject to the authority and approval of the 
Participating Entity’s Chief Information Officer’s Office3.

d. Obligations under this Master Agreement are limited to those Participating Entities 
who have signed a Participating Addendum and Purchasing Entities within the scope of 
those Participating Addenda.  Financial obligations of Participating States are limited to 
the orders placed by the departments or other state agencies and institutions having 
available funds.  Participating States incur no financial obligations on behalf of political 
subdivisions. 

e. NASPO ValuePoint is not a party to the Master Agreement.  It is a nonprofit 
cooperative purchasing organization assisting states in administering the NASPO 
ValuePoint cooperative purchasing program for state government departments, 
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties, 
cities, etc.) for all 50 states, the District of Columbia and the territories of the United 
States.  

f. Participating Addenda shall not be construed to amend the terms of this Master 
Agreement between the Lead State and Contractor.  

g. Participating Entities who are not states may under some circumstances sign their 
own Participating Addendum, subject to the approval of participation by the Chief 
Procurement Official of the state where the Participating Entity is located.  Coordinate
requests for such participation through NASPO ValuePoint.  Any permission to 
participate through execution of a Participating Addendum is not a determination that 
procurement authority exists in the Participating Entity; they must ensure that they have 
the requisite procurement authority to execute a Participating Addendum.  

                                                           
3 Chief Information Officer means the individual designated by the Governor with Executive Branch, enterprise-
wide responsibility for the leadership and management of information technology resources of a state. 



h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing 
Entities may not resell goods, software, or Services obtained under this Master 
Agreement. This limitation does not prohibit: payments by employees of a Purchasing 
Entity as explicitly permitted under this agreement; sales of goods to the general public 
as surplus property; and fees associated with inventory transactions with other 
governmental or nonprofit entities under cooperative agreements and consistent with a 
Purchasing Entity’s laws and regulations. Any sale or transfer permitted by this 
subsection must be consistent with license rights granted for use of intellectual property.

21. Payment: Unless otherwise stipulated in the Participating Addendum, Payment is 
normally made within 30 days following the date of a correct invoice is received.  
Purchasing Entities reserve the right to withhold payment of a portion (including all if 
applicable) of disputed amount of an invoice. After 45 days the Contractor may assess 
overdue account charges up to a maximum rate of one percent per month on the 
outstanding balance.  Payments will be remitted by mail. Payments may be made via a 
State or political subdivision “Purchasing Card” with no additional charge.

22. Data Access Controls: Purchasing Entity understands and acknowledges only the 
Purchasing Entity controls access to Purchasing Entity data.  Purchasing Entity further 
acknowledges Contractor has no access to Purchasing Entity’s data, unless Purchasing 
Entity grants Contractor access in order to fulfill an obligation under this Agreement. 
Contractor shall not access a Purchasing Entity’s user accounts or Data, except on the 
course of data center operations, response to service or technical issues, as required by 
the express terms of this Master Agreement, or at a Purchasing Entity’s written request.

Contractor may not share a Purchasing Entity’s Data with its parent corporation, other 
affiliates, or any other third party without the Purchasing Entity’s express written 
consent.

Contractor will ensure that, prior to being granted access to the Data, Contractor Staff 
who perform work under this Agreement have successfully completed annual instruction 
of a nature sufficient to enable them to effectively comply with all Data protection 
provisions of this Agreement; and possess all qualifications appropriate to the nature of 
the employees’ duties and the sensitivity of the Data they will be handling.

23. Operations Management: Contractor shall maintain the administrative, physical, 
technical, and procedural infrastructure associated with the provision of the Product in a 
manner that is, at all times during the term of this Master Agreement, at a level equal to 
or more stringent than those specified in the Solicitation.

24. Public Information: This Master Agreement and all related documents are subject 
to disclosure pursuant to the Purchasing Entity’s public information laws.  

25. Purchasing Entity Data: Purchasing Entity retains full right and title to Data 
provided by it and any Data derived therefrom, including metadata.
Contractor shall not collect, access, or use user-specific Purchasing Entity Data except 
as strictly necessary to provide Service to the Purchasing Entity.  No information 
regarding Purchasing Entity’s use of the Service may be disclosed, provided, rented or 



sold to any third party for any reason unless required by law or regulation or by an order 
of a court of competent jurisdiction. The obligation shall extend beyond the term of this 
Master Agreement in perpetuity.

Contractor shall not use any information collected in connection with this Master 
Agreement, including Purchasing Entity Data, for any purpose other than fulfilling its 
obligations under this Master Agreement.

26. Records Administration and Audit.  

a. The Contractor shall maintain books, records, documents, and other evidence 
pertaining to this Master Agreement and orders placed by Purchasing Entities under it 
to the extent and in such detail as shall adequately reflect performance and 
administration of payments and fees.  Contractor shall permit the Lead State, a 
Participating Entity, a Purchasing Entity, the federal government (including its grant 
awarding entities and the U.S. Comptroller General), and any other duly authorized 
agent of a governmental agency, to audit, inspect, examine, copy and/or transcribe 
Contractor's books, documents, papers and records directly pertinent to this Master 
Agreement or orders placed by a Purchasing Entity under it for the purpose of making 
audits, examinations, excerpts, and transcriptions.  This right shall survive for a period 
of six (6) years following termination of this Agreement or final payment for any order 
placed by a Purchasing Entity against this Agreement, whichever is later, to assure 
compliance with the terms hereof or to evaluate performance hereunder.   

b. Without limiting any other remedy available to any governmental entity, the 
Contractor shall reimburse the applicable Lead State, Participating Entity, or Purchasing 
Entity for any overpayments inconsistent with the terms of the Master Agreement or 
orders or underpayment of fees found as a result of the examination of the Contractor’s 
records.

c. The rights and obligations herein exist in addition to any quality assurance obligation 
in the Master Agreement requiring the Contractor to self-audit contract obligations and 
that permits the Lead State to review compliance with those obligations.  

d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master 
Agreement and applicable Participating Addendum terms. The purchasing entity may 
perform this audit or contract with a third party at its discretion and at the purchasing 
entity’s expense.

27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, or its 
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent 
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The 
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This 
fee is to be included as part of the pricing submitted with proposal.

Additionally, some states may require an additional administrative fee be paid directly to 



the state on purchases made by Purchasing Entities within that state. For all such 
requests, the fee level, payment method and schedule for such reports and payments 
will be incorporated into the Participating Addendum that is made a part of the Master 
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for 
purchases made by Purchasing Entities within the jurisdiction of the state. All such 
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or 
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting 
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the 
gross amount of all sales at the adjusted prices (if any) in Participating Addenda.

28. System Failure or Damage: In the event of system failure or damage caused by 
Contractor or its Services, the Contractor agrees to use its best efforts to restore or 
assist in restoring the system to operational capacity.

29. Title to Product: If access to the Product requires an application program interface 
(API), Contractor shall convey to Purchasing Entity an irrevocable and perpetual license 
to use the API.

30. Data Privacy: The Contractor must comply with all applicable laws related to data 
privacy and security, including IRS Pub 1075. Prior to entering into a SLA with a 
Purchasing Entity, the Contractor and Purchasing Entity must cooperate and hold a 
meeting to determine the Data Categorization to determine whether the Contractor will 
hold, store, or process High Risk Data, Moderate Risk Data and Low Risk Data. The 
Contractor must document the Data Categorization in the SLA or Statement of Work.

31. Warranty: At a minimum the Contractor must warrant the following:

a. Contractor has acquired any and all rights, grants, assignments, conveyances, 
licenses, permissions, and authorization for the Contractor to provide the Services 
described in this Master Agreement.

b. Contractor will perform materially as described in this Master Agreement, SLA, 
Statement of Work, including any performance representations contained in the 
Contractor’s response to the Solicitation by the Lead State.

c. Contractor represents and warrants that the representations contained in its response 
to the Solicitation by the Lead State.

d. The Contractor will not interfere with a Purchasing Entity’s access to and use of the 
Services it acquires from this Master Agreement.

e. The Services provided by the Contractor are compatible with and will operate 
successfully with any environment (including web browser and operating system) 
specified by the Contractor in its response to the Solicitation by the Lead State.

f. The Products or services Contractor provides under this Master Agreement are



provided on an "as is" basis. Except for the express warranty that the Products provided 
under this Master Agreement are free of malware, Contractor makes no representations 
or warranties of any kind, whether express or implied, statutory or otherwise regarding 
the services or that any third party materials will be uninterrupted, error free or free of 
harmful components, or that any materials, including Participating Entities materials or 
third party materials, will be secure or not otherwise lost or damaged.  Except to the 
extent prohibited by law, Contractor disclaims all warranties, including any implied 
warranties of merchantability, satisfactory quality, fitness for a particular purpose, non-
infringement, or quiet enjoyment, and any warranties arising out of any course of 
dealing or usage of trade. The Contractor warrants that is will use appropriate industry-
leading technology to detect and remove worms, Trojans, rootkits, rogues, dialers, 
spyware, etc.

32. Transition Assistance:

a. The Contractor shall reasonably cooperate with other parties in connection with all 
Services to be delivered under this Master Agreement, including without limitation any 
successor service provider to whom a Purchasing Entity’s Data is transferred in 
connection with the termination or expiration of this Master Agreement. The Contractor 
shall assist a Purchasing Entity in exporting and extracting a Purchasing Entity’s Data, 
in a format usable without the use of the Services and as agreed by a Purchasing 
Entity, at no additional cost to the Purchasing Entity. Any transition services requested 
by a Purchasing Entity involving additional knowledge transfer and support may be 
subject to an additional cost and a separate transition Statement of Work.  

b. A Purchasing Entity and the Contractor shall, when reasonable, create a Transition 
Plan Document identifying the transition services to be provided, including a Statement 
of Work if applicable, and subject to additional costs. The Contractor must maintain the 
confidentiality and security of a Purchasing Entity’s Data during the transition services
and thereafter as required by the Purchasing Entity.

33. Waiver of Breach: Failure of the Lead State, Participating Entity, or Purchasing 
Entity to declare a default or enforce any rights and remedies shall not operate as a 
waiver under this Master Agreement or Participating Addendum.  Any waiver by the 
Lead State, Participating Entity, or Purchasing Entity must be in writing.  Waiver by the 
Lead State or Participating Entity of any default, right or remedy under this Master 
Agreement or Participating Addendum, or by Purchasing Entity with respect to any 
Purchase Order, or breach of any terms or requirements of this Master Agreement, a 
Participating Addendum, or Purchase Order shall not be construed or operate as a 
waiver of any subsequent default or breach of such term or requirement, or of any other 
term or requirement under this Master Agreement, Participating Addendum, or 
Purchase Order.  

34. Assignment of Antitrust Rights: Contractor irrevocably assigns to a Participating 
Entity who is a state any claim for relief or cause of action which the Contractor now has 
or which may accrue to the Contractor in the future by reason of any violation of state or 



federal antitrust laws (15 U.S.C. § 1-15 or a Participating Entity’s state antitrust 
provisions), as now in effect and as may be amended from time to time, in connection 
with any goods or services provided to the Contractor for the purpose of carrying out the 
Contractor's obligations under this Master Agreement or Participating Addendum, 
including, at a Participating Entity's option, the right to control any such litigation on such
claim for relief or cause of action.

35. Debarment: The Contractor certifies, to the best of its knowledge, that neither it nor 
its principals are presently debarred, suspended, proposed for debarment, declared 
ineligible, or voluntarily excluded from participation in this transaction (contract) by any 
governmental department or agency.  This certification represents a recurring 
certification made at the time any Order is placed under this Master Agreement.  If the 
Contractor cannot certify this statement, attach a written explanation for review by the 
Lead State.

36. Performance and Payment Time Frames that Exceed Contract Duration: All 
maintenance or other agreements for services entered into during the duration of an
SLA and whose performance and payment time frames extend beyond the duration of 
this Master Agreement shall remain in effect for performance and payment purposes 
(limited to the time frame and services established per each written agreement). No new 
leases, maintenance or other agreements for services may be executed after the 
Master Agreement has expired.  For the purposes of this section, renewals of 
maintenance, subscriptions, SaaS subscriptions and agreements, and other service 
agreements, shall not be considered as “new.”

37. Governing Law and Venue   

a. The procurement, evaluation, and award of the Master Agreement shall be governed 
by and construed in accordance with the laws of the Lead State sponsoring and 
administering the procurement.  The construction and effect of the Master Agreement 
after award shall be governed by the law of the state serving as Lead State (in most 
cases also the Lead State).  The construction and effect of any Participating Addendum 
or Order against the Master Agreement shall be governed by and construed in 
accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.  

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or 
action relating to the procurement, evaluation, and award is in the Lead State.  Venue 
for any claim, dispute or action concerning the terms of the Master Agreement shall be 
in the state serving as Lead State. Venue for any claim, dispute, or action concerning 
any Order placed against the Master Agreement or the effect of a Participating 
Addendum shall be in the Purchasing Entity’s State.

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely 
and exclusively within the United States District Court for (in decreasing order of 
priority):  the Lead State for claims relating to the procurement, evaluation, award, or 
contract performance or administration if the Lead State is a party; the Participating 
State if a named party; the Participating Entity state if a named party; or the Purchasing 
Entity state if a named party.  



d. This section is also not a waiver by the Participating State of any form of immunity, 
including but not limited to sovereign immunity and immunity based on the Eleventh 
Amendment to the Constitution of the United States.

38. No Guarantee of Service Volumes: The Contractor acknowledges and agrees that 
the Lead State and NASPO ValuePoint makes no representation, warranty or condition 
as to the nature, timing, quality, quantity or volume of business for the Services or any 
other products and services that the Contractor may realize from this Master 
Agreement, or the compensation that may be earned by the Contractor by offering the 
Services. The Contractor acknowledges and agrees that it has conducted its own due 
diligence prior to entering into this Master Agreement as to all the foregoing matters.

39. NASPO ValuePoint eMarket Center: In July 2011, NASPO ValuePoint entered into 
a multi-year agreement with SciQuest, Inc. whereby SciQuest will provide certain 
electronic catalog hosting and management services to enable eligible NASPO 
ValuePoint’s customers to access a central online website to view and/or shop the 
goods and services available from existing NASPO ValuePoint Cooperative Contracts. 
The central online website is referred to as the NASPO ValuePoint eMarket Center.

The Contractor will have visibility in the eMarket Center through Ordering Instructions. 
These Ordering Instructions are available at no cost to the Contractor and provided 
customers information regarding the Contractors website and ordering information.

At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint 
eMarket Center Site Admin shall provide a written request to the Contractor to begin 
Ordering Instruction process. The Contractor shall have thirty (30) days from receipt of 
written request to work with NASPO ValuePoint to provide any unique information and 
ordering instructions that the Contractor would like the customer to have.

40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix II 
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal 
Entity Contracts Under Federal Awards, Orders funded with federal funds may have 
additional contractual requirements or certifications that must be satisfied at the time the 
Order is placed or upon delivery.  These federal requirements may be proposed by 
Participating Entities in Participating Addenda and Purchasing Entities for incorporation 
in Orders placed under this master agreement.

41. Government Support: No support, facility space, materials, special access, 
personnel or other obligations on behalf of the states or other Participating Entities,
other than payment, are required under the Master Agreement.

42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other 
reports that may be required by this solicitation, the Contractor shall provide the 
following NASPO ValuePoint reports.



a. Summary Sales Data.  The Contractor shall submit quarterly sales reports directly to 
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee 
Reporting Tool found at http://www.naspo.org/WNCPO/Calculator.aspx.  Any/all sales 
made under the contract shall be reported as cumulative totals by state.  Even if 
Contractor experiences zero sales during a calendar quarter, a report is still required. 
Reports shall be due no later than 30 day following the end of the calendar quarter (as 
specified in the reporting tool).  

b. Detailed Sales Data.  Contractor shall also report detailed sales data by: (1) state; (2) 
entity/customer type, e.g. local government, higher education, K12, non-profit; (3) 
Purchasing Entity name; (4) Purchasing Entity bill-to and ship-to locations; (4) 
Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase 
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices); 
(6) Purchase Order date; (7) and line item description, including product number if used.  
The report shall be submitted in any form required by the solicitation.  Reports are due 
on a quarterly basis and must be received by the Lead State and NASPO ValuePoint 
Cooperative Development Team no later than thirty (30) days after the end of the 
reporting period.    Reports shall be delivered to the Lead State and to the NASPO 
ValuePoint Cooperative Development Team electronically through a designated portal, 
email, CD-Rom, flash drive or other method as determined by the Lead State and 
NASPO ValuePoint.   Detailed sales data reports shall include sales information for all 
sales under Participating Addenda executed under this Master Agreement. The format 
for the detailed sales data report is in shown in Attachment F.

c. Reportable sales for the summary sales data report and detailed sales data report 
includes sales to employees for personal use where authorized by the solicitation and 
the Participating Addendum. Report data for employees should be limited to ONLY the 
state and entity they are participating under the authority of (state and agency, city, 
county, school district, etc.) and the amount of sales. No personal identification 
numbers, e.g. names, addresses, social security numbers or any other numerical 
identifier, may be submitted with any report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development 
Coordinator with an executive summary each quarter that includes, at a minimum, a list 
of states with an active Participating Addendum, states that Contractor is in negotiations 
with and any PA roll out or implementation activities and issues. NASPO ValuePoint 
Cooperative Development Coordinator and Contractor will determine the format and 
content of the executive summary.  The executive summary is due 30 days after the 
conclusion of each calendar quarter.

e. Timely submission of these reports is a material requirement of the Master 
Agreement. The recipient of the reports shall have exclusive ownership of the media 
containing the reports.  The Lead State and NASPO ValuePoint shall have a perpetual, 
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and 
otherwise use reports, data and information provided under this section.



f. If requested by a Participating Entity, the Contractor must provide detailed sales data 
within the Participating State.

43. Entire Agreement: This Master Agreement, along with any attachment, contains 
the entire understanding of the parties hereto with respect to the Master Agreement 
unless a term is modified in a Participating Addendum with a Participating Entity.  No 
click-through, or other end user terms and conditions or agreements required by the 
Contractor (“Additional Terms”) provided with any Services hereunder shall be binding 
on Participating Entities or Purchasing Entities, even if use of such Services requires an 
affirmative “acceptance” of those Additional Terms before access is permitted.

44.  Limitation of Liability: Except as otherwise set forth in the Indemnification 
Paragraphs above, the limit of liability shall be as follows:

a. Contractor’s liability for any claim, loss or liability arising out of, or connected with the 
Services provided, and whether based upon default, or other liability such as breach of 
contract, warranty, negligence, misrepresentation or otherwise, shall in no case exceed 
direct damages in: (i) an amount equal to two (2) times the charges specified in the 
Purchase Order for the Services, or parts thereof forming the basis of the Purchasing 
Entity’s claim or (ii) one million dollars ($1,000,000), whichever is greater.

b. CONTRACTOR SHALL HAVE NO LIABILITY TO LEAD STATE OR 
PARTICIPATING STATES OR PARTICIPATING ENTITIES FOR ANY INDIRECT, 
SPECIAL, INCIDENTAL, PUNITIVE OR CONSEQUENTIAL DAMAGES OF ANY KIND 
(INCLUDING LOST PROFITS, REVENUE, DATA OR DATA USE), REGARDLESS OF 
THE FORM OF ACTION AND INCLUDING CONTRACT, TORT, STRICT LIABILITY 
OR OTHERWISE EVEN IF SUCH PARTY HAS BEEN ADVISED OF THE 
POSSIBILITY IN ADVANCE. 

c. Notwithstanding the above, neither the Contractor nor the Purchasing Entity shall be 
liable for any consequential, indirect or special damages of any kind which may result 
directly or indirectly from such performance, including, without limitation, damages 
resulting from loss of use or loss of profit by the Purchasing Entity, the Contractor, or by 
others.

The limitations of liability in Section 44 will not apply to claims for bodily injury or death, 
Section 8, Section 13(b), and Section 30.



Exhibit 1 to the Master Agreement: Software as a Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non Public Data to the Contractor.
The level of protection and encryption for all Non Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.



3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification:

a. Incident Response: Contractor may need to communicate with outside parties regarding a
security incident, which may include contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the contract.
Discussing security incidents with the Purchasing Entity should be handled on an urgent as
needed basis, as part of Contractor’s communication and mitigation processes as mutually
agreed upon, defined by law or contained in the Master Agreement.

b. Security Incident Reporting Requirements: The Contractor shall report a security incident to
the Purchasing Entity identified contact immediately as soon as possible or promptly without
out reasonable delay, or as defined in the SLA.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any purchasing entity’s content that is subject to applicable
data breach notification law, the Contractor shall (1) as soon as possible or promptly without
out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs with
respect to Personal Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a
Data Breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably
requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the Data Breach, including any post incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.



c. Unless otherwise stipulated, if a data breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt personal data or otherwise prevent its release as reasonably
determined by the Purchasing Entity, the Contractor shall bear the costs associated with (1) the
investigation and resolution of the data breach; (2) notifications to individuals, regulators or
others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring
service required by state (or federal) law or as otherwise agreed to; (4) a website or a toll free
number and call center for affected individuals required by federal and state laws — all not to
exceed the average per record per person cost calculated for data breaches in the United States
(currently $217 per record/person) in the most recent Cost of Data Breach Study: Global
Analysis published by the Ponemon Institute at the time of the data breach; and (5) complete all
corrective actions as reasonably determined by Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of a termination of the Master Agreement or applicable Participating Addendum,
the Contractor shall implement an orderly return of purchasing entity’s data in a CSV or another
mutually agreeable format at a time agreed to by the parties or allow the Purchasing Entity to
extract it’s data and the subsequent secure disposal of purchasing entity’s data.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of termination of any services or agreement in entirety, the Contractor shall not
take any action to intentionally erase purchasing entity’s data for a period of:

• 10 days after the effective date of termination, if the termination is in accordance with
the contract period

• 30 days after the effective date of termination, if the termination is for convenience

• 60 days after the effective date of termination, if the termination is for cause

After such period, the Contractor shall have no obligation to maintain or provide any purchasing
entity’s data and shall thereafter, unless legally prohibited, delete all purchasing entity’s data in
its systems or otherwise in its possession or under its control.



d. The purchasing entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted
and shall not be recoverable, according to National Institute of Standards and Technology
(NIST) approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct criminal
background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the
Master Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for
up to 1 year is an authorized penalty. The Contractor shall promote and maintain an awareness of the
importance of securing the Purchasing Entity’s information among the Contractor’s employees and
agents. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal history
investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request
immediate replacement of the person, or (2) immediately terminate the Participating Addendum and
any related service agreement.

9. Access to Security Logs and Reports: The Contractor shall provide reports on a schedule specified in
the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by both the Contractor and
the Purchasing Entity. Reports shall include latency statistics, user access, user access IP address, user
access history and security logs for all public jurisdiction files related to this Master Agreement and
applicable Participating Addendum.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually at its expense, and provide an unredacted version of the audit report upon request to a
Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version.
A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number.



Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agreed upon maintenance downtime), and provide service to customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be involved in any application development and/or operations.

18. Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require that
the Contractor remove from interaction with Purchasing Entity any Contractor representative who the
Purchasing Entity believes is detrimental to its working relationship with the Contractor. The Purchasing
Entity shall provide the Contractor with notice of its determination, and the reasons it requests the
removal. If the Purchasing Entity signifies that a potential security violation exists with respect to the
request, the Contractor shall immediately remove such individual. The Contractor shall not assign the



person to any aspect of the Master Agreement or future work orders without the Purchasing Entity’s
consent.

19. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity.

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any other state
laws or administrative regulations identified by the Participating Entity.

21. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing
Entity’s data in near real time.

22. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with
validated cryptography standards as referenced in FIPS 140 2, Security Requirements for Cryptographic
Modules for all Personal Data, unless the Purchasing Entity approves in writing for the storage of
Personal Data on a Contractor portable device in order to accomplish work as defined in the statement
of work.

23. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; (ii) for SaaS, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 2 to the Master Agreement: Platform as a Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non Public Data to the Contractor.
The level of protection and encryption for all Non Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.



3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of
any security incident or data breach within the possession and control of the Contractor and related to
the service provided under the Master Agreement, Participating Addendum, or SLA. Such notice shall
include, to the best of Contractor’s knowledge at that time, the persons affected, their identities, and
the Confidential Information and Data disclosed, or shall include if this information is unknown.

a. Incident Response: The Contractor may need to communicate with outside parties regarding a
security incident, which may include contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the Master
Agreement, Participating Addendum, or SLA. Discussing security incidents with the Purchasing
Entity should be handled on an urgent as needed basis, as part of Contractor’s communication
and mitigation processes as mutually agreed, defined by law or contained in the Master
Agreement, Participating Addendum, or SLA.

b. Security Incident Reporting Requirements: Unless otherwise stipulated, the Contractor shall
immediately report a security incident related to its service under the Master Agreement,
Participating Addendum, or SLA to the appropriate Purchasing Entity.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any Purchasing Entity data that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate Purchasing
Entity within 24 hours or sooner, unless shorter time is required by applicable law, and (2) take
commercially reasonable measures to address the data breach in a timely manner

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal
Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a
data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably



requested by the Purchasing Entity to investigate and resolve the data breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the data breach, including any post incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.

c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor
shall bear the costs associated with (1) the investigation and resolution of the data breach; (2)
notifications to individuals, regulators or others required by federal and state laws or as
otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as
otherwise agreed to; (4) a website or a toll free number and call center for affected individuals
required by federal and state laws — all not to exceed the average per record per person cost
calculated for data breaches in the United States (currently $217 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the
time of the data breach; and (5) complete all corrective actions as reasonably determined by
Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor
shall allow for the Purchasing Entity to retrieve its digital content and provide for the
subsequent secure disposal of the Purchasing Entity’s digital content.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall
not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days
after the effective date of termination, if the termination is for convenience; or 2) 60 days after
the effective date of termination, if the termination is for cause. After such day period, the
Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall
thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise
in its possession or under its control. In the event of either termination for cause, the Contractor
will impose no fees for access and retrieval of digital content to the Purchasing Entity.



d. The Purchasing Entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted
and shall not be recoverable, according to National Institute of Standards and Technology
(NIST) approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background
checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master
Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and
maintain an awareness of the importance of securing the Purchasing Entity’s information among
the Contractor’s employees and agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

c. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal
history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1)
request immediate replacement of the person, or (2) immediately terminate the Participating
Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Purchasing
Entity in a format as specified in the SLA and agreed to by both the Contractor and the
Purchasing Entity. Reports will include latency statistics, user access, user access IP address, user
access history and security logs for all Purchasing Entity files related to the Master Agreement,
Participating Addendum, or SLA.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.



10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually at its expense, and provide an unredacted version of the audit report upon request to a
Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version.
A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.



16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agreed upon maintenance downtime), and provide service to customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be involved in any application development and/or operations.

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity.

19. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973 or any other state
laws or administrative regulations identified by the Participating Entity..

20. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing
Entity’s data in near real time.

21. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with
validated cryptography standards as referenced in FIPS 140 2, Security Requirements for Cryptographic
Modules for all Personal Data as identified in the SLA, unless the Contractor presents a justifiable
position that is approved by the Purchasing Entity that Personal Data, is required to be stored on a
Contractor portable device in order to accomplish work as defined in the scope of work.

22. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; (ii) for PaaS, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 3 to the Master Agreement: Infrastructure as a Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non Public Data to the Contractor.
The level of protection and encryption for all Non Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.



3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of
any security incident or data breach related to Purchasing Entity’s Data within the possession or control
of the Contractor and related to the service provided under the Master Agreement, Participating
Addendum, or SLA. Such notice shall include, to the best of Contractor’s knowledge at that time, the
persons affected, their identities, and the Confidential Information and Data disclosed, or shall include if
this information is unknown.

a. Security Incident Reporting Requirements: The Contractor shall report a security incident to
the Purchasing Entity identified contact immediately as soon as possible or promptly without
out reasonable delay, or as defined in the SLA.

b. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any purchasing entity’s content that is subject to applicable
data breach notification law, the Contractor shall (1) as soon as possible or promptly without
out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal
Data within the possession or control of the Contractor and related to the service provided under the
Master Agreement, Participating Addendum, or SLA.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a
data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably
requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the Data Breach, including any post incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.



c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor
shall bear the costs associated with (1) the investigation and resolution of the data breach; (2)
notifications to individuals, regulators or others required by federal and state laws or as
otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as
otherwise agreed to; (4) a website or a toll free number and call center for affected individuals
required by federal and state laws — all not to exceed the average per record per person cost
calculated for data breaches in the United States (currently $217 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the
time of the data breach; and (5) complete all corrective actions as reasonably determined by
Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor
shall allow for the Purchasing Entity to retrieve its digital content and provide for the
subsequent secure disposal of the Purchasing Entity’s digital content.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall
not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days
after the effective date of termination, if the termination is for convenience; or 2) 60 days after
the effective date of termination, if the termination is for cause. After such day period, the
Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall
thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise
in its possession or under its control. In the event of either termination for cause, the Contractor
will impose no fees for access and retrieval of digital content to the Purchasing Entity.

d. The Purchasing Entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted



and shall not be recoverable, according to National Institute of Standards and Technology
(NIST) approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background
checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master
Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and
maintain an awareness of the importance of securing the Purchasing Entity’s information among
the Contractor’s employees and agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

c. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal
history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1)
request immediate replacement of the person, or (2) immediately terminate the Participating
Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Contractor
directly related to the infrastructure that the Contractor controls upon which the Purchasing
Entity’s account resides. Unless otherwise agreed to in the SLA, the Contractor shall provide the
public jurisdiction a history or all API calls for the Purchasing Entity account that includes the
identity of the API caller, the time of the API call, the source IP address of the API caller, the
request parameters and the response elements returned by the Contractor. The report will be
sufficient to enable the Purchasing Entity to perform security analysis, resource change tracking
and compliance auditing

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.



11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually and at its own expense, and provide an unredacted version of the audit report upon request.
The Contractor may remove its proprietary information from the unredacted version. For example, a
Service Organization Control (SOC) 2 audit report would be sufficient.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agreed upon maintenance downtime), and provide service to customers as defined in the SLA.



17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be involved in any application development and/or operations.

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity.

19. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; (ii) for IaaS, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.
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